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N.B. KOTEHKO, 11.b. CAEHKO, A.A. BPAHULIKHA,

W.Bb. TTAPAIYK, JI.A. TAU®YIIMHA
NHTEJJIEKTYAJBHASI CHACTEMA AHAJIMTUYECKOM
OBPABOTKH HU®POBOI'O CETEBOI'O KOHTEHTA
JIJISL ETO 3AILATBI OT HEXKEJATEJIbHOM NHOOPMALIUU

Komenxo U.B., Caenxo U.b, bpanuyxuii A.A., Hapawyx U.b., I'aiigyruna /].A. MATENIEKTY-
aJlbHasl CHCTEMA aHAJIMTHYEeCKOi 00padoTku 1H(POBOro CeTeBOro KOHTEHTA /ISl €ro 3a-
HIMTHI OT HeKelaTebHOi HH(popManun.

Annoranus. B nacrosmee Bpems MIHTepHET 1 conpabHBIE CETH KaK Cpesia pacripocTpaHe-
HHS IU(POBOTO CETEBOIrO KOHTEHTA CTAHOBSITCSA OJHOM MX BaXKHEHIINX Yrpo3 IepCOHANBHOM,
0OIIECTBEHHON M rOCYIapCTBEHHON MH(pOPMALMOHHON Oe3omacHocTH. BosHukaeT HeoOxonu-
MOCTb 3all[UTHl JHYHOCTH, OOLIECTBA M TOCYIapcTBa OT HexXenaTelbHOH uHbopManuu. B
Hay4YHO-METOIMYECKOM IUIaHe IpoOieMa 3allliThl OT HEXeNaTeNbHOH HMH(pOpMAalUU HMeeT
KpaiiHe HeOOJbILIOE KOJIMYECTBO PEILICHUH. DTHM ONPEAENAeTCs aKTyalbHOCTb MPEICTABIICH-
HBIX B CTaTbe Pe3yNIbTATOB, HAIIPABICHHBIX Ha Pa3pabOTKy HHTEIUICKTYaIbHOI CHCTEMBI aHAITH-
THYECKOH 00paboTKH IH(POBOro CETEBOr0 KOHTEHTA JUIS 3aIHUTHl OT HEXEJIATEIbHOH HH(OP-
Manuu. B crathe paccMaTpHBaIOTCsS KOHIENTYalbHbIE OCHOBBI IOCTPOEGHHS TaKOW CHCTEMBI,
PAcKpBIBAIOIIHE COACP KAaHUE MOHATHS HEXeNaTeIbHOI HH(POPMAIUH U MPEeICTaBIIOmIe 00-
IIYI0 aPXUTEKTYPy CHCTeMbL. IIpHBOAATCS MOJIENH 1 alNrOPUTMBI (DYHKIIMOHHPOBAHHs HanOoee
XapaKTepHbIX KOMIIOHEHTOB CUCTEMBI, TAKHX KaK KOMIOHEHT Paclpe/IeIeHHOr0 CKaHUPOBaHUS
CeTH, KOMIIOHEHT MHOTOACIIeKTHOH KIacCH(UKAIMU CETeBBIX MH()OPMAIHOHHBIX OOBEKTOB,
KOMITOHEHT YCTPAHEHHs HEMOJIHOTBI U IPOTHBOPCUHUBOCTH M KOMIIOHEHT NMPHHATHS PEIHICHUIL.
IpencraBnens! pe3ynbTaThl peaau3aluy U SKCIIEPUMEHTAIbHOMN OIIEHKU CHCTEMHBIX KOMIIOHEH-
TOB, KOTOPBIE IPOJEMOHCTPUPOBAIIH CIIOCOOHOCTE CHCTEMBI OTBEUATh NMPEABABIIEMBIM TPedo-
BaHHAM IO TTOJIHOTE U TOYHOCTU OOHAPYKEHHUS U TIPOTHBOICHCTBHUIO HEXeIaTebHON nHdOopMa-
L[HHU B YCIOBUSIX €€ HEMOJTHOTHI U IPOTHBOPEUHBOCTH.

KiioueBble c10Ba: MHTEIEKTyalnbHas CHCTEMa, NU(PPOBOH CETEBOM KOHTEHT, HEXela-
TenbHas MHGOpMaNKs, KiIacCH(HKaIls, HeUCTKUE 3HAHUS, IPUHSTHE PELICHHUH.

1. Beenenne. CTpeMuTenpHOE BHEAPEHNE TII00anbHON cetn MHTEep-
HET U MOCTPOCHHBIX Ha €€ OCHOBE COLMAIBHBIX CETeH B TOCYAAPCTBEHHYIO,
NPOU3BOJICTBEHHO-9KOHOMUYECKYI0 M COLUAJIbHO-KYJIBTYPHYIO cepbl co-
BPEMCHHOT'O 06H_[eCTBa ABJIACTCSA MOUTHBIM CTUMYJIOM UX ﬂanLHeﬁmero pas-
BuTHA. B TO e Bpemst IHTepHET U colmanbHbIe CETH CTAaHOBSITCS OJHOM MX
Ba)XXHEHUIIINX yrpo3 MEePCOHAILHON, OOMIECTBEHHON U TOCYAapCTBEHHON HH-
(dhopmaroHHO# Oe30macHOCTH. Bo3HHKaeT HEOOXOAMMOCTD 3aIUTHI TIUIHO-
cTH, 0o0IIecTBa M rocyJapcTBa OT HEXKeNaTeJIbHOW MH(OPMAIMH, KOTopas
pacripocTpaHsieTcsl 4epe3 TIJI00ajbHbIe KOMITBIOTEPHBIE CETH U CIIOCOOHA
HAHECTH BpeIl 3JI0POBBIO IPaXKIAH MM MOTHBHPOBATH UX K MPOTHUBOIPAB-
HOMY TIOBEIeHIIO. B Bemymux cTpaHax mrpa, Bkitodast Poccuro, 3ammra ot
HEeXXeTaTeIbHOHN ceTeBO MHPOPMALINHU PETYIINPYETCS HAITMOHATBEHBIM 3aK0-
HOZATeNbCTBOM. CalTHI C HEXKEIATEIEHBIM KOHTEHTOM OJIOKHUPYIOTCS U 3a-
HOCSTCS B 4epHbIe criucku. OHAaKo 0OHapy)KeHUE HeXKeNaTeIbHBIX CAaliTOB 1
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NHPOPMALIMOHHAA BE3OMNACHOCTb

(opMHIpOBaHUE YEPHBIX CIUCKOB OCYLIECTBIIACTCS, KaK IPABUIIO, B PyYHOM
pEXKMME, a IKCIEPTHOE CYXKJICHUE O NMPHUHAUIEKHOCTH NHPOPMALUU K TOH
WIM WHOW KaTeropuM Bcerna sBiseTcs cyObeKTHBHBIM. [lo 3TO# mpuunHe
OHO MOJKET OBITh HEJOCTATOYHO IMOJHBIM H/WIH ONIMOOYHBIM, YTO TPeOyeT
[[O6aBJ'IeHI/I$I B IIPOLICCC BBIABIICHUA U HpOTHBO}IeﬁCTBHH He)KenaTeJIbHOW UH-
(dopMani METO/IOB YCTpaHEHHs €€ HENOJHOTHl M HPOTUBOPEYHBOCTH..
Kpowme Toro, mpu pyunoM pexume aHaian3a MIHTepHET-KOHTEHTa JOCTATOYHO
CJIOYKHO 00ECIIeUNTh BHINTOJTHEHHE TPEOOBAaHMI 10 CBOEBPEMEHHOCTH pearu-
pPOBaHMS Ha TOSIBJICHWE HOBBIX MH()OPMALMOHHBIX OOBEKTOB M M3MEHEHHE
COZIEP’KUMOTO CYIIECTBYIOIIHX PECYPCOB.

B Hay4HO-METOAMYECKOM IUTaHE Mpo0IeMa 3aluThl OT HeXXeNlaTelb-
HOW MH(OpMaLUH UMEET HEOOIBIIOE KONNIECTBO HAYYHO-TEXHUUECKHUX pe-
meHui. HecMoTpst Ha TO, YTO 3a MOCIEIHHUE TOBI MOSIBUINCH METOAUKH U
pean3ali OTACJIbHBIX KOMIIOHCHTOB TAaKOIr'o poJaa CHUCTEM 3allluTbl, OHU
WJIN HaXOOsTCA Ha HayvaJbHOU craaguu pa3pa60TI<H 1 BHCAPCHUA, WJIN HE PC-
QIM3YIOT MOJHOTO CIEKTPa MpenoIaraeMpIX BO3MOXHoOCTew [1-3].

Lenplo HAaCTOSIIEH CTATHH SBISETCS U3JIOKEHUE PE3YIIBTATOB HCCIIe-
JIOBAaHHH, TOCBSIIICHHBIX TOCTPOCHUIO ¥ (DYHKIIMOHUPOBAHUIO NIEPCTIEKTHB-
HOW HMHTEJUIEKTYaJIbHOM CUCTEMBI, NpeJHa3HaYeHHON Uil aHAIMTHYECKOU
00paboTKM IU(PPOBOTO CETEBOTO KOHTEHTA B MHTEPECaX 3aIUTHI OT HEXeJa-
TenbHON MHpOpManyu. [ BEISBICHUS M MPOTHBOJICHCTBHS HEXENIATeb-
HOW mMH(OpManWKM B JaHHOM CHCTEME HMCHOJIB3YIOTCS METOJbI MAITMHHOTO
o0ydeHHs ¥ METOABI 00pa0OTKN HEeUeTKUX JaHHBIX. C IENBI0 yIOBIETBOPE-
HUSI 3TUX TPeOOBAaHUH B CUCTEME NPEUIOKEH U PEANN3yeTCs psijt cenndu-
YEeCKHX MPOIECCOB 00pabOTKH JaHHBIX, KOTOPBIE TAK)KE BEIIEISIOT pazpabo-
TaHHYI0 CHCTEMY OT JPYTHX MOJOOHBIX cucTeM. K 4mciy 3THX mpoleccoB
CJIe/IyeT OTHECTH: OJJHOBPEMEHHbII aHann3 0OJIIIOr0 KOJMYECTBA HCTOYHH-
KOB JAaHHBIX O CMBICJIOBOM HAIIOJITHECHUU I/IHd)OpMaHI/IOHHOFO 061)e1<Ta; MHO-
rOypoBHEBas Kiaccudukarys HUPpPOBEIX HHYOPMAMOHHBIX 00BEKTOB; UC-
M0JIb30BaHUE METOJIOB 00pabOTKK HETIOIHOW U MPOTHUBOpeunBOi HHpOopMa-
LIUH; IPUMEHEHHE Pa3InYHBIX CIOCOO0B IPOTHBOICHCTBUSI HEXENaTeIbHON
MH(OpPMAINH B 3aBUCHMOCTH OT LIEJIEBON ayIUTOPUH U HEKOTOPHIE APYTHE.

K 4ncity HOBBIX pe3ysIbTaTOB UCCIEOBAaHHUMN, KOTOPBIE OCBEILAET CTa-
Ths, OTHOCATCS: (1) KOHIIENITYaIbHBIE OCHOBBI IIOCTPOSHUS U (PYHKITHOHUPO-
BaHUS TpeIiaraeMoil MHTEJUIEKTYalbHON CHCTeMBI; (2) MOAETH W METOIBI
paboTBl OCHOBHBIX KOMIIOHEHTOB CHUCTEMBI; (3) KITIOUEBHIC ACIEKTHI Peajli-
3allUM ¥ PE3YNIbTAaThl SKCIIEPUMEHTAIBHON OLEHKH HCIIOIb30BaHUS CHCTEMBI
JUISL pEILICHUS BO3JIaraeMbIX Ha Hee 3a/1a4. DTUM OIpeenseTcs AalbHenas
CTPYKTypa cTaTbi. B paznene 2 npuBOAATCS pe3ybTaThl aHAN3a PEJICBAHT-
HBIX paboT. Paznen 3 colepkuT KoHLENTyaabHbIE OCHOBBI, PACKPBHIBAIOIINE
HOHSATHE HeXEJIaTeNIbHOM HH(pOPMaIHH, a TAKXKe OOy CTPYKTYpY LIeJIEBOM
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cucTeMbl. Peannsanus M SKCIEepUMEHTalIbHAs OLIEHKAa CHCTEMBI 00CYKaa-
10TCs B paszaene 4. Pasgen 5 conep)XuT 3aKIIFOUUTENbHBIE BEIBOABI M HATIPAB-
JIEHUS JAJIbHEUIINX UCCIEN0BaHUM.

2. CocTosiHHe mcciaenoBaHuii. HecMoTpst Ha TO, YTO B MOCIEIHHE
TroAbl NOABWJIMCH METOABI U peain3allii OTACIbHBIX KOMIIOHEHTOB TaKOI'O
poJia CHUCTEM 3alluThl, OHU JIMOO HAXOJITCS HAa HadyaJIbHOM cTajuu paspa-
OOTKH U BHEIPEHUSI, TNOO HE PEaIU3YIOT BECh CIIEKTpP OXKHIAEMBIX BO3MOX-
Hoctelt. Tak, B [4-9] paccMaTpHBarOTCsA HEKOTOPHIC MEXaHU3MEI OOHAPYkKe-
HUS U TIPOTHBOJCHCTBHS BPEIOHOCHON MH(pOPMAINN B CETEBBIX MH(pOpMa-
LIMOHHBIX 00BEKTaX. B 3THX HOKyMEHTax M31araroTcsi pereHus IS ompee-
JICHUs HaJISKHBIX OIIEHOK IM(POBOTO CETEBOI0 KOHTEHTA. PaccMOTpeHHBIE
B HUX MEXaHHU3MbI OCHOBAaHBI HAa METOAX KIaccu(puKanuy HHHOPMAIIH, Me-
TOJIaX MHTEJUICKTYAIbHOW 00pabOTKM MaHHBIX W (uisTpanuu cmaMa. Op-
HaKO 5TU MCXaHU3Mbl HE OPUCHTHUPOBAHLI Ha pa60Ty B YCJIOBUIAX CEMAHTH-
YeCKOH HEeoNpeIesIeHHOCTH UH(HOPMALIMOHHOTO COAEPIKAHUSI.

B paborax [10-12] paccmarpuBaroTcsi pa3IM4YHble METOAbI aHAIN3a
COIIMAJIBHBIX CEeTEH /st OOHapy>KeHHUs U BEIOOpa Mep NPOTHUBOAEHCTBUS Bpe-
JoHOcHOM nHpopmanuu. B [10] mist oOHapyxeHHs: BpeZoHOCHOH nHpopma-
LIUH UCTIONIB3YIOTCS aITOPUTMBI TTOHCKA 10 OIMCAHUIO COOBITHS, UIEHTU(H-
KaIlMM TI0JIb30BATEIICH Pa3IMYHbIX CeTeH M MOKMCKa 110 IPYIIaM I10JIb30BaTe-
niei. MeTobl KOIMYEeCTBEHHOH N KaueCTBEHHOM OLIEHKH HH(POPMAIIMOHHBIX
BO3/ICHCTBUI B COLMATIBHBIX CETSIX, OCHOBAHHBIC HA TAOJMYHBIX U rpadude-
CKUX MHCTPYMEHTAX ISl IPEJCTaBICHNUSI METPUK M pacueTa METPHK, 00CyX-
nmarotes B [11]. B [12] paccMOTpeHBI TOAXOIBI K ONPEAETICHHAIO JeMOTpad-
YECKUX XapaKTEePUCTHK IOIb30BaTeNIel ConManbHBIX ceTel. OgHako, mo-
CKOJIBKY IIOMUMO COLIMAJIBHBIX CETEH CYILECTBYIOT U APYTUE UCTOYHUKH HE-
JKeIaTeTbHOM I/IH(I)OpMaHI/II/I, OTHU TOAXOJbI HECJIB3A CUHUTATh YHHUBEPCAJIb-
HBIMH.

Ha nam 31151, B HanOouibIeit crenenn st oOHapy »KeHHs U POTH-
BOJICHCTBUSI HEXENaTeIbHOW MH(POPMAIMK MOAXOSAT METO/IbI aHATN3a Tpa-
(uKa Ha OCHOBE Kiaccu(UKAUHU BeO-CTpaHHIl. ITH METO/IBI MOTYT OBITh OC-
HOBaHBI Ha KOHTEHT-aHAIN3¢ BHYTPCHHUX CBOMCTB BeO-crpanun [13]. bu-
HapHbIN Ki1accu(UKaTop, OCHOBAaHHBIM Ha BBISIBICHUU T'PYNIT BHYTPEHHUX
coiictB HTML-11okyMeHTOB, HCITONB3yeTCs it 00yUeHHs CUCTEM KIIACCH-
¢ukamun BeO-cTparun B pabotax [14, 15]. B [16] moka3aHo, 4To 00y4yeHHe
KIIacCU(PHUKATOPOB OOHAPYKEHUIO M IPOTUBOACHCTBUIO HE)XXENATEIbHOW UH-
¢dopmanuy MoXeT OBITh peaJu30BaHO Ha OCHOBE KOMOMHAIMH 3HAYMMBIX
¢byukumnit BeG-cTpanun. OmHAKO METOIBI, TpeactapicHubie B [13-16], He
OPHEHTHPOBAHbl HA aHAIN3 COJACP)KAaHHSA BEO-CTPAHUI], TO €CTb BEO-KOH-
TEHTA.
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B psine pabot o6HapykeHHE U TPOTUBOJCHCTBHE HEXeENATEIbHON HH-
dopmanuy peanusyercs C HUCIOJIb30BAHHEM AalTOPUTMOB KIacCH(UKALMH
Tem BeG-koHTeHTa [17, 18]. B 3TOM Ccilyuae mMOMCK BpeIOHOCHOM HH(pOpMa-
uu ocymecteisiercss mo URL-aapecam. OmHako 3TOT METOJ YMEHBIIAeT
CIEKTP XapaKTepHCTHK HEXeJaTelbHOW HMH(pOpMAIMU, KOTOpbIE HEoOXO-
JIIMO aHAJIM3UPOBATh, U, COOTBETCTBEHHO, YMEHBIIIAET JIMana30H KOHTPMED.
HexoTtopoe Bpemst ObL oIy IsipeH IT01X0/1, OCHOBAaHHBIN Ha aHAJIU3€ CCHIJIOK
B BeO-koHTeHTe. Takol aHamM3 MO3BOJSUI PEaTN30BaTh MEPAPXUUECKYI0 U
o0beanHeHHYI0 Kiaccudukaiuio Bed-kontenta [19, 20]. s knaccuduka-
LIY UCTIOIB30BAINCH MOJIEH Ha OCHOBe MeTona SVM. [l knaccudukanum
BeO-caiiToB B [21] mpeanoxen anroputM Link Information Categorization
(LIC), xoTopsrii ocHOBaH Ha MeToze Kiaccudukarmu kKNN. Kiaccuduxanms
cTpanul] ¢ nomoIneio anropurma KNN takke Oblia uccienoBana B [22], rue
pa3iuYHBIM TEPMUHAM M TeraMm IPUCBAMBAIOTCS COOTBETCTBYIOIIME Beca.
B [23] BeimonHsieTcs: Kitaccu(uKaIms Be0-caiiToB ¢ MOMOIIBIO aHanu3a Cy-
IIECTBUTENBHBIX, U3BJIEKAEMBIX U3 BeO-cTpaHuIl. B kauecTBe MeTona kiac-
cudukarnmu ucroib3yercs Decision Tree. B [24] paccMOTpeH METO, 3aKITIO-
YaIOUIMKCS B MOUCKE ¥ N3BJICYCHUH 3HAYNMOT'0 TEKCTa U3 TETOB C TOCIeNy-
IOLIMM ITPUMEHEHHEM Kiaccudukatopa Naive Bayes k osrydeHHBIM BBIOOD-
kaM. Takol ke MOAX0J B COUYCTaHUH C METOJaMH1 TIPOTHBOICHCTBUS BpE10-
HOCHOM HH(popMauu ynoMuHaercs B [25, 26].

BrusiBneHne ¥ mpOTHBOJCHCTBHE HEXETATSIbHON HHPOPMAINU B pe-
ANIBHBIX YCIIOBHSAX, TO €CTh KOria 00paboTKa 1 OIICHKa CBOMCTB HEXXeNaTelb-
HOHM MH(OPMALIK OCYIIECTBILIETCS B YCIOBHUSX HEMOIHOTHI M HEOIPEIeIeH-
HOCTH, TpeOyeT MCIOIB30BaHMs MTOJX0I0B, OCHOBaHHBIX Ha METO/aX, MOJe-
JISIX ¥ aJTOPUTMAax YCTPAHEHHWs! HEONpPEJEJCHHOCTH U HeNoJHOThL. Hamnpu-
Mep, 00paboTka HeomnpeaeneHHOW MH(GOPMAIMK Pa3IMYHOTO THUIA W IOJI-
JIepIKKa TIPUHATHS PELICHUH OOBIYHO PEau3yIOTCs C MCIOIBb30BAHUEM HC-
KYCCTBEHHBIX HeWpoHHBIX cereil [27-30], HeueTknx mHOXecTB [31, 32] n
HelipoHeueTkux cereid [33]. [IpuMeHeHHe STUX METOOB AJisi OOHAPYKEHUSI
U TPOTUBOACHCTBUS HEXKENATENbHOH HMH(POPMAIMU SBISETCS JTOBOJBHO
CIIOKHOH 3amaueid. OTHAKO NMPENMYIIECTBA ATUX METOJIOB 3aKJIIOYAIOTCS B
TOM, YTO OHHM ITO3BOJISIIOT BEIOMPATh MEpPHI IPOTHBOICHCTBHSI BPEIOHOCHON
nH(OPMAIMU Ha OCHOBE OLICHKH CEMaHTUUECKOTO COAepKaHus MH(OpMAIIU-
OHHBIX 00BEKTOB B YCIIOBHUSX HEIIOJHOTHI M HEOIPEIEICHHOCTH. DTH METO/BI
TaKKe OyIyT paCCMOTPEHBI B CTAThE.

3. KoHuenTtyajabHble OCHOBHI HHTEIEKTYAIBHOH CHCTEMBI aHa-
JIMTHYECKOii 06padoTKku nuppoBoro cereBoro KOHTeHTa. B HacTosmem
pasziernie pacCMaTPUBAIOTCS OHATHE HEXeNaTeIbHOW HHpOpMay 1 oomas
apXUTEKTypa MpeaiaraeMoii CUCTEMBI.
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HexenarenbHast nH(bOpMAaIs BOCIIPHHUMAETCS 3a4acTyl0 Kak 3je-
MEHT HH(pOpMaIMOHHOTO BO3AeHcTBHsI. MTHpOopMaImonHbIii 3¢ ekt R oT nH-
(hOpMAIIMOHHOTO BO3ICHUCTBUS TPAKTYyeTCs KaK OCHOBHOHM IMOpaKaroIIMi
¢daxrop nH(popMaoHHOW BOWHBL. OH HpencTaBiseT coOoW BO3aelCTBUE
UH(OpPMALIMOHHBIM MTOTOKOM Ha HH(POPMAIIOHHYIO CUCTEMY KaK Ha OOBEKT
ataku. OOBEKTOM aTaKh MOXET SIBJISITHCS OT/AENBHBII YEJIOBEK, KOJIJIEKTHUB
moziell (HeKoTopas opraHu3auus) M Jaxe rocyaapcTBo B menoM. Ecre-
CTBEHHO, 4TO 3P (PEKT MOKET OBITh KaK OTPULATENLHBIH, TaK 1 OJO0KUTENb-
HbIi. OZJHaKO BO3AEHCTBHE C IMOJOXKUTEIBHBIM 3(P(EKTOM MBI paccMaTpH-
BaTh He Oynem. [ToaTomy Oynem cunuTarh, 9YTO LETH TAKOTO BO3ACHCTBUS 3a-
KITIOYAeTCs B IOCTHKEHUH HETaTHBHBIX CTPYKTYPHBIX W/HIH (DYHKIIHOHATb-
HBIX U3MEHEHUH CHCTEMBI 3a CUET IIpueMa U 00paboTKH 3TOH MH(pOpMAIIH.
®opmansHO WHGOPMAIUOHHEIA 3¢ deKT ompenenseTcs ciuexyromuM odpa-
30M:

R = IE (10), )

rae |E — ¢yHknus, onpenessomas HeKOTOpoe HHPOPMAITMOHHOE BO3/ICH-
crBue, |O — nHpOpManMoHHBII 00BEKT, R — pe3ynbTaT Bo3/ieHCTBUS.

WNudopmarnmonnsit 00bekxT (MO) 10 ecth normyueckn nesbHbIH 010K
nH(OpPMaNNH, MPEACTaBICHHBIN B ONpeAeIeHHON (pukcupoBaHHON (opme,
KOTOPBIH CO3JJaH M UCIIOJIBb3YeTCsl B MHPOPMAIMOHHOHN AEATEIBHOCTH Yello-
Beka. PopManbHO CBSA3B 9TOTO MOHATHS € JPYTUMH ITOHATHSMU MTPEICTABIIS-
etcs caenyronmm oopasom: 10 € |, To ectb MO sBsieTcst 31EMEHTOM MHO-
JKECTBa BCel aHann3upyeMmon napopmanuu .

Ucnons3oBanne nouatus MO no3BossieT NpeyiookuTh Apyroi Bapu-
aHT ONpeJIeNICHNs HEeXKeNaTeIbHOM NH()OPMAaIlK, OCHOBBIBAIOIIMICS Ha aHa-
nm3e uHpopMaroHHbIX npusHakoB MO. O603HaunM Bcio MHpOpMAIHS B
cern MHTepHet kxak Int. [Tonoxxum, 9To MHOXKECTBO INt comepkUT omacHyo
urdopmarmio RI (Risky Information) u 6e3omacuyro undopmarrmto Sl (Safe
Information). Mexmy >THMH MOHATHIMH CHPABEIMBO CIIEAYIONIEE PABEH-
CTBO:

Int=RI USI . @)

Heowcenamenvnas ungpopmayus (Inappropriate Information, 1) ects
otaesbHbli O u/min coBOKyNHOCTh 00bEKTOB B ceT MHTEpHeT, conepka-
IIMX TpPU3HAK{, MOMAJAIONINe MO KAaTeropuu HEHY)KHOCTH, HETOTHOCTH.
Hawubosee sipkum npumMepom 31ech sipistorest MO, GuibrpyeMbie cucteMoit
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pPOANTENBCKOTO KOHTPOIsL. Kpome Toro, OyZeM OTHOCUTD K KAaTETOPUH HEXe-
NaTenbHON MHPOPMALIK TaKXKe COMHUTENBHYIO M BPEAOHOCHYIO HH(pOpMa-
M0, YIOMHHAHHS KOTOPOI WHOT1a BCTPEUYAIOTCS B JIUTEPAType.

Comnumenvrasn ungopmayus (Dubious Information, DI) ects or-
nenbHblid VIO 1/nnm coBOKYIIHOCTh 00bEKTOB B ceTr MHTepHeT, copepikaiiye
MIPU3HAKH, TIOTaAlONIIe MO/ KaTeropuu onacHoctd. Hanpumep, ¢purmmHro-
BBIH CaliT, HEIOBEPEHHBIH pecypc, pecypc ¢ HU3KOH pemyrarmeil. OObeKT,
COZIepIKaIii JOXHYIO ((pelKoBYI0) MH(POPMAIMIO WK AE3WH(POpMAIHIO,
TaK)Ke OTHOCHUTCS K TaHHOMY THITY.

Bpeoonocnas unpopmayus (Harmful information, HI) ects otnens-
Helii 1O n/mimu cOBOKYITHOCTH OOBEKTOB B ceTH VIHTEpHeT, copepxamine
MIPU3HAKK, 10 KOTOPHIM HMH(OpMAIHs 3alpelieHa K PaclpOoCTPaHEHHMIO.
Hanpumep, mox 3Ty KaTeropuro rnomnajaaeT nHPOpManus, BKIOYEHHAs B (e-
JIepalIbHbIN CIUCOK SKCTPEMUCTCKUX MaTepualioB, KOH(UAeHIIMaNbHas UH-
(dbopmaryis, mepcoHaNbHble JaHHBIE U T.1.

Hcnonb3yst BBeZIeHHbIE 0003HAYCHUS ISl Pa3JIMYHBIX TUIIOB HH(OP-
MalHu, MOXHO C()OPMUPOBATH MEX/Yy HUMH CIIIYIOIIIE€ COOTHOILCHHUSI:

<RI, (DIUHI)c . (3)

Crenyer OTMETUTb, 4TO B 00LIeM ciiydae nepecedeHne Muoxkects DI
u HI He sBIsIeTCSA MyCTHIM MHOXECTBOM, TO €CTh OJIUH U TOT ke MO MoxeT
ObITh OTHECeH Kak k DI, tak u k HI.

OO6mias apxutekrypa cucrembl. [Ipeanaraemas MHTEIEKTyajbHAs
cUCTeMa aHAJIUTHYeCKOH 00paboTku 1H(POBOr0 CETEBOr0 KOHTEHTA
(MCAOLICK) umeeT 0011yr0 apXUTEKTypy, NOKa3aHHYIO Ha pucyHke 1. Ap-
XUTEKTYpa COJICPKUT TPU YPOBHS:

1) cbopa 1 mpegBapuTENBEHON 00pabOTKN JAHHBIX 0 O€30MTACHOCTH Cce-
teBbIX MO;

2) oLleHUBaHHS CMBICIOBOTO comepkanus MO;

3) BEIpaOOTKH Mep MPOTHBOACHCTBHS BBIABIeHHOH B MO Hexena-
TENBHOW WHPOPMALINH.

W cxomHBIMU JaHHBIMH AJISL TAKOM CUCTEMBI ABIISIOTCS HHPOPMAIOH-
HbIe 00BEKTHI ceTH MHTepHEeT U COMabHBIX ceTeil. Pe3ynprarel, momy4eH-
Heie ¢ nomoinisto MCAOIICK, ucnonp3yroTcsi mojb30BaTesiMu (8 IMUHH-
cTparopaMu 0€3011aCHOCTH), OTBEYAIOIIMMH 32 3aIUTy OT HEXeJaTesIbHOM
undopmaumn.  IloTpeOurenssMu  pe3ysibTatoB  (YHKIHOHUPOBAHUS
HNCAOLCK sBnstoTCS peryasTophl TEIEKOMMYHHUKAIIMOHHOTO CEKTOpA.

Ha nepsom ypoBHe apxurextypsl MCAOLICK pacnonaratorcst pac-
npezneseHHble ckaHepsl ceteBbix MO. Mx 3amaua 3akmouaercs B coope 1O,
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(dhopmupoBanuu 00J1aKa TETOB (METOK, SIPJIBIKOB, XCIITETOB, KIIFOYEBBIX CJIOB)
u npuopurezarun NO.

yp()gnu I/leepHem, C%la,"lbl—lble cemu
HUCAOLICK {}
Coop u
npeosapumenvras

KoMIIOHeHT pacHpeieleHHOTO CKaHHPOBAHHS CETH
obpabomxa 0aHHbIX

Y
Oyenusanue Kommonent Kommonent
CMBICTI08020 MHOT0aCHEeKTHOM Basa yCTpaHeHUst
cooepaicanus KnaccupuKauu JIAHHBIX HETIOHOTBI ¥
OaHHBIX cereBbix MO Ty TIPOTHBOPEYHBOCTH
Buipabomka mep Kommonent B N Kommonent
npomueooeticmeus HPUHATUS PEIICHUH BU3YyaJlM3alu1
[ 1
Ionvzoeamenu

Puc. 1. O6mas apxurexktypa MCAOLICK

Ha BTOpoM ypoBHE HaxoasaTcst 6a3a TaHHBIX BeO-KOHTEHTa, Co/iepkKa-
masi BCIO coomnpaeMyro u oopadateiBaecMyro uHpopmarmto 06 MO, a Taxxke
KOMIIOHEHT MHOTOACIIEKTHOW KiaccupUKarmu ceTeBhix MO M KOMIIOHEHT
YCTpaHEHUS HETONHOTH M TIPOTHBOPEYMBOCTH PE3YJIBTATOB KIIACCHU(HKA-
nuu. Ha 3ToM ypoBHE HCXOHBIC TaHHEIE IS Kilaccu(hUKaTOpPOB, cHhopMUpo-
BaHHBIC C MTOMOIIBIO PACIPEAETCHHBIX CKAaHEPOB, TTOIBEPTaIOTCS JOITOTHH-
TENBHOM 00paboTKe ¢ IEeTbI0 YCTPAaHEHUS HEOJTHO3HAYHOCTH (HEYETKOCTH) U
HEJIOCTOBEPHOCTH (HEI0CTATOYHOCTH, HETTOJTHOTHI).

Ha tpeTthem ypoBHE pacnionaratoTcss KOMIOHEHT NPUHITHH pelIeHUH,
OCYILECTBIISIOIIHIA BRIOOP MEP MPOTUBOACHCTBYS BBISBICHHON HEXEIaTe/Ib-
HOW MH(OPMAIMU, U KOMIIOHEHT BH3YyaJIM3alliU PE3YJIbTaTOB pabOTHI CH-
CTEMBI.

006006meHnbI anroputM dyHknuonuposanus MCAOILICK MoxkHO
OITMCATh CIEAYIOIUM 00pa3oM.

[ar 1. COop maHHBIX O calTax, NOTCHIMAIBEHO COJCPIKALINX HEXKE-
JATETBHYI0 UHPOPMAIUIO (C TOMOIIBI0 KOMITIOHEHTA PACIIPEICIICHHOTO CKa-
HupoBaHus). [loMenenne Nx Ha XpaHeHHe B 0a3y JaHHBIX.

[Mar 2. BeraBienue u Ki1accupUKAINS HexXeIaTeIbHOH nHpOopMauu
(KOMITOHEHT MHOT0ACIIeKTHOH Kilaccuukarun). Eciu xiraccudukamnms mpo-
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IIIJ1a C BBICOKOM TOYHOCTBIO, TO Nepexo Ha mar 4. Haue — npuHsTHE pe-
LIEHUs 0 HEOOXOIUMOCTH yCTPAHEHUS HETIOJIHOTHI U IPOTHBOPEUYNBOCTHU CO-
OpaHHBIX JaHHBIX.

[ar 3. ®yHKIMOHNPOBAHNE KOMIIOHEHTA YCTPAHEHHS HEMOJIHOTHI U
NPOTUBOPEYHBOCTH COOpaHHBIX NaHHbBIX. [lepexon Ha mar 2.

[ar 4. BeipaboTka 1 BEIOOp Mep MPOTUBOAEHCTBHUS HEXKeEIaTeIbHOM
nHpopManyy (KOMIOHEHT NPHUHSATHS pEIeHUH).

Har 5. BuzyansHoe odopmileHHE MPOMEXYTOYHBIX U OKOHYATEINb-
ueIX pemrennii ICAOLICK (KOMITOHEHT BU3yallU3aliy).

PaccmoTpuM perieHust 10 MOCTPOSHHIO M (PYHKIIMOHUPOBAHHIO BBIIIIE
yka3aHHbIX komnoHeHToB ICAOLICK. KoMnoHeHT BU3yanu3alyy, B CHIY
€ro CIe(HKHN, pacCMaTpUBAaTh HEe OyIeM.

4. PemieHusi M0 MOCTPOEHHMIO U (PYHKIHMOHHPOBAHHMIO KOMIIOHEH-
TOoB cucrembl. [ maBHas ocobenHocts cereBoro MO (CHO), oTnuuaromias
€ro OT OOBIYHOTO BJIEKTPOHHOTO TOKYMEHTA, COCTOUT B HAIMYUH CIIOKHOM
uepapxuueckoi cTpykTypsl. CaMbIM pacmpocTpaHeHHbIM mpumepom CHO
SIBIISIETCSl BEO-CTpaHMIa, KOTOpasi MpEeACTaBisieT co00il Habop TEKCTOBBIX
(aiinoB, pasmedeHHBIX Ha s13pike HTML. Mcnons3zoBanne HT ML no3Bosisiet
(hopMaTHpOBaTh TEKCT, pa3indyaTh B HEM (YHKIIMOHAIBHBIE AJIEMEHTHI, CO-
3/1aBaTh TMIIEPCCHUIKM M BCTABIATH B OTOOpayKaeMylo CTpaHHIly M300paKe-
HUSI, 3BYKO3alUCH M JIpyTWe MYJIbTUMEAWHHBIC 31eMeHThl. CopepxumMoe
BeO-CTPaHUIIbI HAa3BIBACTCS] KOHTEHTOM.

OcHOBHas 3a7aya KOMIOHCHTA pAacCNpPEJCICHHOTO CKAaHWPOBAHUS
CEeTH 3aKiIoyaeTcs B cOope MHPOPMALIUH 0 BeO-CTpaHUIAX U IPEABAPUTEIH-
HOM 00paboTke koHTeHTa. [Ipennaraercs ncnonp3oBats B UCAOLICK xom-
IUIEKC pacipeesIeHHbIX HHTeIUIeKTyanbHbIX ckaHepoB (KPUC), BemonHsto-
mmx napaienabHeiil ananus CHUO. TTogoOHbIH MOIX0A Moapa3yMeBacT ruo-
Koe MacmTabupoBanue. Kax bl ckaHep pacroiaraeTcs Ha OTACIBHOM XO-
CT€ M CaMOCTOATENILHO BHINOJHSET olepaluu coopa u npenodopaboTku ceTe-
BOT'O KOHTEHTA.

VicxonHbIMU JaHHBIMU U151 pacIIpeIeIeHHOI0 CKAaHUPOBAHUS CETH SIB-
JISIeTCS] U3BECTHOE KOHEYHOE MHOXKECTBO X, KOTOpPOE BKIIIOYAET B ceds N ce-
TEeBBIX asipecoB BeO-ctpanun URL:

X = (URLy, URL,, ..., URL,). (4)

JlaHHOE MHOXKECTBO paclpesieNsieTcss MEXIY HHTEIUICKTYaJbHbIMU
ckaHepamu. Kaxnaprii ckamep 3arpyaer pe3yibTaTel cOopa m mpenobpa-
OOTKH MPEJICTABICHHOT0 €My MHOXKECTBA OOBEKTOB B JIOKAJIbHOE BpEMEHHOE
xpanunuiie. Janee uHpopmalms arperupyercs B 0011yro 0a3y 1aHHBIX BEO-
KOHTEHTA.
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ApXHTEKTYpa KOMITIOHEHTA DPACIPEICICHHOTO CKAaHHPOBAHHUS CETH
MpeiCTaBlieHa Ha PUCYHKE 2.

MHOXeCTBO CeTeBbIX a4pecoB

Mposepka gocTyna k BeG-
cTpaHnue
¥

Masnevenne HTML-kona

4
Onpegenenne NpUaHakos
Beb-cTpaHuubl

4
CocTaeneHne KapTbl

nepexoaoB No runepccbikam
A 4
AHanus rpadguyeckux
pecypcoe

PacnpegeneHHble
WHTENNeKTyanbHble
CKaHepbl

AHanua nHdopMaLMoHHoro pecypea

Ba3sa faHHbIX
BEO-KOHTEHTa

Puc. 2. KomnoneHt pacnpeacIiCHHOI0 CKaHUPOBaHU CETH

Jsa xaxxgoro CUO mpoBepsieTcs TOCTYyITHOCTh KOHTEHTA 110 yKa3aH-
HOMY aJIpecy U IPUCBAaUBACTCs COOTBETCTBYOMIMIA cratyc. [Ipn Hanmmgwm mo-
CTyma K BeO-cTpanute npomsBoaurcs 3arpy3ka CHO B Buze HTML-kona ¢
yKa3aHUEeM BPEMEHH 3arpy3KH U ero rpaduueckux pecypcoB (M300paxeHuid,
JIOTOTHUIIOB, 3JIEMEHTOB (hoHa U T.11.). DopMuUpyeTCsS MHOXKECTBO X', KOTOPOE
conepxxut HTML-kob1 711 M AOCTYMHBIX BeO-CTPaHUIL:

X' = (SURLy, HTML:>, ..., <URLm, HTMLy>). ®)

B cirywae oTcyTeTBHS HocTyna K BeO-cTpaHune GpUKCHpyeTcs KO U
TEKCT MOJYYCHHON OMIMOKM C YKa3aHWEM BPEMEHH HONBITKH MOAKIIIOUEHHS.
[TprunHOM OTCYTCTBHSA AOCTYNA MOXKET OBITH ycTapeBaHHUE, yIaJCHUE WIN
HekoppekTHbIit agpec CHO. Taxxe Ko OITHOKHA MOXKET YKa3bIBaTh Ha TPO-
0JIeMBI ¢ TIOIKIIIOUYCHHEM Y IOMEHA BeO-CTPAHHMIIBI WIIH y CETEBOTO CKaHepa.
B sTom ciryuae agpec BeO-CTpaHHIIBI TOMEIIASTCS B 04epelb Ha HOBTOPHYIO
IIPOBEPKY.

HTML-kox BeG-cTpaHHMIbI UCIIONB3YETCs JUIS M3BJICUCHUS MPU3HA-
KOB BUJIe KOHEYHOTO MHOXecTBa X' pa3MepHOCTHIO M

X" = (<URL1, ai,...,.ak >, ..., <URLm, aim,...,&m >), (6)
rae aij — i-i npusHak (i = 1, ..., K) j-oii BeO-cTpanuns! (j =1, ..., m).

B kauecTBe MpU3HAKOB BeO-CTPAHHUIL IIPEATIATACTCS UCTIONB30BATh!
— THUII KOHTEHTA (TeKCT, N300paXeHne, BUIICO, AYAHUO U T.1I.);
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—pa3Mep KOHTCHTA;

—TEKCTOBOE COAEPKUMOE;

— SI3BIK TEKCTOBOTO COJIEPIKUMOTO;

— JUIMHY TEKCTOBOTO COJIEPIKUMOTO;

— KOJIMYECTBO TUIEPCChUIOK Ha BHyTpeHHHe CUO (mpuHayiexaniuie
K TOMY K€ JIOMEHY);

— KOJIMUECTBO runepccbuiok Ha BHemHue CHO;

— KOJIMYECTBO TpapUIECKUX PECypPCOB.

TexctoBoe comepxkumoe CUO npencTaBiseTcs B BUIE OMUCAHUS OI10-
KOB TEKCTa C UX YaCTOTHOH XapakTepucTukor. H(popManms o B3aUMOCBS3H
reckoapkux CHUO oToOpakaetcst B BHIE KapThl epexomoB. Jist Kaxaoro i-
ro kopHeBoro CHO ompenenseTcs cieayromiee MHOXKECTBO:

Hi = (<hig, dig, li>, ..., <his, dis, lis>), @)

rae hij (j =1, ..., S) — cereBoii axpec j-ro cropornero CUO, u3BnexkaeMoro
W3 THIIEPCCHUTOK Ha BeO-cTpanuie i-ro kopaesoro CHO; dij — riybuna B3a-
uMocBs3u AByx CHO, 0603Hayaro1mas 9uciio nepexonoB ot kopaesoro C11O
JI0 TeKyIero; lij — mokazaTenp JIOKanbHOCTH, ONPENeIFOLIN, CBSI3aH KOp-
HeBoit CHO ¢ BHyTpeHHHM pecypcoM (ITPUHAUISKAIINM TOMY K€ JIOMEHY)
WM BHEMIHUM (TIPUHAUIEKAIINM CTOPOHHEMY JIOMEHY).

B mporecce c6opa garHBIXx 0 CMO IpOUCXOANT BBHITPY3Ka U IOCTIe-
YOI aHan3 n3o00paxkeHni, copepxamuxcs B HTML-kxone u B Tabmmie
cruneit. Ctunu xpansrtes B otaenbHom CSS-daiine, KOTOpblii MOXKET ObITh
UCIIONIb30BaH JUIsl JIIOOBIX HMH(GOPMAIMOHHBIX PECYpPCOB OJHOIO JIOMEHA.
[Ipeanaraercst BHIIEATD ClIEAYIOLIME IPU3HAKU rPpadHueCcKUX PECypCoB:

— CeTeBOil anpec U300pakeHus;

— CeTEeBOH ajipec JOMEHa, Ha KOTOPOM XPaHHUTCS U300pakeHHeE;

— HaMMEHOBAHHUE;

—rpaduaeckuii popmat daitna (JPEG, JPG, PNG, GIF u T.11.);

—1BeToByio Mozenb (RGB, RGBA, CMYK);

— IIUPUHY U300paKeHHs B IIUKCEIISX;

— JUTMHY U300pa)KeHHs B TUKCEIISX;

— CIICOK OCHOBHBIX IIBETOB HM300pa)KCHUS (LEHTPOUIOB LIBETOBBIX
KJIACTEPOB) M COOTBETCTBYIOIIMI MM IPOLICHT NPHHAJIEKAIINX IIUKCETeH B
(bopmaTte {«ko[ [BETa» | KIPOLEHT MHKCENIEeH» };

—TEKCT Ha M300pakeHUH (€CIM OH MPHUCYTCTBYET) B hopmare {«Kox
SI3BIKAY» | KTEKCT»}.
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Crnemyer OTMETHTB, YTO Ha TeKymieM stare paspadborkun UCAOLICK
B COCTaB IIPU3HAKOB TEKCTOBBIX M IPA)UIECKUX PECYPCOB MOKa eIle He BXO-
JIT TIPU3HAKY, Xapakrepusyoniue narepnperanuto MO. B pesynbrare Bo3-
MOYKHBI JIOXKHOTIOJIOKHTENbHBIE OIIUOKH, IPH KOTOPBIX K KATErOpUH HexXe-
JaTenbHON MH(OpMaluK MOTYT OBITh OTHECEHBI, HalpUMep, CalUThl ¢ Habo-
paMHy JaHHBIX, COJEPKallMMU MPUMEPHI CeTeBBbIX aTak. OXBaT MPHU3HAKOB
nHTepnperanun MO paccMaTpuBaeTcst Kak HanpaBiIeHHE JajlbHEHIINX HC-
CJI€ZIOBaHUM.

Takum 00pa3oM, KOMIIOHEHT PacTpeeIeHHOTO CKAaHUPOBAHMS CETH
peanuzyer ciuenytonme Gyakmmu: (1) oOHapykeHHe W 3arpy3ka BeO-KOH-
TEHTa JJIS 33JaHHOTO MHOKECTBA CETEBBIX aJPECOB; (2) CTPYKTypHas KaTe-
ropu3auust CHO; (3) BeIUHCICHIE YaCTOTHBIX XaPAKTEPUCTHK [UTS CTPYKTYP-
HBIX 3JIEMEHTOB BeO-cTpaHu; (4) moctpoenue kapt nepexogos CHO.

KomroneHT MHoroacnekTHoi kinaccudukanuyu cereBbix MO BKiIO-
YaeT B CBOW COCTaB YETHIPE MOAYJIS:

1) wmoayns dunbTpanuu conepxumoro CUO;

2) ™Mojynb u3BnedeHus npusHakos u3 CUO;

3) moayns npenobpaborku npusHakoB CUO u moctpoenus odyda-
IOLIMX BBIOOPOK;

4) wmonyns knaccupukanuu CHUO.

[pennaznauenne moayist punbTpanun cogepxxumoro CHO 3akiroua-
eTcsl B yJJICHUH 3HAKOB MIPEMHMHAHMS, @ TAKXKE TeX €ANHHI] PEUH, PEICTaB-
JICHHBIX B BHZIC OT/IEJIBHBIX CJIOB U CJIOBOCOYETaHUH, KOTOPBIE HE BIUSIOT HA
CMBICIIOBOE HAIOJTHEHHE TeKCTa. K TakuM cl1oBaM OTHOCSTCSI MECTOMMEHHS,
MIPEAIIOTH, THU(PEI, apTUKIN, MOAAIBHBIC TJIAaroyibl U COIO3BI, a TaKXKe TE
CJIOBA, KOTOPBIE SBJISIFOTCS] CBOMCTBEHHBIMU OJTHOBPEMEHHO JIJIsl HECKOJIBKHX
KJIACCOB U MCIIOJIb3yEeMBIMH B PA3JIMYHBIX KOHTEKCTaX (HAaIlpUMep, «TeTepby,
«TOTZ1a», «TOJILKOY). KpoMe 3Toro, n3 pacCMOTPEHUS UCKITIOYAIOTCS TaHHBIE,
MOMEIIICHHBIE B CEKI[MH KOMMEHTapHeB, IOCKOJIBKY OHH HE BUIHBI KOHEY-
HOMY TOJIb30BATEIIIO.

Monyns usBnedenus npusHakoB u3 CHO noctpoen Ha ocHose DOM
(Document Object Model) mapcunra, 4To mo3BosieT GHICTPO U YIOOHO H3-
BJIEKATh U3 UCXOAHOW html-CTpaHHUIIBI TEKCT, 3aKIIFOUEHHBIH B NCKOMBIH TeT.
B nanHOM MoyIie peaian3oBaHa IOAIepKKa BEIMUCICHUs mapameTpos html-
CTPaHUIIBI C WCIOJIb30BAHUEM TPEX THIIOB MCXOJIHBIX IAHHBIX: CTPYKTYPbI
JOKYMEHTa, TEKCTOBOTO coaepkumoro, a takke URL-ctpoku. B Tabmmme 1
nepedrcieHsl HanMeHoBaHus htMl-Teros, 4acToTHI BCTpeuaeMOCTH KOTOPBIX
(GOpMHPYIOT ITapaMeTpsl BEKTOpa MPU3HAKOB B COOTBETCTBHH C THIIOM HC-
XOAHBIX JaHHBIX «CTPYKTypa JOKyMEHTa».

[Tpu dopmupoBaHHMU NapaMeTPOB, COOTBETCTBYIOLIUX THITY HCXOJ-
HBIX JaHHBIX «TEeKCTOBOE COIEPKUMOE», MPUMEHSIICS MOAX0J Ha OCHOBE
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«metka cios». Mexoansii gokymenT T = {Wy, ..., Wn} IPEACTABISIETCS 10~
CIIeZIOBAaTENIFHOCTRI0  cHoB. OH  mpeobOpa3yercss B  CIOMCOK  Hap
L:{(Wll Q(Wl! T))a cees (WMI Q(WM, T))} = {(Wl! ql)! EEED) (WMI qM)}9 rae sie-
MEHTBl {Wi, ..., Wu} =D < T sBusiorcss yHukansabiMu cioBamu (M < N)
(MuoxectBo D HaspiBaeTcs cioBapem), a smeMeHTHl {(1= Q(wi, T), ...,
gw = Q(wWwm, T)} oTpaxaroT abCONOTHBIC YACTOTHI MOSBJICHUS COOTBETCTBY-
101X cioB B jokymeHTe T (Q — ¢yHKIMs, BO3BpaIIAIOLIast YUCIIO BXOXKIC-
HUH CJIOBA, IPECTaBICHHOTO IIEPBBIM apIyMEHTOM, B JIOKYMEHT, IPE/ICTaB-
JICHHBIH BTOPBIM apryMEHTOM).

Tabmunua 1. Ommcanue html-Teros, u3BnexaeMsix u3 ceresoro MO

Ne | html-ter Ormcanne html-tera
1 <b> JKupHoe BblIeneHre TeKCTa

2 <dt> Co3iaHue 3JIeMEHTa B CIMCKE ONPEICIeHUI

3 <div>  |Pa3bueHue 1oKyMeHTa Ha ()parMeHThI

4 <h1> 3agaHue 3arooBKa epBOro YpOBHs

5 <h2>  |3agaHue 3aronoBKa BTOPOro ypoBHsI

6 <h3>  |3ananue 3aroyioBka TPETHEro ypOBHsI

7 <h4> 3aaHue 3aroJ0BKa YETBEPTOTO YPOBHS

8 <h5>  |3ananue 3aroJioBKa ISITOTO YPOBHS

9 <h6> |3amanue 3aroyoBKa MIECTOrO YPOBHS

10| <link> |3amanue cBA3M C BHEIIHAM PECYPCOM

11 <a> Co3aHue CChUIKU

12| <form> |3amanmne Gpopmsi

13 <li> Co3zaHue 3JeMeHTa MapKMPOBAHHOTO MII HyMEPOBAHHOI'O CIUCKA
14 <i> KypcuBHOE BbIIeNIeHHE TEKCTa

15 <p> Berenenue ab3amna

OreHKa CeMaHTHIECKON CXOIKECTH IBYX JOKYMEHTOB CBOIUTCS K BbI-
YHCIICHHIO KOJIMYECTBA CJIOB, KOTOPBIE OJJHOBPEMEHHO BCTPEUYAIOTCS B ATHX
JOKyMeHTaX. YeM MeHbIee KOJIMIECTBO OOIIHX CIOB COMEPIKUTCS B 060UX
JIOKYMEHTAX, TeM HIDKE MX YPOBEHb CEMaHTHUECKO# cxoxectr. Cremyer oT-
METHUTh, 4TO C YBEIUYCHHEM 00beMa IOKyMEHTa MOJICITb «MEIIIKA CJIOBY CTa-
HOBHUTCSI 0COOCHHO YyBCTBUTEIBHOMN K CPABHEHHUIO IOKYMEHTOB. B 3TOM ciy-
vae ISl YMEHBIICHHS BPEMEHHBIX 3aTpaT PaccMaTpUBAETCS MHOXKECTBO
L'={(w,q) | (w,q)eLAqg>h2>0} BmecTo L, 4TO 03BOJISIET HTHOPHPOBATD
PEIKO BCTPEYAIOIIMECS CIIOBA, YACTOTA BXOXKICHHUS KOTOPBIX B TOKYMEHT HE
MPEBOCXOUT 3apaHee 3aJaHHOT0 YHUCIOBOro nopora h.

Cpenu orpaHUYeHHH, IPUCYIINX JAHHON MOJCIH, CICAyET OTMETHUTh
HEBO3MOXKHOCTh y4eTa KOHTEKCTa, B KOTOPOM MOYKET HCIIOJB30BATHCS TO
WITH MHOE CJI0BO. JIJIsl yCTpaHEeHUs 9TOT0 HEJOCTATKA MIPUOETaloT K MOCTPOe-
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HHUIO MaTpHUIBI ceManTHyecKux cBsseit [34]. C aroii mensio paspaboran aj-
TOPUTM BBIYMCIICHHUS CEMAHTHYECKOH CXOXeCTH HauOoliee yHoTpeOUTelb-
HBIX CJTOB Ha 0CHOBe Mojenu Word2vec [35] (puc. 3).

B manHOM anropuTMe Ui KakKIoro Kiacca Si popMHUPYETCs JO0KY-
MeHT R, oObeauHsAIOmuA Bce JOKyMEHTHI 3TOro kiacca. Jlis gokymenta R
Beruucisiercst pyukuust find_common_words (R, d), xoropast u3Bnekaer d
CJIOB, HauOoJIee YacTo BCTpevaroInuxcs BHyTpu R. Pesynprar mpuMeHeHus
naHHOH (yHKIMK 0603HavaeTcs kak W. [Tocie 3Toro BHyTpH Ka10ro JOKy-
MEHTa Kj1acca Sj HaxOoAaTcsi C HauboJsee ynoTpeOuTeNIbHBIX CIIOB, LI KOTO-
PBIX BBIYHCIACTCS CEMAHTHYECKAs CXOKECTh C KaXKAbIM CJIOBOM U3
Habopa W. C atoii mensro npuMensetcst Gpynkims word2vec. IlomydeHHbie
Ppe3yJIbTaThl 3aMKHCHIBAIOTCS B BU/IE KOMIIOHEHTOB BEKTOPA MPHU3HAKOB, COOT-
BETCTBYIOIIHUX THITY UCXOJHBIX TAaHHBIX « TEKCTOBOE COJCPIKUMOE.

Bxoansie gaunbie: () = {S7,55,55,...} =
{arts, business, computers, ...} — KIacchl JOKyMECHTOB

)
o = {{TW}]\ZL}I: — HaGop JOKYMEHTOR ¢
paszielicHHeM Mo Kidccam

¢ = 3 — KOIIMYECTBO Hanbosee YInoTpeOUTEIBHEIX CIIOB
BHYTpPH JIOKYMEHTa

d = 5 — xonu4ecTBO HauboIee YMoTPpeOUTESILHEIX CIIOB
BHYTPH COBOKYIHOCTH JIOKYMEHTOB, MPHHAIJICKALIHX

OJHOMY H TOMY e KJlaccy
Q

N, 1
Boixonnble 1aHHbIe: U = {{ Fij }j\_’ 1} — Habop MPU3HAKOB JJOKYMEHTOB
iz

1 s kaxporo @ € {1,.. ., #()} BBHINOJIHATH

2 R=9

3 aas kakaoro j € {1,..., N;} BBINOJHATD

4 | R = RUTj

5 W := find_common_words(R,d)

6 IS KaKIA0ro j € {1, R N,-} BbBINMOJIHATH

7 FI] =

8 aas kaxmoro v € find_common_words(Tj;, c) BHIMOIHAATH
9 1L KaKI0ro w € 1V BbIMOIHATH

10 ‘ Fi; = Fi; U{word2vec(v,w)}

Puc. 3. Anroput™ BBIYHCIICHUS CEMaHTHYECKOH CX0XKeCcTH Haubosee
YHOTpeOUTEIBHBIX CIIOB

Ecnu B kauecTBe HCXOIHBIX AaHHBIX Hcnonbytoress URL-ctpoku, To
toraa st popmupoBanus npuzHakoB CHO mposepsieTcs Mpu3HAK BXOXKIe-
HUSI B 9TU CTPOKH JIECATH HanbOoiiee yIoTpeOUTENbHBIX CI0B, XapaKTePHbIX
JUTSL KQXKII0M KaTeropuu.
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B moayne npexobpabdorku npuznakoB CUO u moctpoeHus o0yyaro-
IMX BBIOOPOK peaan30BaHa MOAJEPKKAa MUHMMAKCHOM HOpMAaJIM3allid U
pa30ueHunst HICXOIHOM BHIOOPKH Ha TECTOBYIO M OOYYAIOIYIO YaCTH.

B ¢ynkumonupoBanun moxayis knaccupukanun CUO BeiaemnsroTest
JIBa PEKUMA: PeXKHUM 00YUCHUSI i PEKUM aHai3a. B mepBoM peximMe BhIIoJ-
HSIETCSl HACTpOWKa KIacCH(PUKATOPOB ITyTEM HTEPATHBHOTO NPEIbSIBICHUS
Ha UX BXOJ] MOCJIEZIOBATEIIFHOCTEH 00yYaloNX BEKTOPOB M HOCIEAyonen
KOPPEKTUPOBKH BHYTPEHHHUX ITapaMeTpoB KiaccudukaTopos. Bo BTopom pe-
KHMMeE OCYIIECTBIIIeTCS BBIJEICHHE Kiacca aHanusupyemoro MO, Brmovas
XapakTep ¥ CTEeNeHb BPEIOHOCHOCTH CETEBOTO KOHTEHTA.

KommoHeHT ycTpaHeHHs HEHOIHOTHI ¥ IPOTHBOPEUYNUBOCTH PE3YIIbTa-
ToB knaccudukany CHO npenHazHaueH Ui yCTPAaHEHHS HEOIPEIEIEHHO-
CTH (HEYETKOCTH, HETIONHOTH U npoTuBopednBocTH) onekn CHUO. Takas
OLIEHKa MOYTH BO BCEX CIy4YasiX OCYLIECTBISIETCS B YCIOBHUSIX HEOIpPeeIIeH-
HOCTHU UCXOJHBIX JAHHBIX — U3MEPAEMBIX, MOACINPYEMBIX WJIN Ha6n}0ﬂae-
MbIX B IryMax atpu0yToB CHO (TeKCcTOBBIX, rpad)HueCcKHX, YUCIOBBIX, OyIte-
BBIX, OpJIMHAJILHBIX, HOMWHAJIBHBIX ¥ T.J.). [lonaraercs, 470 OCHOBHBIM HC-
TOYHHMKOM TaKOW HeolpeaeleHHOCTH siBiseTcs «TekcroBoe conepkumoes
BeO-cTpanull. [Ipy 3TOM JOMHHUPYIONIMMHU BHJIAMH HEOTIPEJICICHHOCTH SIB-
JISIFOTCSL HEOTHO3HAYHOCTh (HEYETKOCTh, IPOTHBOPEUYNBOCTH) M HEAOCTATOU-
HOCTbH (HEMOJIHOTA) UCXOAHBIX JTaHHBIX.

Heonpenenennocts onenku CHO BhI3BaHa HECTAIIMOHAPHOCTBHIO T10-
CTyIJIEHUs] WH(OpMaNny, HEYETKOCTHIO, HEMOIHOTOW M NPOTHBOPEUUBO-
CTBIO MIICHTH()UKAIIUH TIPH3HAKOB TAaKOW WH(pOpPMAINN, THHAMHUKON (QYyHK-
LMOHUPOBAHMS CHCTEMBbI 3alIUTHI U BO3ACHCTBHSIMHU AECTAOMIM3UPYIOIINX
(3awacTyr0 aHTarOHHCTHYECKHX) (paKTOPOB BHEINHEH Cpelbl, a TaKKe He-
OTIPENIeTICHHOCTRIO IIeJIell M HECOTIaCOBAaHHOCTBIO 3a/1a4 OOHApYKEHHS U
NPOTUBOCHCTBHUS HEXKENATeIbHOM HH(QOpMALIUH.

OO0mmit anroput™ GpyHKINOHUPOBAHHS KOMIIOHEHTA YCTPaHEHHUs He-
MOJTHOTHI ¥ POTUBOPEUYMBOCTH pe3ysbTaToB Kiaccudukanun CHO ommpa-
€TCsl Ha MOJIETIM | MEXaHU3MBbI yCTPaHEHUS HEOTIPEIeICHHOCTH OLICHKH TPH-
3HAKOB HEXKeJlaTeIbHON nHpOopManuy (B HHTEpecax ee 00HapyXEeHUs U ITPo-
TUBOAEHCTBUS eif). OH UCIONb3yeT METOAbl 0OpadOTKH HEYETKHX, HEHOJ-
HBIX U IPOTHBOPEYNBBIX 3HAHUH M BKIIIOYACT JBA KITIOYEBBIX dTara.

B ocHoBe nepsozo smana, OpUEHTUPOBAHHOTO HAa yCTpAaHEHHE He-
ompenenenHoctH knaccudukanmuum CHMO Ha OCHOBE HEYETKHX MHO-
xectB [31, 32], IeKUT MEXaHU3M MOIEPKKH IPUHIATHS PELIEHHUS 10 BKIIIO-
4eHUIo (TNOO He BKIIOUYEHHUIO) HEUETKO 3aJaHHBIX MTPU3HAKOB WHPOPMAITUH,
LUPKYJIUPYIOIeH B U(POBOM CETEBOM KOHTEHTE, BO MHOXKECTBO IIPU3HA-
KOB HexenaTeabHol nHpopmarmu. MHbiMu ciioBamu, eciin B CUO Hannywe,
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00BeM W HOMEHKJIaTypa (YpOBEHb OMACHOCTH) NMPH3HAKOB KaKOH MO0 cO-
MHHTEIbHON HMHGOpMAaLUK IpEeBBILAET MOMYCTHMBIH NOPOr (a-ypoBEHb
(YHKIMH TPUHAUIEKHOCTH), TO 3Ta MH(OPMAIHS OLICHUBAETCS U KJIacCU(H-
OUPYyETCA KaK HEXEIaTClIbHasd, MOTCHUOHUAJIbHO BPEAOHOCHAA. HpI/I 3TOM
CyOBEKTHBHAsI Mepa yBEPEHHOCTH, C KOTOPO# IaHHasi HH(pOPMAIHs IIPHHA/I-
JISKUT HEYETKOMY MHOXKECTBY IIPH3HAKOB HEXeJaTeNIbHOIM HH(pOpMaIiH, 3a-
naercst GYHKIMSAMH TpuHauIeKHOCTH. [Ipym 3TOM anst oObeanHEeHUs He-
CKOJIbKMX CyOBEKTHBHBIX MEp YBEPEHHOCTH (MHEHHUI HECKOJIBKUX DKCIIEp-
TOB) MCIIOJIB3YIOTCS MaTEMaTHIECKHE ONIEPAINN JOTIOJIHEHNUS, 00 be TMHEHHS,
TIepecedeHus] HeYETKHX MHOXECTB M OTIepaIys AU3bIOHKTUBHOTO CyMMHPO-
BaHHS HEYETKUX MHOXKECTB.

IToTpebHOCTH yCTpaHSITh HEYETKOCTh MPU3HAKOB aHAIN3UPYEMOH HH-
(¢opmary BO3HHMKaeT Ha (OHE TOTO, YTO JAaHHBIC MPHU3HAKH (PAKTUIECKU
omnpeneeHsl, chopMyTUPOBaHbI, HO MX 3HAYCHHUS 3aaHbl HEYSTKO. DTH 3Ha-
YCHUA NTOCTYIAIOT M3 MHOXKECTBA Pa3HOPOAHBIX UCTOYHUKOB U MOI'YT HEO-
HO3HA4YHO, C IIOMOIIIBIO HCUCTKHUX BBICKa3bIBaHUN (J'II/IHFBI/ICTI/I‘IeCKI/IX TEPMOB
THUIIa «MHOTO», «CHJIBHO» U T.II.), YKa3bIBaTh, HAIIPUMEP, HA MepPY YBEPEHHO-
CTH, C KOTOPOH KOHKPETHBIH KOHTCHT aHAJIM3UPYyEMOH BeO-CTPaHMIIBI TIPH-
HaUIeXKHUT (JTMO0 He MPUHAJUICKUT) MHOXKECTBY NPU3HAKOB HEXKENIATEIbHON
nHpOpPMAIHH.

B ocHoBe gmopozo smana, OpUEHTHPOBAHHOTO Ha YCTpaHCHHE He-
OIIPEJITICHHOCTH OIEHKM M KaTeTOpH3allid Ha OCHOBE MCKYCCTBEHHOMH
ueiiponnoit cetn (MHC), nexxur HeiipocereBast monens [28, 30] moucka u
MIPOTHO3UPOBAHUS HETIOJIHO ¥ MPOTUBOPEUHBO 33aHHBIX IPH3HAKOB aHAIH-
3upyeMoi nHpOpMau. ITa MOJIENb HO3BOJISIET OCYIIECTBIISATh TTOMCK B3a-
UMOCBSI3ell MEX/y MPU3HAKaMU U 0OOCHOBAHHO BKIIOYATh (JIMOO HE BKIIO-
‘-IaTB) HEIOJHO U MPOTUBOPECYUBO 3a/IaHHBIC IPU3HAKHW BO MHOXKCCTBO IpU-
3HAKOB HEKeNaTebHON HHpopMaruu. THBIMH CII0BaMH, €CITH €CTh XOTS ObI
OJIVH MPHU3HAK, TAPaHTHPOBAHHO BKJIIOYAEMBIH B COCTaB MHOYKECTBA IIPU3HA-
KOB HEXeNaTeJIbHOW MH(OpPMAIMH, TO MOXHO HOCTPOUTH TaKOH BEKTOP
BXOJHBIX TPU3HAKOB, KOTOPBIH YYHTHIBAET HEIOJHBIE U IPOTHBOPEUHBBIC
B3aNMOCBSI3M BCEX IPU3HAKOB (IO MHEHHUIO AKCIIEepTOoB). Torna ¢ moMoIbio
HNHC MOXHO TOJIy4UTh BBIXOAHOW BEKTOP NPU3HAKOB ¢ KO3((UIMEHTAMH,
XapaKTepu3yILUIMMH UX Bec (YPOBEHb OITACHOCTH) U, B CBOIO OYEpeab, Olle-
HUTB ¥ KJIacCU(PUIIPOBATh 3Ty HHPOPMANNIO KaK HEXEJIATEIbHYIO.

HTOoroBeIM pe3yiapTaToM pabOThl KOMIIOHEHTA yCTPAaHEHHUsS HEMOI-
HOTBI ¥ IPOTUBOPEUNBOCTH SIBISAETCS OKOHYATEIBHO C(HOPMYIUPOBAHHAS CU-
crema npuszHakoB CHO, OnHO3HAYHO ONpenersiomas MPUHAUISKHOCTh
(6o He MPUHAAIEKHOCTh) KOHKPETHOW MHPOPMAIINH K HEXXeTaTeIbHOM, ¢
YYETOM YCTpaHEHHUsl HEOIPEAEIICHHOCTH B paMKax MOJENEH U alfOPUTMOB
00pabOTKN HEYETKUX, HEMONHBIX M MPOTUBOPEUMBBIX 3HaHHMU. [Ipu 3TOM
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MIPEAIOKEHHBIN ITOIXO0/ MO3BOJISAET paboTaTh C 000MMHU BUAAMH HEOIpEe-
JICHHOCTH Pa3ZeTIbHO, YTO COKPAIAeT 00bEM MMPOU3BOJUMBIX BEIYUCICHHH U
npuBOAMT K yBennueHuto obictponeiictBus NCAOLICK anst 3ammrs! ot He-
XKeJaTeIbHON nHpOpMaIHK.

KoMIoHeHT OpHUHATHS pelieHuH 10 MPOTUBOICHCTBUIO HEXKeIaTeNb-
Hol MH(GOPMAINH HCIIOIB3YET B CBOEH paboTe TEOPHIO MPUHSTHUS PELICHUMH,
BKJIOUYAsi METOJbl MHOTOKpUTEpUaNbHONW omTuMmusanuu. Ha Bxon komro-
HeHTa noctymnawoT: (1) HexenarensHsie CUO; (2) I0CTYNHBIE KOHTPMEPHI.
OCHOBHBIMH 3TanamMu paboTel KOMHOHeHTa sABiaoTes: (1) cozmanme moze-
neit CHO, nadopMaimoHHON CHCTEMBI, POTUBOACHCTBHS H MIPOIIEcca Mpo-
THUBOAEHCTBUS; (2) BBIOOp KOHTpMEp. Ha BEIX0e KOMIOHEHTa (hopMHUpyeTCs
Ha00p BEIOPAaHHBIX MEp MPOTHBOACHCTBUS.

MNupopmanoHHo#l cHCTEMOH, B KOTOPOH pealn30BaHO IPOTHBOICH-
CTBHE, sABjsieTcss MHTepHeT. Monenb HHPOPMAIIMOHHOW CUCTEMBbI 33aeTCs
cenyronmm oopazom: IS = (10, IC), rae IO — ceresrie MO, IC — cBs3biBa-
IOIIMe UX KOMMYHHUKAIIMOHHBIE CPECTBA.

Monens CUO ompeenseTcs CIeayonuM 00pa3oM:

10 = <size, role, hltype, type, state, ioaud, saud>, 8)

rae  Size — pasmep CHO, MOXET UMETh 3HAYCHHSI U3 MHOXECTBa {Sm, mi,
la}, sm — «manbriiy, Mi — «cpeaauiiy, la — «0onbIoi»;

role — poss CHO, MokeT UMeTh 3HaYeHHs U3 MHOXKecTBa {S, I, U},
S — OTIIPABUTEIIbY, I — «IIOIYy4aTelby», U — «I0JIb30BATEIbY;

hltype — a6crpakrasiit Tum CUO, npuanmaet 3uadenwe h, ecima CO
SIBJIAETCS HEXKEIAaTCIbHbIM, U N — B IMPOTUBHOM cnyqae;

type — neranpHbiit THIT CUO, MOXET MpUHUMATh 3HAYEHHS U3 MHO-
xecta {ter, hea, por, dru, cru, none}, ter — CHO, comepskaliuii IpU3bIBbI K
TeppopusMy u dkctpemusmy; hea— CUO, comeprkainuii uH(OpPMAIHIO,
BPEIHYIO s 37I0POBbS JiFo/iel (0COOCHHO JIeTei), MOPaNbHOTO U TyXOBHOTO
passutust; por — CUO ¢ nponaranoii mopuorpaguu; dru — CHUO, coxep-
KA HHOOPMAIIHIO O MYTAX PACIPOCTPAHEHUSI HAPKOTUKOB M TPU3BIBEI K
cyuuay; cru — CHO, conmeprkaniunii Npu3biBbI K HacuiHio (BoiiHe); None —
CHO ne sisietcs HexxenatenbHbM (hltype pasen n);

state — cocrosame Kommpomeraru CHO, MOKeT MpUHIMATH 3HaYe-
Hus compr, eciiu CHO ckoMIpoMeTHpOBaH BPEIOHOCHOH MHpOpMaIme, u
NONC — eciii He CKOMIIPOMETHPOBAH;

ioaud — aymuropust CUO, mpeacrapisitorast co00i MacCHB CCHIIOK,
KOTOpBIE CBSI3aHBI C OTIIPABUTENIEM IMOCPEACTBOM COOOIIEHHH M KOTOpBIE
SIBJISIOTCS TI0JIy4aTesIMU 00BEKTOB (MOXKET OBITh HYJIEBBIM);
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saud — BemIecTBEHHOE YMCIO (IPH HATMYMHE CYCTYNKA MMOCETUTEICH
CHUO) wmnm sKcnepTHas OIEHKa CYOBEKTOB, SBIIAIONINXCS IIOy4YaTeIsIMU
CHO (moxert 6bITh 0).

Monens KOHTpMEpBI 'M 13 MHOKecTBa KOHTpMep RM 3amaercs B cie-
JYIOIIEM BHIE:

rm = <rm_class, rm_type, rm_cost, rm_role, rm_ef, rm_cd>, 9)

rae rm_class — kiacc koHTpMeps! (6apbep, MaCKUPOBKA, HHPOPMHPOBaHUE
WIH TpUHYKAeHne); rm_type — pasmep CUO (Manbiif, cpemauii wim 6071b-
TI0i); FM_COSt — croumocTh KOHTpMepsI; rM_role — poxs CHUO; rm_ef —
3 HEeKTUBHOCT KOHTpMeEpHI; rM_cd — moGouHkIi yiepd OT peanu3aium
KOHTpMeEp.

Monenb KOHTPMEPHI UCTIONIB3YETCS JUTS OIPEIEIICHHST MOJIENTH TIPOTH-
BozeiicTBust. [IpoTuBOCHCTBHE BINSET HA COCTOSTHUE HH(OPMAIIMOHHON CH-
cremsr: {10, IC} cranosutrcs {10!, IC"}, rne | — nomep kontpmepsL. s j
undopmamuonsex 06bextoB u3 10! (j =0,...,N, rne N — HoMep »emeHTa B
ioaud nexxenarensaoro CUO, Ha KOTOpPOro Bo3/eicTByeT kKouTpMepa), CHO
yIassieTcs, WM MOAN(GHUIHMPYIOTCS CISAYIOIHME UX apaMeTphl: role mpuHu-
Maet 3HaueHue I win U, hltype cranoButcst paBHbIM N, type cTaHOBUTCSI paB-
HBIM NONE, state cranosutcs pasubiM NONC. s d ceaseit usz IC' (d =0,...,D,
rae D — HOoMep cBs3m Mexay HexenaredbHBIM CHUO 1 cBsI3aHHBIM O0BEK-
TOM, Ha KOTOPBI BO3AEHCTBYET KOHTpMEpa) MHGOPMAIIMOHHAS CBSI3b YIalsl-
ercsl.

Mopenu (8) m (9) ucnonb3yrorest s (opMalIU3alUU AITOPUTMA
MIPOTUBOJCHCTBHS HEXKeNaTeabHOH HH(pOpMau. BXOAHBIMM JaHHBIMU
aToro anroputMma siBisitores: pasmep CHO, pons CUO, aOcTpakTHBIH THIT
CHUO (napamerp hltype) u neranbusriit Tun CUO (mapamertp type). Anroputm
BKJTIo4aet aBe ¢aspl. Ha mepBoii haze mponsBoanTCs aHann3 ayAnTOpUH He-
xenaresbHON mH(opManmu. Ha BTOpoil mpom3BomuTcsi aHaaW3 M BBIOOP
MEpBI ITPOTUBOACHCTBHS. JJIs yueTa ayTUTOpHH HEXeNaTeIbHOW nHpopMa-
oMM Ha IepBod (aze NPOM3BOIAMTCA IOMCK CBS3AaHHBIX OOBEKTOB H
W3MEHEHHUE HX COCTOSHHMS Ha CKOMIIPOMETUPOBAHHOE. 3aTeM, C YUYETOM ITUX
CKOMITPOMETHUPOBAHHBIX 00BEKTOB M MX Tpaduka (C MOMOIIBI0 CIETIYHKOB),
BBIYHCIISIOTCS Pa3Mep U BO3PACT ayAUTOPHH.

AHann3 KOHTPMEpHI Ha BTOPOH (aze 3aKiroyaeTcsi B BEIYMCICHUN e
s¢dextuBHOCTH (Mapamerp rm_ef) u croumoctu (rm_cost). DddekTuBHOCTD
BhIUUCIIAETCS Kak oTHOmeHHe CYO-nony4yareneii, KOTOpbie He OyIyT CKOM-
NPOMETHPOBAHBI B CIydae peaju3aliy MPOTUBOJEHCTBHS, K OOIIEMY KOJIHU-
yecTBY noiyydateneid. Cieayer OTMETHTh, YTO TP OLEHKE d3(PPEKTUBHOCTH
HE YYUTHIBAIOTCS] BO3MOXKHBIE CIIy4al CaMOKOMITPOMETHPOBAHHMS, KOT/Ia I10-
JIy4aTelb MOMaaaeT MoJ| ISHCTBHUS CPEACTB 3alUThl, HAPUMED, JIOBYIIEK;
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YUET TaKHX CIy4aeB OTHOCUTCS K AalbHEHIINM nccieoBaHusaM. CTOMMOCTb
3aJjaeTcs 9KCIepTaMu Bpy4yHyr0. Kpome TOro, yuuThIBaroTCs Kilacc CPEeACTB
NPOTUBOAEUCTBUS (KOTOPBIH BEIOMpAETCS B 3aBUCUMOCTH OT THIIA BPEIOHOC-
HOHM MH(pOPMAIMHN) U pa3Mep HHPOPMAIMOHHOTO 00BEKTa.

st BBIOOpa KOHTPMEPHI Ha BTOPOii (ha3e MCHONB3YIOTCS MpeBapH-
TENFHO c(OPMUPOBAaHHBIE TpaBHiIa. B kauecTBe mpuMepa NpuBEAEM OJTHO U3
IIpaBWJI BEIOOPA KOHTPMEPHI, HCIIOJIB3yEMOE B pa3padOTaHHOM aJrOPUTME U
OCHOBaHHOE Ha mapameTpax monenei (8) u (9): «ecnu role = s u Size =smu
type = ter u pasmep ayautopuu Mmenbie 3000 u Bo3pacT ayauTOPUH
6ousbiie 18, To TOTAAa BHIOpPATH KOHTPMEPHI, Y KOTOPBIX IM_class paBHo
disguise wnu informing nmu6o rm_type pasuo smally.

5. Peasim3anust 4 3KCIepUMeHTAJIbHasl OLleHKA cucTeMbl. J1ist ipo-
BEICHUSI IKCIIEPUMEHTAIBHON OLEHKH CHCTEMBI C IIOMOIIBI0 KOMIIOHEHTa
pacnpeneneHHOro CeTeBOro CKaHupoBaHMs ObUT chopMupoBaH HAOOp NaH-
HBIX, COJAEpKaIllMi KaTeropupoBaHHbBIN BeO-KOHTEHT. MHTeIIeKTyalbHbIe
CKaHepbl OBUTH pa3MeIlleHbl Ha YeThIpeX X0CTax. XapaKTepUCTUKa BBIYMCIIH-
TEeNBbHOI 0a3bl CKaHEepOB MpHBeEZeHa B Tabnuiie 2.

Tabmmma 2. XapakTepHucTHKa BEMUCIUTEILHON 0a3bl CKaHEPOB

Neo Ipoueccop TaxroBas yacrora (I'T'y) 03V (T'o) oC

1 Intel Core i5-8250U 18 8 Windows 10
2 Intel Core i7-7700HQ 2,8 12 Windows 10
3 Inter Core i7-8665U 1,9 16 Windows 10
4 AMD Ryzen 5 3500U 2,1 8 Windows 10

Ucxoaupiii Habop AaHHBIX, MPEACTABIISIONINNA MHOXECTBO CETEBBIX
a/IpecoB, TOJy4eH M3 OOIIEAOCTYNHBIX KaTeropUPOBAaHHBIX CIIUCKOB BeO-
crpanui, Brmouamonmx B cebs URLBlacklist, MESD blacklists [36],
Shallalist [37] u DMOZ [38]. B Hem coaepskatcs aapeca Be6-CTpaHHUIl, Map-
KHPOBAHHBIX 23 KAaTEropUsMH KOHTECHTA, B TOM YHCJIC OTHOCSIIUMUCS K HE-
KenaTenbHoi nadopmanuu (tabnuua 3).

Jis coznanus cOaaHCHPOBAaHHOTO Ha0Opa MHOJKECTBA CETEBBIX al-
pecoB OblIa IPOBEPEHA TOCTYIMHOCTH BEO-PECYPCOB PA3ITUIHBIX KaTETOPHA,
TaK KaK OTKPBITBIC KATErOPUPOBAHHBIC CIHCKH MOIYT COJEPKATh MHOI'O
yCTapeBIUX AaHHBIX. [l IpOBEACHHsI SKCIIEPUMEHTa ObIJIO BBEICHO Orpa-
HraeHne Ha 2000 HOCTYNHBIX BeO-CTpaHMII M KaXKAOH KaTeropuu, 3a Mc-
KITIOUEHHEM «aJIKOTOJIb) U «IOJHUTHKA», ISl KOTOPBIX B HCXOMHBIX CIIMCKAX
COZICPIKUTCSI MEHBIIIEe KOJIMYECTBO MAPKUPOBAHHbBIX JaHHBIX. VITOroBoe akc-
IEPUMEHTAIBFHOE MHOKECTBO aIpeCOB BEO-CTpaHHMII BKIIIOYaeT B ce0s 44 866
URL, undopmartius 0 KOTOPBIX 3amicaHa B o0IIyro 0a3y AaHHbIX. J{is kax-
JIOM BeO-CTpaHUIIBI OTIPEJICIICHbI CIIEAYIOIINE TPU3HAKH!

—id — upenTHduKaTOp BEG-CTPAHHIIB;
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—url — cereroii anpec BeG-CTpaHHULIBL;
—category — kareropusi Be0-CTpaHHIIbI;
—domain — nomeH BeO-CTpaHHUIIBL;
—status — OCTYMHOCTh BeO-CTpaHHUIIbI;

—content_type — Tun KOHTEHTa;

—content_length — pasmep KoHTeHTa,;
—language — s13bIK TeKCTOBOTO COAEPKUMOTO BEO-CTPAHHIIBI;
—text_length — pa3mep TekcTOBOrO COMEPIKUMOT0 BEO-CTPAHHUIIBL,
—local_hyperlinks_count — koiu4ecTBO THIEPCCHUIOK HAa PECypCh
TOTO K€ IOMEHa, CO/ICpPIKAIINECs Ha BeG-CTpaHuIIe.
—external_hyperlinks_count — xoiu4ecTBO THIIEPCCHUTOK Ha BHEIII-
HHE PECYPCHI, COICPIKAIIIECS HA BeO-CTpaHHULIE.

Ta6muna 3. Kareropuu Be0-KoHTeHTa

HesxenarenbHas un-
No. HasBanue kateropuu Yucno BeO-cTpaHuIl
(dopmarus
1 | Jlas B3pocibix (adult) v 2000
2 | Arpeccus (aggression) v 2000
3 | Askorous (alcohol) v 1386
4 | HckycctBo (arts) x 2000
5 | busaec (business) x 2000
6 | Kommbioteps! (computers) x 2000
7 | CepBucsl 3HakoMcTB (dating) v 2000
8 | Hapkoruku (drugs) v 2000
9 | Wrps (games) x 2000
10 | AsaptHsie urpsl (gamling) v 2000
11 | Xakepcrso (hacking) v 2000
12 | Memumuna (health) x 2000
13 | Howm (home) x 2000
14 | Jns nereii (kids) x 2000
15 | HoBoctH (news) x 2000
16 | THonwuruka (politics) x 1480
17 | Hocyr (recreation) x 2000
18 | Ccouiku (reference) x 2000
19 | Penurus (religion) v 2000
20 | Hayxka (science) x 2000
21 | Hlonmusr (shopping) x 2000
22 | O6mectso (society) x 2000
23 | Cuopr (sports) x 2000

[Ipumep oToOpakeHHs IEPEUNCIICHHBIX MPU3HAKOB B 0a3e MaHHBIX
MIpeCTaBIIeH Ha PUCYHKE 4.
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id
2771887
2771893
2771895
2771896
2771897
2771898
2771899
2771900
2771901
2771903
2771904
2771906

Name

url

http://feeds.fee...
http:/fwww.npr....
http: fww arts...
http:/fwww. curl..
http:/fwww.cbc....
http:/fwww . musi...
http:/fwww.xfm. ..
http:/fwww.mi2...

hittp:/fwww k. .
hittp: /. xs4...

http:/fwww.anti...
http:/fnexthigth...

category_domain

Arts
Arts
Arts
Arts
Arts
Arts
Arts
Arts
Arts
Arts
Arts
Arts

feedb...
npr.org

artistd...
aurlio.....
cbe.ca

musian...
xfm.co...
mi2n.com
ukmusi. ..
xs4all.nl
antimu...
nextbi...

RRRRRR22228%

status  content_type
text/xml; char...

textfxml;chars.

text/html; char...

text/himl

text/htmi; char...
text/himi; char...
text/htmi; char...
text/htmi; char...
text/htmi; char...

text/himl
text/html

text/htmi; char...

content_length language text_length _local_hyperlinks_count _external_hyperiinks_count

21732
415
73785
49610
13570
88598
166234
159297
31368
9836
71920
1339359

38

333333333$3

21692
19181
73735
49610
44968
88598
166216
159136
31367
24186
71820
1389358

1

1
8
176
41
1
257
34
1

8
54
3981

0

0

11
1
15
63
%
2
42
1
207
104

Puc. 4. [Ipu3Haky ceTeBbIX MHPOPMAMOHHBIX 00BEKTOB

OO6umit pazmep m3BieueHHBIX HTML-komoB BeO-cTpaHUIl cocTaB-
nset 3,3 ['6atita. Ha pucynke 5 mpencrapieH pa3Mep TeKCTOBOTO KOHTEHTa
JUTSL KaXKTOW KaTErOPHMHU: KOJIMYECTBO CTPOK TaOJHIBI B Oa3e maHHbIX (ROWS),
cpenusis auHa crpoku (Avg Row Length) u pasmep manmbix (Data Length).
O0neM Bcelt 0a3el JaHHEBIX cocTaBiisgeT 8,26 I'Oaiita.

[T text_adult

text_aggression
text_alcohol
text_arts
text_business
text_computers
text_dating
text_drugs
text_gambling
text_games
text_hacking
text_health
text_home
text_kids
text_news
text_politics

| text_recreation

text_reference
text_religion

|| text_science
|| text_shopping
|| text_society

nsnock npusHakaMm CHO U UX TEeKCTOBOMY COAECP)KUMOMY.

text_sporis

Engine

InnoDB
InnoDB
InnoDB
InnoDB
InnoDB
InnoDB
InnoDBE
InnoDB
InnoDB
InnoDB
InnoDB
InnoDBE
InnoDB
InnoDBE
InnoDB
InnoDB
InnoDB
InnoDB
InnoDBE
InnoDB
InnoDB
InnoDB
InnoDB

WVersion

Row Format
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic

Rows

546465
632059
508918
381114
385600
507244
606009
531781
228279
252228
225028
573686
591596
380076
548568
369384
387911
576658
513433
361502
462285
494495
440567

Avg Row Length

196
291
320
356
289
478
271
257

Puc. 5. Pa3mep TEKCTOBOro Coep>KUMOT0 BeO-CTPaHHIL

Data Length

102.6 MiB
175.6 MiB
155.6 MiB
129.6 MiB
106.6 MiB
231.7 MiB
156.6 MiB
130.6 MiB
125.6 MiB

97.6 MiB

74.6 MiB
158.6 MiB
175.6 MiB
724.6 MiB
199.7 MiB
165.6 MiB
137.6 MiB
182.6 MiB
148.6 MiB
425.6 MiB
107.6 MiB
155.6 MiB
128.6 MiB

Cienyer OTMETHUTD, YTO aHaM3 rpapUIecKuX pecypcoB BeO-CTpaHHMIL
BBIXOJIWJI 32 PAMKH MIPOBEICHHBIX HcclieoBanuid. OCHOBHOE BHUMAHUE yJie-

KoMmnonenT maoroacnektHoil knaccubuxaunu CHMO oueHuBalcs 1o

YeThIpeM MOKa3aTesisiM: TOCTOBEPHOCTH (@ccuracy), TouHoctu (precision),
nonHote (recall) u F-mepe (F-measure). Mcnone3oBanoch ceMb Kinaccudu-
KaTOpOB: MPOCTON MEIIOK CJIOB; B3BEUICHHBIH MEIIOK CJIOB; HETPEPHIBHBINA
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MEILOK CJIOB, Kitaccudukarop SKip-gram, ceepTodHas HEWpOHHAs CETh, KJIac-
cuturarop fastText [39] u cnyuaiinbrii Kitaccudukrarop.

B tabaune 4 mpenctaBieHbl yKa3aHHBIE MOKA3aTeNd, BEIYMCICHHbBIE
IUISL KaXKI0To KiiaccuuKaTopa.

Tabnuna 4. [TokazaTenu JOCTOBEPHOCTH, TOYHOCTH, TIOJHOTHI 1 F-Mepwl,
BBIYHMCIICHHBIC JUTS TPEXOJIIOYHOM KPOCC-BaIHIANU

Kraccudu- - w £ .
3)
arop 8 |28 , 5 |28 |z. |Ex |=¢%
oot =] = = o 4
= = 2o : s =
52 |5: |2F |22 DD |E% |is
5 5 g % Q 5= £ 5 5 3 s 35
Q 5] o M o » [ORY SN Q = SR>
Toxasa- 25 |28 |55:c|8s |255|8fs |2Eg
Telb = = m = — I o g&‘ o g3 '54[- O 2 &

JocroBepHocts | 63,16% | 64,69% | 16,02% | 22,53% | 25,81% | 84,15% | 5,28%

TouHoCTB 63,06% | 66,2% | 26,66% | 36,8% | 29,56% | 80,48% | 5,28%
ITonuoTa 58,63% | 61,04% | 12,21% | 18,53% | 20,42% | 78,83% | 5,28%
F-mepa 60,76% | 63,52% | 16,75% | 24,65% | 24,15% | 79,65% | 5,28%

Ioka3zareny TOYHOCTH, IOJHOTHI ¥ F-Mephl BEIYHCIUTUCE [UIA KaX-
JIOTO KJlacca B OTJeNbHOCTH. [103TOMY 3HaYEHUs COOTBETCTBYIOIINX MOKa3a-
Tenel ObUTM YCpPEIHEHBI M0 BceM kiaccaM. CiydaiiHelid KitaccudukaTop ¢
PaBHOI1 BEpOSITHOCTHIO T€HEPUPOBAIT YUCIIOBYIO METKY OJTHOTO 13 19 KitaccoB
HeXXenaTeabHol MH(OpMauu. DKCIEPUMEHT JJIsl 3TOro KiaccudukaTopa
npoBoawics 100 pa3, 4To MO3BOJIUIO JOCTATOYHO TOYHO MPUOTU3UTH IKCIIC-
pumeHTanbHbIe (5,28%) n Teopernyeckue (1/19 * 100 % ~ 5,26 %) oueHku
nokaszareneil. Haunydrime pesynbpraThl mokaszan kiaccugukatop fastText
(ero mocroBepHocTh paBHa 84,15%). Ha pucyHke 6 mpeacTaBlieHbI 1eTallb-
HBIE TI0KA3aTENN TOYHOCTH, MOJHOTHI U F-Mepbl, BEIYHUCICHHbIEC [UISI 3TOTO
KJIacCH(HKaTOpa C HCIIOJIb30BAHIEM TPEXOIOUHOH KpOCC-BaHIALH.

[ TounocTs  EEE nonvora  EEM Fmepa ]

2
8

o ~
S <
EY E

3HaueHUs noKasaTeneil 060CHOBaHHOCTI
(TpexBnoyHan Kpocc-BanupaLmns, %)

Sy Sa S Su
Knaccol

Puc. 6. 3nauenust okasareieil TOYHOCTH, IOJHOTHI U F-Mepbl, BBIYUCIIEHHbIE JUIs
knaccudukaropa fastText u TpexOI0UHON Kpocc-BaTUIAIMN
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Ha pucynke 7 mokas3aHa 3aBUCHMOCTb KOJIMYECTBa OIIMOOK, NOKa3a-
TeJIsE JOCTOBEPHOCTH U CPEIHEKBAAPATHIHON OIIMOKH CBEPTOYHOM HEHPOH-
HOM CeTH OT HOMepa 3MoxH o0y4eHus. B skcriepuMeHTax MCIoIb30BaIach
HEeHpPOHHAs CEeTh C IBYMsI CIOSIMH CBepTKH (¢ QyHKIHe#H aktuaiu ReLU)
U CJICIYIOIIUM 33 KaXKIbIM M3 HUX CIIOEM CyOmuckperusauu (¢ QyHKimen
max). JlocToBepHOCTB Ha 00y4aromIeil BHIOOPKE AJIsi HEHPOHHO CeTH He TIpe-
BocxoauT 32,55%. DTM B MoTHOM Mepe 00BSICHSAETCSI HU3KOE 3HAUSHHE CO-
OTBETCTBYIOIIEro rmokasarens (25,81%) Ha TecToBOH BHIOOPKE.

Takum 00pa3oM, 3KCIIEPUMEHTHI ITOKa3aIH, YTO MaKCUMaibHas 3¢-
(eKTHBHOCTh OOHApY>KEHUS HEXeaTeIbHOH MH(OpPMAaILUH, onpenesieMas
TOKA3aTeIsIMH T0CTOBEPHOCTH, TOYHOCTH, TTOJTHOTHI U F-Mepsl, nocturaercs
B UCAOILICK mpu ucnosnp3oBanun kinaccugpukaropa fastText. Ongunako uc-
CIIeZIOBaHUs B 00JIaCTH MOBBIICHUS 3()(HEeKTUBHOCTH OYAYT IPOIOIIKATHCS U
JaJblIe.

|— KOMMYECTBO OLIMBOK CBEPTOMHOM HEAPOHHON CeTH [

— MoKkasaTens AOCTOBEPHOCTY CBEPTOMMOM HERPOMNOR CeTH

[— Cpeanexsagpatiinan ownbra caepToumai neitponia ceTn

40 60 80 100
Homep 3noxu obyyerus

Puc. 7. 3aBHCHUMOCTb KOJIMYECTBA OIMOOK, ITOKAa3aTeNsl JOCTOBEPHOCTH H CPEIHE-
KBaJ[paTUYHOM OIIMOKHM CBEPTOYHOM HEMPOHHOM CEeTH OT HOMEpa 3MOXH 00yUeHUs

31ech NpenCTaBIsIET HHTEPEC TOAX0A, OCHOBAHHBIN HA KOMIUICKCH-
POBaHMU Pa3IMYHBIX KIIacCH(PHUKATOPOB, petokeHHbIH B [40]. [Ipu Takom
0X0/1¢ UTOTOBast 3 HEKTHBHOCTH KiacCU(DUKAIIUM CTAHOBUTCS BBIIIIE, YEM
3¢ (GHEKTUBHOCTh OTICIBHOTO KJIACCH(PHUKATOPA, MOICHKAIIETO KOMILICKCH-
poBanuto. J{nst Toro yroOsl peanuzosarts 3toT noaxon B UCAOLICK, HeoO-
XOAMMO HPOBEPUTH PabOTY Pa3IMYHBIX CXEM KOMIUICKCHPOBAHUS (MaXKOpH-
TapHOM, B3BEUIEHHON U T.A.). ABTOPBI OTHOCST 3TO K HAIIPAaBICHUAM JAajb-
HEUIINX UCCIIEJOBAHUM.

PaccmoTpuM Teneps npuMepsl pea3anui KOMIIOHEHTa YCTPaHeHHs
HETIOJIHOTBI ¥ IPOTHBOPEYMBOCTH U CBSI3aHHOT'O C HUM KOMIIOHEHTA MPUHSI-
TS perneHud. s peann3anyy MepBoro 3Tana, OpHEHTHPOBAHHOTO Ha MC-
M0JIb30BaHNE HEYETKUX MHOKECTB, MCIOJIB3YIOTCSI METOABI 00paboTKH He-
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YEeTKHUX 3HAHUH (BBIYMCICHUS TU3IBIOHKTHBHOM cyMMBl). Ilomoxum, uTo 3a-
JIaH ICXOTHBIN COCTaB MHOXKECTBA HEYETKO 3aJaHHBIX IIPU3HAKOB U chopMy-
JIUPOBAHBI HEUCTKO 33J]aHHbIC MHEHHS KCIICPTOB — HavajbHbIC (DYHKIUH
MIPUHA]JISKHOCTH HEYETKUX MHOXKECTB, XapaKTePU3YIOIIe MPeaBAPUTENh-
HBIM, HEYETKO 3aJJaHHBIA COCTaB MHOXKecTBa mpu3HakoB CUO:

H(A]Tepp )i Aj aer

J = [A]Tepp P-(Aj ;[eT); AinopH| P-(Ajnopn);

(10)

AjHapK H(Ainapx); AjBoﬁH| H(AJTBOFIH)]T

e Aj.. (k) — npusnak CHO, xapakTepu3yroluii aHOMaTbHOE OTKIOHE-

Tepp
HUE B TpaHKe CpeTHEro KONIMYecTBa HH(POPMAIUH, CoAeprKamer my0onny-
HBI€ IPU3BIBBI K OCYILECTBIECHUIO TEPPOPUCTUUECKON U IKCTPEMUCTCKOIL 1e-
srenbHOcTH; A (K) — npusnak CUO, XapaKTepH3ylOmHMil aHOMaJIbHOE

JeT
OTKJIOHEHHE B KOHTEHTE CPEIHEro KojndyecTBa WH(OpMaluH, NMPHYHHSIO-
el Bpes 340pOBbI0, HDABCTBEHHOMY M TyXOBHOMY Pa3BHUTHIO JItojieH (0co-
Oenno netei); Aj,,,, (k) — npusnak CHO, xapakrepusyroumii aHoManbHoe

OTKJIOHEHHE CPEHEr0 KONMYECTBA MH(OPMAIUM, HAIEIEHHOW Ha Tpomna-
ranfy noprorpapuu; Aj,,. (K) — npusnak CHO, xapakTepusyommii aHo-

MaJIbHOE OTKJIOHEHHE CPEJHEro Koln4ecTBa WH(opMauuu, copepKamiei
JTAaHHBIC O CITOC00aX Pa3padOTKH, U3TOTOBIICHUS U UCIIOJIb30BAHMS HAPKOTH-
YECKHX CPEJCTB M COBEPIICHHS CaMOYOHMICTBA, a TAKKe HEICH3YPHYIO

Opanb, a Aj,;, (K) — npusnak CUO, xapakTepu3yonuii aHOMaIbHOE OT-
KJIOHEHUE B KOHTEHTE CPEIHETO KOJIUUECTBA TPSMBIX MPU3LIBOB K HACHIIUIO
U KECTOKOCTH (BOMHE), HTHUYECKOW U PENMIHO3HOW HEHABHCTH JIHOO

Bpax/ie; CAMBOJI [ — (DYHKIUS MPUHAIUICKHOCTH HEYETKOTO MHOXKECTBA,
npuHIMaromas 3aaueHus ot 0 1o 1.

JIM3bIOHKTHBHAS CYMMa JIBYX HEYETKMX MHOXecTB X u Y | xapak-
TEPU3YIOIINX MHEHHUS IIEPBOTO M BTOPOTO SKCIIEPTOB O CTEIICHU MPUHAICK-
HocTH npu3HakoB CHO kK MHOXECTBY OIAaCHBIX MPU3HAKOB, HMEET CIEIYI0-
IIUHA BUT:

X @Y =(XNY)UXNY), (11)

rac XnY — JOIIOJTHCHUA 3TUX HCUCTKHUX MHOXKCCTB.
TOI‘,H& (l)yHKIII/ISI MPUHAJICIKHOCTHU JI i-ro IIpU3HaKa UMECT BUJ
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Vi €151 nggy (i) =max{Imin{ug (i), 1-ng (i}

; : . v (12)
[min {1-pg (5i), ug (Gi)}H3-

Muenue nepBoro (X) u3 ABYX 3KCIIEPTOB 00 OLIEHKE U KaTErOPU3aIlUH
Ka)XJIOTO MpH3HAKa KaK MPU3HAKOB HEXKeNATeIbHOH HH(MOPMAIUH MOXKHO
MPEACTABUTD B BUJIE CIIEAYIONIETO HEYETKOIO MHOXKECTBA:

’>Z :{A’i‘mpp‘ 0’37 AjﬂeT O’l' A’J;nopn‘ 0’1’ A‘J;Hapl( 0’57 A’J;noﬁn

0,2}.

Amnanorngaoe MHeHHE BTOporo (Y) SKcrepTa MOXKHO IPEICTaBUTh B
BHUJIE CJIEIYIONIET0 HEYETKOIO MHOXKECTBA:

V =8| 07; Al 0.9; Alroya] 04; Al 05; A]

JeT

0,4}.

HOpH HapK BOIH

I[J'IS[ 9THUX HCUCTKUX MHOXKECTB UX JOINOJIHCHUSA PaBHBI:

:{Aj"repp‘ 077’ AJT}JST 0’9’ Ajrl()pn 079’ Ajnapk 0751 Ajnoi/in

Xl

0,8};

{Aiepp\os; Aj 0,6; Aj,..|05; A

JeT

v 0L A

0,6},

HOPH HapK BOIH

a NepeCCUYCHUA OTUX HCUCTKUX MHOXKXCECTB UMCIOT BU!:

XN ={810] 0.3 Ale| 0.1 Ay 0.8 A 057 Ay 0.23;

XY ={Al,| 07; A1, 0.9; Aloys] 045 Al 05; Al

0,4}.

B wutore 06’beﬂI/IHeHI/Ie OTUX HCUYCTKUX MHOKECTB AACT CJICAYIOIINC
KOHCYHBIC PE3YJIbTaThl AU3BIOHKTUBHOTO CYMMHPOBAHUA, XapaKTCPU3YIO-
IHUE COBOKYITHOC MHCHUC JIBYX 3KCIICPTOB 00 OLICHKE U KaTCrOpr3aliu1 Kax-
JA0T0 NpU3HAKa KaK IMpHU3HaKa HEXKeIaTeIbHOU I/IH(l)OpMaHI/II/I:

X@®Y =(XNY)UXNY) =

:{A];Tepp 0‘7’ A—i:ler o'gl A’J;HOPH 0’5‘ A];BOFIH‘OY4}'

04 Ajupe

B ciyuae, korzna skcriepToB 0ojblIe ABYX, HOPMYJIHUPYETCs MHEHHE
TPETHEro 3KCIepTa, HTOTOBOE COBOKYITHOE MHEHHE IBYX IEPBBIX IKCIIEPTOB
BBICTYIIA€T B POJIM OTJEIBLHOTO MHEHHUSI, ¥ LIUKJI TIOBTOPSIETCS 3aHOBO JI0 TEX
HOp, TI0Ka HE HCCSKHYT JKCIEpThl. Torna Mojy4uM COBOKYITHOE, €AWHOE
MHEHHE DKCIIEPTOB Ha OCHOBE 00paOOTKH HEYETKNX 3HAHUI.
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Kpurepuem oneaxu CHO B pacCMOTPEHHOM CITydae BBICTYIIAET «Tpa-
HUYHOE», IIOPOTOBOE 3HAUeHUE (QYHKIIUH MPHHAICKHOCTH, OMTUCHIBAIOIICH
BaXHOCTh  (TIPeNMOYTUTENBHOCTh)  BKIIOYeHHA  npusHakoB  CHO
B COCTaB MHOXKECTBA IIPU3HAKOB HEXEIaTeIbHOW HH(OPMAIHHK, HAIPpUMEp,
Ha yposHe p'P >0,65.

3aBepuIaroIIyM aroM dKCIepUMEHTAIbHOU olleHku npu3zHakoB CHO
B YCJIOBUSIX HEOTIPEAEIEHHOCTH JUISl JAHHOTO 3Tara SBISETCs] 0TOOP KOHKPET-
HBIX IIPU3HAKOB B COCTaB MHOXXECTBA NPU3HAKOB HEXEJIATEINbHON HH(pOpMa-
. ['paduky 3HaueHNH GYHKIMN NPUHAAIEKHOCTH, OIIMCHIBAIONIEH KpHUTe-
pUii OIICHKH M KATErOPU3aIiH B YCIIOBHUAX HEUSTKOCTH, TOTYICHHBIC IS pac-
CMOTPEHHOTO TIpUMeEpa, TIPEACTaBICHBI Ha pUCYHKE 8.

i

10 0,9
0,9
"> 0,65
0,8 0,7 B=
07 VF - I R Y P S~ -
y || I
0,6 0,5
05 ] | N 04 04

0,4
03
0,2

01 Ji

N ) A ) A0 A () Al (€)

Puc. 8. PeSyJ’IbTaTBI BBIYUCIIUTECIIBHOTO 3KCIEPUMEHTA 11O OLICHKE U KaTECropmu3alunu
NPU3HAKOB HEeXenaTeIbHON I/IH(I)OpMaHI/II/I B YCJIOBUAX HEYETKOCTH

U3 pucynka 8 sumHo, uto npusnaku Aj, . (K) Aj,. (K) 1 A, (K)
HE MPEBOCXOSAT OMACHBIA YPOBEHb U HE SIBISIOTCS HEXENATENbHBIMU U I10-
TEHIIMALHO BPEOHOCHBIMHU. [Ipeamourenue o onacHOCTH OTAAHO Ajmpp (k)

u A]w (k), TO ecTb aHOMaJIFHOMY OTKJIOHEHHIO CPEIHEro KOJIWYEeCTBAa HH-

(opmarmu, coaepskanield IpU3bIBBI K TEPPOPU3MY U IIPHUMHSIONIEH BPe 3110~
poOBBIO JeTei. Pacuerhl XapakTepusyroT Bec (Ba)KHOCTb, MPEANOYTHTEINb-
HOCTh) KOHKPETHOTO HEYETKOTO TpHW3HaKa. llpemyokeHHbIE 3HAYCHUS
GYHKOME TPUHAIIISKHOCTH MOXXKHO HMHTEPIPETHPOBAaTh KaK IIPOTHO3
TapaHTUPOBAHHOW MPENNOYTUTEIFHOCTH BKITIOYSHNSI KOHKPETHOTO TIPH3HAKA
B COCTaB MHOXKECTBA ITPU3HAKOB HEXXEIATEIFHON HH(OpMALINH.
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PaccmoTpum BTOpOH mpuUMeEp, AEMOHCTPUPYIOLIMKA BO3MOKHOCTU
KOMIIOHEHTa yCTPaHEHHSI HEMOJIHOTHI U MPOTHBOPEUNBOCTH C TOUKU 3PCHHUS
ucnons3oBanust MHC. B pamkax 3Toro 3tamna ocyniecTBisieTcsl HelpoceTeBas
npoueaypa YCTPaHEHHS HEMOJHOTHI W HPOTHBOPEUMBOCTH OICHKH U
kateropu3auuu npuszHakoB CHMO. OcHOBYy 3TOro »jTama COCTaBISET
asyxcnoiiHass MHC. CymrHoOCTh AaHHOTO dSTama 3aKiI04aeTcss B TOM, UYTO
orpeseNnseTcss XOTst Obl OJWH IPHU3HAK, TapaHTHPOBAHHO BKJIIOYAEMBIH B
COCTaB MHOXXECTBa IPH3HAKOB HEXeNaTeIbHOH MH(pOPMaINK, IPHYEM 3TOT
MIPU3HAK OJJHO3HAYHO BKJIFOUACTCS B COCTAB 3TOTO MHOXKECTBA.

HckyccTBeHHAs: HEHpOHHAS CETh, MPUMEHsAEMas B HAIleM Ciydae,
AMeeT TPAJAUIOHHYIO IBYXCIOWHYIO CTPYKTYPY U SIBISIETCS KIACCHIECKOU
HEHPOHHOW CEThI0 MPSIMOIO paclpocTpaHeHUs. JaHHBI TN ceTH H3-3a
CBOETO IIMPOKOTO PACHPOCTPAHEHUS B PaMKaX TPUBHAIBHBIX BBIYHCICHUMH,
BBIOpaH Kak NpoCcToil ¥ 3(PEKTUBHBIA HHCTPYMEHT YCTPaHEHUs HETIOJTHOTHI
U TPOTHBOPEUMBOCTH OLEHKH HEOOJBIIOrO KOJMYECTBA INPHU3HAKOB
HexenarenbHON napopmarn [41].

IIpu 3ToM uHMCIO HEHPOHOB B CIOSAX ABYXCIOHHON HMCKYCCTBEHHOM
HEHPOHHOW CETH COOTBETCTBYET KOJMYECTBY BHIOPAHHBIX (aHATM3HPYEMBIX)
MIPU3HAKOB HEXENATENbHOH HMH(GOPMAIMK, YHCIy DJIIEMEHTOB BEKTOpa
BXOJIHBIX NMMPU3HAKOB, U MOXKET COCTABIATH OT 1 10 50 HEHPOHOB U1 MPOCTOI
CETHU NMPSIMOTO PacIpOCTPAHEHMUS.

C moMomipio JIBYXCIIOWHOM HCKYCCTBEHHOW HEWPOHHOM CeTH (OopMH-

pyeTcst BeKTOp BXOAHBIX npu3HakoB {C! }, KOTOpbIHA yduTHIBAET HEMOMHbIC

1 IPOTHBOPEYUBHIEC B3aNMOCBSI3H BCEX IPHU3HAKOB (110 MHEHHMIO L SKCcTIepTOB).
[To mroram pemreHnst 3aadM HEHPOCETEBOTO MPEOOpa3oBaHUs Ha BHIXOAE
meyxcnoitHot MHC momyyaem BbIxomHO# Bektop mpusHakoB CHO ¢
kodpduimeHTaMu  (JIEMEHTaMH), XapaKTepU3YIOUIMMHA BeC (YpOBEHB
OTIaCHOCTH) 3THX MPHU3HAKOB. Pe3ynbTaThl 3TUX BBIYMCIICHUH MO3BOJISIOT (C
YY€TOM HCTOJIHOTBI U MPOTHBOPECUYUBOCTHU HMCXOAHBIX }laHHBIX) OLICHUTH U
KaTeropupoBaTh 3Ty MHPOPMAIIMIO, KaK HEXKENaTeIbHYIO.

[Mpennaraemast MoJieNb BEIOOpA BaXKHBIX (3HAYMMBIX) NPU3HAKOB He-
JKeJaTeJbHOW MH(pOPMAIMU B YCIOBUSX HEIMOJHOTHI U MPOTUBOPEUUBOCTH
NI03BOJISIET N30aBUTHCSI OT CYOBEKTHBHBIX OILIEHOK M IIPHOOPETAaTh 3HAHUS IM-
MTUPUYECKH, ONTUPAsiCh HA MHEHUSI SKCIIEPTOB.

[TycTh sMIMprYecKue JaHHbIE UIMEIOT BH TPOTOKOJIA!

{Cl, 1=1,..., 1}, (13)
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rae C! =(C!,,C!,,...,Cl |) — BexTOp BXOMHBIX mpH3HAKOB (B TEpMI-

Bx1? Bx J

Hax UTHC — BxomHo#t BekTop A ), KOTOpPBIH yUUTHIBAET HEIOIHBIEC U IPOTH-

BOpEUYMBBIE B3aMMOCBA3U BCexX j =1, ..., J IPU3HAKOB HEXeIaTelbHON HH-
(dopmaruu, o MHeHuro |-ro u3 MuOXKecTBa L sKkcrepToB.
ITokazarenbHBIM MIPUMEPOM MOXKET CITy’)KUTh BEKTOp,

XapaKTepI/ByIOIHI/If/i BAXXHOCTb JJI KAXKJAOT'0O U3 IISITH PACCMOTPEHHBIX paHEC

BO¥H *

HpHBHaKOB Aj-repp‘ AiaeT ’Ajnopu’ AjHapK u AJ

A=C. =(1,0,0,1,-1). (14)

Bekrop (14) sBisercss CHMBOJBHOW — 3alUCBIO  CIIEMYIOIIETO
BBIpaXeHUs: «B COOTBETCTBHE ¢ MHEHHEM IIEPBOTO KCIEPTa IEPBbIi MpH-

3Hak CUO C, , (umeer ¢pu3nvecKuil CMbICT Ajmpp) U 4ETBEpPTHIN MpU3HAK

Bx 1

CBM(A]HHPK) SIBISTIOTCSL BKHBIMHM, CYIECTBEHHBIMHU, 3HAUMMBIMU. [IATHIHA

npusHak C, . (nmeer Gpusmueckuii cMbICH A], ;. ) ABISCTCS KHE BAXKHBIMY, HE

BX 5

cyuiectBeHHbIM. 1o octanbhbiM mpusHakam (C, ,u C_ ;) MHEHHE mepBOro

BX 3
JKCIIEPTa OTCYTCTBYETY.
Hpe}IHOHO)KI/IM, 4yTO B ﬂaHHBIfI MOMCHT TrapaHTUPOBAaHHO Ba>XHBIM,

CYHICCTBCHHBIM 1 3HAYMMbIM MPU3HAKOM SBJISICTCA IMPU3HAK C XapakTe-

Bx 5
pusytonmii Aj, . . Jpyrie OpusHakd — HEONMpEeNeHHbl. Toraa B Lemsix

HOJTy4YeHUs] 0OOCHOBAHHBIX PE3YJIbTATOB OIIEHKH CMBICIIOBOTO COJICPIKaHUS
KOHTGHTa JJisi TOMCKa M OOHapyKeHHs HeXelaTelnbHON HHpopManuH,
HEOOXOJMMO PEKOHCTPYHPOBATh HENOCTAIOIIME KOMIIOHEHTHI BEKTOpa
BaXHBIX, CYII[ECTBEHHBIX ¥ 3HAUUMBIX [IPU3HAKOB.

JByxcnoitnas MTHC pexoHCTpyHpyeT HEIOCTalolie KOMIOHEHTHI

BEKTOpa A. Paccmotpum aTOT mpouecc Ha npuMepe. [Ipenmonoxkum, Hac
HHTEPECYIOT COCTABIIIONINE BEKTOPA, XapaKTePU3YIOIIEr0 BaXKHOCTh BCEX
MIPU3HAKOB TIPH YCIIOBUH, YTO 00S3aTEIICH IS BKIIFOYESHHS B CIIUCOK OIACHBIX
NPU3HAKOB HMMEHHO IATHIH NPHU3HAK W3 BCEH COBOKYITHOCTH HPH3HAKOB.

WNupiMu  crioBamu, 3HaueHue C XapakTepHusylollee BaXHOCTb 3TOTO

BX 5
nmpu3Haka, paBHO «l». Hopmupyem mpupameHuss BceX NPHU3HAKOB
OTHOCHUTENIBHO MIKANbl aKTHBAMOHHOM (yHKuuH. IlycTh akTHBalMOHHAsS
(bYHKIMS IMEeT CIICYIOIIMH CTYIIeHYaThlil BUJI
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1, C, =1,
f(C,) =49 O, 0<C, <1, (15)
-1 C, <0.

Ipocrast crynenvaras (yHKUUS aKTUBalMM HEHPOHOB BBIOpaHa M3
MHOY€ECTBa BO3MOXKHBIX (CTyleH4aTasi, JUHeHHast, CATMOUJaIbHAas, THIIep-
Oosimueckuii TaHreHe, GyHKMs ReLu u 1p.) ¢ yueTom Toro, 4To B HaIlleM, B
CYIIHOCTH «OMHApHOM», CITydae MPUHATHS PELICHUsS] O BAXKHOCTH KOHKPET-
HOTO IIpH3HaKa HeXeJaTesIbHOM MH(OpMAalUK JUIS ONpeNesIeHHs] TPAaHHIIbI
aKTUBAIMU JOCTATOYHO ONPEAEINTh, MPEBBIIIAET M 3HaYEHUE 3TOr0 MpH-

3HaKa HEKOTOpOe ToporoBoe 3uauenue [27, 29]. B stom ciyuae C, ., xapak-

BX 5
TEPU3YIOIIEE BAXKHOCTH MIPU3HAKA A], . , OYIET COOTBETCTBOBATE 3HAUCHHIO
BBIXOJA 5-T0 HeipoHa, paBHOMY 1, a BXOAHOM BEKTOp MNPHUMET BHJ

A = (0,0,0,0, 1). Torma BEIXOAHON BEKTOP B= (b1, bz, bs, ba, bs) mBYX-
cnoitaoit UHC nocnenoBaTensHO MPUHAMACT CIEAYIONINE 3HAUCHUS:

B (0) =f([0; 0; 0; 0; 1]) = [0, 0,0, 0, 1;

B (1) = f([0,667; - 0,333; 1; 1;0]) = [0, - 1, 1, 1, 1];

B (2) = ([3; - 0,667; 4; 4; 7]) =[1,- 1,1, 1, 1];

B (3) = f([3; — 1,667; 4,667; 4,333; 7,667])=[1, - 1, 1, 1, 1];
B (4) = ([3; — 1,667; 4,667; 4,333; 7,667])=[1,— 1,1, 1, 1];
B (5) = f([3; — 1,667; 4,667; 4,333; 7,667])=[1,- 1, 1, 1, 1].

[Tomyuennsie pe3yIbTaTHI XapaKTepU3yIOT CyMMapHYO
MIPEIIOYTUTEIHHOCTS BKITFOUCHHS JaHHBIX MMPH3HAKOB B COCTAB MHOXKECTBA
OIACHBIX U MOTYT OBITh MIPEICTABIICHBI Tpaduaecku (puc. 9).

U3 pucynka 9 BumHo, uto ayxcioitHas MHC B uHTEpecax OIEHKH
CMBICIIOBOTO COJIEPXKAHUS KOHTEHTa JJIS MOWCKa M OOHApy>XEeHHS HeXema-
TeJIbHOU MH(OpMAIMK CTAOMITU3UPOBAJIACH YIKE TIOCIIE TPEThEro mara. Takum
obpasom, ¢ nomoiipio Takor MHC, cocrosimeid U3 OBYX CJIOCB HEHPOHOB,
MOXXHO  OCYIIECTBUTH  OIEHKY W  KparkoCpouyHOe  HOPMAaTHBHOE
MPOTHO3UPOBAHKE Beca (BOKHOCTH, 3HAYMMOCTH, OMACHOCTH) MPH3HAKOB B
YCIIOBHSIX HETIOJIHOTHI ¥ IPOTUBOPEYMBOCTH MCXOIHBIX JaHHBIX. Pe3ysbrarel
pelleHns 3aJaud B paMKaxX BTOPOTO TIPHMEpa ITO3BOJSIIOT C BBICOKOM
CTETIeHhI0 OOBEKTUBHOCTH, ONMHPASCh HA HAKOIUICHHBIC B HEWPOHHOH ceTn
JIaHHBIe, C(HOPMHUPOBATH BEKTOp CyIIecTBeHHBIX mnpu3zHakoB CHO u
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KOPPEKTHO BBIOpaTh 00BEM F HOMEHKJIATYpPY IIPU3HAKOB HEXKENATeITbHOM NH-
¢dopmanuu. [Ipu 3TOM ciexyeT 3aMeTHTh, YTO B COCTAB MHOYKECTBA OMACHBIX

MPU3HAKOB TapaHTUPOBAHHO BOMIYT TaKue NpH3HaKH, kak C__; (umeet ¢pusu-
ueckuil eMbICT Aj,0 ), Coi3 (Algpa)s Coxa (Al ) B C,y 5 (MMeeT dusmue-

cKuit eMbIcT A], ., ), 1 He Boiiner npusHak C,, (A, )-

e A L L]

TIPU3HAKOB

0 T ]
J J J 4 | | A i
1 7 A] HApK
” B

Aj
0 1 2 3 4 5 A7jrepp
laru pa6orsr MHC

 —

A

Y
1
T
[

JIeT

Puc. 9. [lnarpamma 3aBUCHMOCTH Beca MPU3HAKOB HEXKeIaTeIbHOU HHPOPMALIUH OT
mrara (I[MKJIa) BEYHUCICHNS! HOBBIX COCTOSIHIH HeffpoHOB BEIXxoxHOTO cios MTHC

Pe3ynbrarel peanu3anny pacCMOTPEHHBIX ATAloB pabOThl KOMIIO-
HEHTa YCTPaHEHUsI HEMOJHOTHI ¥ IPOTHBOPEYUBOCTH PE3YIILTATOB KilacCUpH-
xauun CHO, a Takxke pe3ynbTaThl €r0 SKCIEPUMEHTAIbHON OLIEHKU MOKa3bl-
BalOT, YTO WCIOJb30BaHHE OOOWMX O3TaloB B COBOKYITHOCTH ITO3BOJISIET
YCTPaHUTH HEOIPE/IICHHOCTD JI0OOT0 BU1a IPH (POPMHUPOBAHUH MHOXKECTBA
OIIaCHBIX, SBHBIX MPHU3HAKOB JUISl MIPHUHSTHUS PEIICHUH B MHTEpPECax BbISABIC-
HUS U TIPOTHBOJEHCTBUS HEXENaTeNbHOH MHpopMarmn. Bo3MoXHEIM ode-
PEIHBIM IIaroM HCCIIEI0BaHMUI, HAIlEJIEHHBIM Ha COBMECTHOE PEIICHHE 3312
YCTpaHEHHs KaK HEYETKOCTH, TaK U HEIOJHOTHI U MPOTUBOPEUUBOCTH MPH-
3HAKOB HEXENaTeNbHOW WH(OpMaIK, MOXET ObITh CO3JaHHE HEWpo-
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HEUYETKUX MaTeMaTHIECKUX MOJENCH U alNropuTMOB 00pabOTKH M UHTEPIpE-
taruu JaHHbIX [33]. JlaHHbIE MEXaHU3MBI, HECMOTPS Ha CIIOKHOCTh peain3a-
U, NIOTCHIUAJIBHO IPUMEHHUMbI, YUHUTbBIBAsA, YTO KOJIUYECTBO BXOJ0B (HpI/I-
3HAKOB HEXeNaTeIbHOI HH(POPMAIMH) HEOOBIIIOE, & HEYETKHE AITOPUTMBI U
HHC paboTaror 10cTaTo4HO 3PPEKTUBHO.

6. 3aku0uenne. B HacTosIIel cTaThe MpeAIoKeH HOBBIN THIT HHTEIN-
JIEKTyaJIbHBIX CHCTEM, OPUEHTHUPOBAHHBIM HA aHAIUTHYECKYIO 0OpabOTKY
IU(PPOBOTO CETEBOTO KOHTEHTA B MHTEPECAX 3AIUTHI OT HeXKeJaTeIbHON UH-
(opmaryn. IIpoBeaeHHbIN aHATTN3 COCTOSIHUS HCCIIEAOBAHU B 3TOH 0051acTH
MI0Ka3aJ, YTO aBTOMAaTH3MPOBAaHHOE OOHApYy>KEHNE U MPOTHBOJCIHCTBUE He-
XKeaTeNbHON MH(OopManuu B IIM(GPOBOM CETEBOM KOHTEHTE OCTAeTCs OT-
kperToii mpobiemoii. Ilpenmoxennas apxurekrypa UCAOLICK conepxur
TPU YpOBHS, HA KOTOPBIX PAacloararoTCsi KOMIIOHEHTHI PacIpeaelICHHOTO
CKaHWPOBAHUSI CETH, MHOTOACTIEKTHOH Kiaccudukaimu cereBbix MO, ycrpa-
HCHUSA HCTIOJTHOTBI M IPOTUBOPECYNBOCTH, ITPUHATUA pelHeHI/Iﬁ 1 BU3yaJiu3a-
K. PaccMOTpeHbI MOJICTH U aITOPUTMBI (PYHKITHOHUPOBAHUS HanOoJIee Xa-
PaKkTEepHBIX KOMIIOHEHTOB CHCTEMBI, TAKHX KaK KOMIIOHEHT paclpejeieH-
HOT'O CKaHUPOBAHMs1, KOMIIOHEHT MHOT'0ACIIEKTHOH Kiaccu(uKaIym, KOMIIO-
HEHT YCTPaHEHHUs! HENOIHOTHI M TIPOTHBOPEYNBOCTH M KOMITOHEHT IIPHHSATHS
pemenuii. [lnst pacripeieIeHHBIX CETEBBIX CKAaHEPOB Pa3paOOTaHbl PEIICHHS
10 peayM3aliy TaKuX (QYHKIWH, Kak OOHapy>KeHHE M 3arpy3ka BeO-KOH-
TEHTa, CTPYKTypHas KaTEeropu3alys, BHIUYUCICHHE YaCTOTHBIX XapaKTepH-
CTHK U mocTpoenue kapt nepexogoB CHO. B coctaB koMIoOHEHTa MHOTOAc-
MeKTHOHW Kiaccuukammu cereBbix MO MpeiokeHo BKIOYUTH MOIYIH
(unbTpanny, N3BICUCHUS IPH3HAKOB, IPEI00Pa0OTKN MIPU3HAKOB U KIIACCH-
¢uxannu CHUO. IIpu 3ToM B pyHKIMOHUPOBAHUH ATOTO KOMIIOHEHTA BbJIe-
JITIOTCSL PEIKUM O0YUCHHS U PSKUM aHanu3a. IIpu 0OyYeHHH BBIMOIHACTCS
HACTpoiiKa KJIaccu(pUKaTOPOB C MOMOIIBIO MOCIEI0BATEIbHOCTEH 00y4aro-
mux BekTopoB. [Ipu ananuze onpenensiercs kiaacc MO, BKiIroyast Xxapakrep U
CTEIeHb BPEIOHOCHOCTH CETEBOT0 KOHTEHTa. /151 ycTpaHEeHUs HEMTOJIHOTHI U
MIPOTHBOPEYMBOCTH PE3YJIBTATOB KIACCU(HUKALNH HCIOJIB3YIOTCS METOJIBI
00paboTKM HEYETKHUX 3HAHWH M 00pab0TKa NCXOTHBIX JAHHBIX C MIOMOIIBIO
WHC. [punstue pemeHuii no npoTUBOACHCTBHIO HEXeaTeIbHON HHpOP-
Malliy OCHOBBIBAETCS HA MPEATI0KEHHBIX MOIEISIX WH(POpManMOHHON cH-
crembl, CO 1 KOHTpMEpHI.

OKcnepruMeHTaIbHas OLICHKA TPEUIOKEHHBIX PEIIEHUH 10 OCTpoe-
nuto u Qpynkunonuposanuto MCAOLICK mnokasana, 4yto npeasjaraemas cu-
CTeMa BIIOJIHE OTBEYACT NMPEIbABIIEMBIM K Hell TpeboBanusM. Tak, rocto-
BEpHOCTH Kiaccudukanuu HexenarenbHeix CHO B Habope maHHBIX, cdop-
MHPOBaHHOM C MOMOUIBIO PACIPEENICHHBIX CETEBBIX CKAaHEPOB, JOCTUrala
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84 mporeHTOB. DTOT pe3ynpTaT OBUI MOMYYeH B peaJbHOM MacmiTade Bpe-
MEHHU Tipu 00beMe Habopa JaHHBIX, MpeBbimatomeM 8 ['6aiT. [Tpennoxen-
HBIC J3TaIlbl pa6OTI)I KOMITOHCHTA YCTpaHCHU HEIMOJIHOTBI U IPOTUBOPEYNBO-
cTH pe3yapTaToB Kinaccudukarmu CHO mo3BOJSAIOT YCTPAHUTh B HCXOIHBIX
JnaHHBIX Ui kinaccudukain CHO HeonpeneeHHOCTH JIF000To BHIA B UH-
Tepecax MPUHSATUS PEIICHUH 10 BBISIBICHUS M NMPOTUBOJCHCTBUIO HEXela-
TeNbHOM nHpopManuy.

HamnpaBnenusi nanbHeWIINX MCCIIEIOBAHUM CBS3BIBAIOTCS C YCOBEp-
LIEHCTBOBAHMEM MOJIENIEH W aIrOpUTMOB (PyHKIMOHUPOBAHUS IPEUIOKEH-
HOW CHICTEMBI, pacIIupsisi 00JacTh ee MPUMEHEHUS Ha 00paboTKy rpadmue-
CKOTO ¥ MYJIFTUMEINIHOTO BeO-KOHTEHTA, a TaKkKe OOHApYy>KeHNE U NPOTH-
BOJICHCTBHE HETOCTOBEpHOH ((perKoBOIT) HOBOCTHON HH(OPMAITHH.
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Analytical Processing of Digital Network Content for His Protection Against Inappropriate
Information.

Abstract. Currently, the Internet and social networks as a medium for the distribution of
digital network content are becoming one of the most important threats to personal, public and
state information security. There is a need to protect the individual, society and the state from
inappropriate information. In scientific and methodological terms, the problem of protection
from inappropriate information has an extremely small number of solutions. This determines the
relevance of the results presented in the article, aimed at developing an intelligent system of
analytical processing of digital network content to protect against inappropriate information. The
article discusses the conceptual foundations of building such a system, revealing the content of
the concept of inappropriate information and representing the overall architecture of the system.
Models and algorithms for the functioning of the most characteristic components of the system
are given, such as a distributed network scanning component, a multidimensional classification
component of network information objects, a component for eliminating incompleteness and
inconsistency, and a decision-making component. The article presents the results of the
implementation and experimental evaluation of system components, which demonstrated the
ability of the system to meet the requirements for the completeness and accuracy of detection
and counteraction of unwanted information in conditions of its incompleteness and
inconsistency.
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N.M. IIInioB, J1.A. 3AKOJIIAEB
BE3OIMACHOCTB MPOTOKOJIA TIOUCKA U BEPUOPUKALIUA B
MHOI'OMEPHOM BJIOKYEWHE

lunos UM., 3axonoaes /].A. Be3onmacHOCTb NPOTOKOJA MHOHCKA H BepuUKANUH B
MHOroMepHOM OJI0KueiiHe.

Annorauus. [Ipo6nema Ge3onacHoro ooOMeHa nHdpopmalueil 1 NPOBEICHUS TPaH3aKIUi
MEX]y yCTONUMBBIMHU paclpe/elIeHHBIMU PEECTPaMHU SIBJIISTCSI OJJHOU 13 HanOoJIee akTyalbHBIX
B chepe MPOEKTUPOBAHUS U IOCTPOCHHS JELEHTPAIN30BAHHBIX TeXHOJIOTHH. Jlo HacTosIero
BpeMEHHU OBLIM NPEeUIOKEHBI IOAX0AbI, OPUEHTUPOBAHHbIE HA YCKOPEHHE MPOBEPKU LEMOYKU
OJIOKOB JUIsl BepU(HUKALK TPAH3AKIHI B cOceTHUX OiokueiiHax. IIpu sToMm mpobiema nomucka
paHee He 3aTparuBaiach. B paboTe paccMoTpeH Bonpoc 6e30macHOCTH 0OMEHA JaHHBIMH MEXIY
CaMOCTOSATENbHBIMH YCTOHYHBBIMU DACHPENENCHHBIMH PEeCTPaMH B PaMKaX MHOTOMEPHOIO
Onokueiina. OnucaHbl IPUHIUIBI 1 OCHOBHBIE JTaIlbl pabOTHl IPOTOKOIA, a TaKkxkKe 0a30BbIE
TpeGoBaHus, peabsBIsIeMble K HeMy. IIpeanoxeHbl crioco0bl IOCTPOSHHUS IPOTOKONIA OOMEeHa
co00mIeHNsIMH 17151 BepH(DUKAIIMHI BHEITHUX TPAH3aKIUN: IEHTPATH30BaHHbIN ITOIX 0, IPUHIIHUI
NnogMHOXecTBa U croiikuii SVP. Jloka3aHa 3KBMBaJIEHTHOCTb LEHTPAIM30BAHHOIO MOJAX0JA
upeansHoMy (yHKIMoHany noucka u Bepudukaunu B GUC-moznensix. IlokazaHa BeposSTHOCTh
yCIHEIHOH Bepr(HUKAINH B CTydae HCIOIb30BaHMS 0IX0/a, OCHOBAHHOTO Ha ITOAMHOXECTBAX,
IIPY IPUMEHEHUH HOJIHOTO Tpada CeTH WIH YKBUBATIEHTHOTO II0X0/a C OIHBIM IpadoM Mex Iy
POIUTEIBCKUM U JOUYepHUM OokueiiHamu. Jloka3aHa HeOE30IacHOCTh CiIydas Co CBS3bIO0 | K 1
MEX]IY POJUTENBCKAM H JOUSPHUM PEECTPOM, a TAakoke HeOe30IacHOCTh II0IX0/1a, OCHOBAHHOTO
Ha TIOJMHOXECTBE Y3JI0B POAUTEILCKOrO U JIOYEpPHEro peecTpoB. IIpemnoxkeH croikuii
MPOTOKOJI TOMCKa W BepU(UKAUU OJOKOB W TPaH3aKIMil, OCHOBAaHHBIH Ha CBOMCTBaxX
CTOMKOCTH YCTOIYHBBIX paclpeeleHHBIX PeecTpoB. B 3HaUMTENbHOH CTENCHH BEPOSTHOCTH
aTaK¥ OIPEIEeNsIeTCS BEPOSITHOCTIO aTak! Ha IPOoIlece BepH (UKL, a He Ha IIPOLEcC MOHCKa.
TIpn HEOOXOJUMOCTH 3aILUTHI OT ATAKYIOLIMX, KOHTPOJIUPYIOLIMX JI0 MOJOBUHBI Y3JI0B B CETH,
IIPeUI0KEH MeTO]] KOMOMHAIINHY MTOAXO0/I0B [JIs HOHCKA ¥ BepU(pHUKAIUK OJIOKOB M TPaH3aKIUiL.

KioueBble clioBa: TPOTOKON TIOMCKAa W BepudHKaimu, ONOKYCHH, caiirueiiH,
MHOTOMepHbIi 6rokueiiH, GUC-ppeiiMBOPK, yCTOWYUBBINA paclpeaeICHHBIN peecTp.

1. BBeaenme. MHOTOMEPHBIH OJIOKYEHH MpEACTaBISACT COO0I OUH
13 TIOAXO/0B K MOCTPOEHHIO YCTOHYMBOTO pPacHpeeeHHOro peecTpa. JT1a
TEXHOJIOTHS OCHOBaHA Ha NPHUHIHIAX PaOOTHl OOBIYHOTO OJHOMEPHOTO
OmoKdeiiHa 1 MPU3BaHa PEIINTH OCHOBHBIE MPOOIIEMBI pabOTHI OAHOMEPHOTO
OIoKdeiiHa C COXpaHEHNEM TapaHTHI 0€30ITaCHOCTH M OCHOBHBIX METPHK €T0
paboter [1,2]. Haumbosee CyIiecTBEHHBIMH CPEIM pEIIaEMbIX TPOOIEM
ABIISIOTCSL MpobOjieMa MacITaOMpOBaHHUA YCTOWYHMBBIX pPacHpelesICHHBIX
peectpoB u Tmpobimema Oe3omacHOro obOMeHa wWHGOpMaIed MEXIy
YCTOIYMBBIME paclpe/ieieHHbIMU peecTpamu [3-5].

BHemiHue TpaH3akIMu B MHOTOMEPHOM OJIOKYeHHe POBOSATCS B 1Ba
Jrama (I/IHI/II_II/II/IPOBaHI/IH )41 aKuenTa), KOTOPLIC BBLIIIOJHAKOTCA Yy3J1aMH B
CO3/JaBIIEM M NPUHUMAIOIIEM TPaH3aKLIHUIO PEECTpax COOTBETCTBEHHO. [l
YCIICITHON TPOBEPKH CYIIECTBOBAHUS W KOPPEKTHOCTH TPAH3aKIUH B
MIPOM3BOJIEHOM peecTpe MpeIonaraeTcs HCIOIb30BaHUE CIIEHAIBHOTO
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nportokoia. OH ImpeAHa3HaueH U JOCTHXKEHHS TpeX LieJieli: IOucKa y3JoB,
NOAJEP)KUBAIOIIMX HHALIMUPYIOIIMH peecTp, 3anpoca y HUX HHYOpMaLUH O
KOPPEKTHOCTH TpaH3aKIMU M TPHHATHA PEIIeHUST O JIOMyCTHMOCTH
NPUHATHUS TPAH3aKIMH (BBIOJIHEHHS (a3bl aKLENTa).

[MpencTaBneHHBI B MpeIpIAyIIMX paboTax aHalkM3 MHOTOMEPHOTO
OnokyeliHa OBLT TOCBSIIIEH TEXHOJIOTHH M €€ 0e30MacHOCTH B 1ieJoM, 0Oe3
paccMoTpeHHs 0coOeHHOCTEeH (YHKIIMOHMPOBAHUSI TPOTOKOJA IOHWCKA H
BepuduKanuu 6J0KOB U TpaH3akuuii [1,6].

B pabore [1] Opuma chopmupoBaHa KOHIEHIMS MHOTOMEPHOTO
OJI0K4eiiHa, ero CTPYKTypa M HEKOTOpbIC NPHHUUIEI (YHKIMOHHPOBAHHS
(Hampumep, aapecanus). Bpu MpoIeMOHCTPUPOBAHBI €r0 JOCTOMHCTBA B
COIIOCTAaBJICHMH C CYIIECTBYIOIIMMH aHaJoOTraMH, a Take OO0OOIIEeHHO
MIOKa3aH MOAXOJ K NPOBEICHUIO BHEIIHMX TpaH3akiuid. [Ipu 5ToM SBHBIM
o0pa3oM He paccMaTpHBajiach OE€30MACHOCTh TEXHOJIOTHH M MOJXOIbI K
OpTaHM3aIK B3aUMOJICHCTBHS MEKIY PEeCTpaMu.

B pabore [6] Obula TOCTpOGHA MOJCNIb  YCTOMYHMBOIO
pacIipeielIEeHHOTO peecTpa ¢ UCI0JIb30BaHUEM (peiMBOpKa YHUBEPCABHOM
kommnosunun (GUC, Generalized Universal Composability framework),
GUC-mozenb, OcHOBaHHAas Ha CYIIECTBYIOUIMX MOJENSAX YCTOWYHMBBIX
pacnpeneneHHbIX peectpoB. OHa mpefHAa3HaYeHa JUIsS JIOKa3aTENbCTBA
0e301macHOCTH MHOTOMEpHOro OisokueiiHa. B pabore siBHBIM 00pasom
BBEJICHO MOHATHE MPOTOKOJIA TOUCKA M BepU(UKauu OJI0KOB M TPaH3aKIHH,
onHako B GUC-mozenn BMeCTO peanu3alifii JaHHOTO MPOTOKOJIA
UCIIOJB3yeTCS MIACANBHBIA  (YHKIMOHAN, pabOTAIOIMKA 110 MPUHLHITY
YEpHOTO SIIUKA 1 IPEJOCTaBIIOMNI HeoOXoauMble GpyHKIMH y3iiaM. boiia
JI0Ka3aHa 0e30MacHOCTh YCTOHUYMBOTO Paclpe/IeieHHOTO peecTpa Ha OCHOBE
MHOTOMEPHOI'0 OJIOKYeifHa, MOCTPOEHHOTO C HCIIOJIb30BAHUEM JaHHOI
MOJIETIM  YCTOMYMBOTO  DACIPEJENICHHOTO peecTpa U HACAbHOTO
(yHKIOHATa TPOBEICHHUS BHEUIHMX TpaH3akuuid. [Ipu 5TOM BO3MOXHBIE
CIOCOOBI pean3alyy MPOTOKOIa PACCMOTPEHBI HE OBLIH.

KoppekTHoe GpyHKIIMOHUPOBaHKE ITPOTOKOIIA TOUCKA ¥ BEpH(UKALINT
SBJISACTCS  OCHOBHBIM  YCIOBHEM  KOPPEKTHOCTH  CYIIECTBYIOLIHX
YTBEPXK/IEHUH, KacaroIMXcs Oe30MacHOCTH MHOTOMEPHOTro OJOoKYelHa.
[TosToMy akKTyanbHOW MpPEACTABISACTCS 3aJada MPOSKTUPOBAHHS TaKOTO
NPOTOKOJIA, a TaKKe (OPMAaNTbHOrO JIOKa3aTeJIbCTBa ero 0e30MacHOCTH, TO
€CTh COXPAaHEHUsI CBOIMCTB YCTOHYMBEIX PACIIPEACICHHBIX PEECTPOB IIPH €T
HCTIOJIb30BaHHN.

B nmanmnOoii pabore paccMOTpeH BOIPOC OOMEHA NAaHHBIMH MEXIy
YCTOIYMBBIMHM PACIPENEIECHHBIMH PeecTpaMy B IIpeAesiaX MHOTOMEPHOTO
OnokyeliHa. ABTOpaMH BIEPBBIC MPEIUIOKEHBI HECKOJIBKO MOAXOIOB IJIS
OpraHM3alii Takoro oOOMEeHa, a TaKXKe IPOU3BEAeHa OLEHKAa MX
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OeszomacHocTH. Ha OCHOBE IONY4eHHBIX pE3YyJIbTaTOB MPEATIOKEH
YCTOMYMBBIA MPOTOKOJ MOWCKA M BEepUHUKAIMK OIOKOB M TpaH3AKIUH,
0€301macHOCTh ~ KOTOPOrO  TakXke MpoaHaTU3MpoBaHa. [lomydyeHHBIE
PE3YILTATBI MOT'YT 6I)ITI) HCIIOJIB30BaHbl KaK Jid p€aln3alun yCTOI\/II‘-II/IBI)IX
pacIipe/ieJIeHHbIX PEeecTpoB B Ipejiesiax MHOIOMEPHOro OJIOKueiiHa, Tak H
JUIL  OpraHM3allii  B3aMMOJEHWCTBHS  MEXIY  CaMOCTOATEIBHBIMU
YCTOWYMBBIMH paclpeieIeHHBIMU PEECTPAMH.

PaGora coctomr u3 BockMH pa3nesnioB. B Hawame KpaTko
NPOaHATU3UPOBaHA MPOOJIEMa MEKCUCTEMHOTO OOMEHa W NPEAJIOKCHHBIC
paHee criocoOsI ee perrenus. Jlanee chopMynupoBaHbl 0a30BbIe TPEOOBAHUS
K TIPOTOKOJTY ITOUCKA M BepU(PHUKALIMU U PACCMOTPEH MOPSIOK ero paboTh.
3aTeM paccMOTPEHBI pa3JIMYHbIE II0XO0bI K IIOCTPOSHHUIO IIPOTOKOJIA TOUCKA
u BepupumKanuu OJOKOB ¥  TPaH3aKIWH, MpOaHATM3HPOBAHA WX
Oe3omacHOCTh. B 3akiloyeHWM TpPOM3BEICHA OLEHKA MOJTYyYeHHBIX
pe3yJIbTaTOB U YKa3aHbl NEPCIEKTUBBI ISl JAJIbHEUIIUX UCCIEA0BaHUMN 110
TEMATHUKE.

2. Ananms 1podJieMbl MeKCHCTEMHOT 0 odMeHa B
pacnpenejieHHbIX TeXHOJ0orusix. [loHsITHE YyCTOWYMBOTO pacnpeieleHHOTO
peecTpa BO3HHKIIO CPAaBHHUTEIHHO HEIAaBHO, ITPAKTHUECKH OJJHOBPEMEHHO C
BO3HUKHOBEHHEM IOHATHS «ONOKYEHH». XOTS METOIBl PEIICHHUS 3aJadud
Bu3aHTHHCKHX TEHEpaloB paccMaTpUBAJIMCh W paHee, CYLHIECTBEHHBIX
YCIIEXOB yJaloCh JIOCTHYb JHIIb BO BTOpoM Jecsatuierun XXI| Beka.
AHanmu3y 0€30MacHOCTH YCTOWYMBBIX PACIpPEIEICHHBIX PEEeCTPOB H
TEXHOJIOTUM OJIOKYeWH TOCBAIIEHO MHOXecTBO pabor. Hekoropsie
paccMmarpuBaioT 0€30IaCHOCT KOHKPETHBIX CHCTeM (Hampumep, [2]),
JpyrHe TOCBSIIEHbl aHaIu3y OEe30MaCHOCTH MEXaHHW3MOB JOCTHXKEHHS
KoHceHcyca [7-10]. Bompocsl MEKCHCTEMHOTO B3aMMOICHCTBHS H3YUCHBI B
MEHBIIIEH CTemneHu, XOTs TNpobiiemMa oOMeHa uHpOpMalnueil Mexay
YCTOWYHBBIMHU pacrpeaeIeHHbIMA peectpamu HEOJHOKPaTHO
paccMarpHBanach B HAyYHbBIX ITyOIHKAIHSIX.

HauGonee mnpocThIM IOOXOJOM SIBIISIETCS OTCIIC)KMBAHUE BCEH
LEeMOYKH ONOKOB TpH BepuHKalMU BHEIIHEH TpaHsakuum [11].
CylIecTBEHHBIM HEJIOCTATKOM JaHHOTO TOAXOAA SBJSIETCS CKOPOCTh
NPUHATHS PEIICHUS O KOPPEKTHOCTH TPaH3aKLUM: TpeOyeTcs 3ampoc |
IpoBepKa Bcel 1enodku 610k0B. OJJHUM M3 NIEPBBIX MOAXOJIO0B K YCKOPEHUIO
9TOrO Tpolecca SBISETCS HCIOJIB30BAaHUE BIIOKEHHBIX OJIOKYEITHOB
(interlink) [11]. Bmecto mpoBepKkd BCel IEMOYKH OJIOKOB IPOBEPSIETCS

1IEMOYKa GJIOKOB C X3m-cyMmaMu MeHee, yem T /2" (T — nenesoe 3HaueHue

XOII-CyMMBbI JId MCXaHHU3Ma HOOCTUIKCHUSA KOHCCHcyca). B pe3yabTaTe
CJIOKHOCTD aJITOpUTMa NPOBEPKU 3HAUYUTECIIBHO YMCHBIIACTCS.
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B pabore [12] paHHbld 1OAXOA OBLT  yCOBEPIICHCTBOBAH.
[pemnoxenHoe pemieHue yIpollaeT NPOBEPKY BHEMIHMX TpaH3aKIMH,
NpUYEM ajrOPUTM HMEET JIOrapu(MHUECKYIO CIIOXHOCTh OTHOCHTEIBLHO
JUIMHBI LIEMOYKH OJIOKOB B TpoBepsieMoM OiyiokyeiiHe. OCHOBHBIM
NPEUMYIIECTBOM SIBJSIETCS. BO3MOXKHOCTDh BEpU(PHKAIMHM TPAH3aKLIUH C
HCIIOJIb30BaHUEM TOJIBKO OJJHOTO 3aIpoca K meneBoMy peectpy. [Ipu stom
JIOKa3bIBaeTCsl ySI3BUMOCTh anroputMa u3 [11] k arake co CTOpOHBI
yYacTHHKa CHCTEMBI, oOianaromiero MeHee deM 50% BBIYMCIUTENBHOU
MOIIHOCTH. TakxKe BBEICHBI [OIOJHUTENbHBIC MPEIUKATHl, KOTOPHIE
0000IIaI0T  KOHLENMIMIO  BepU(HKAIMH, BBEICHHYH paHee. Mx
OCOOCHHOCTBIO SIBIISICTCS TapaMeTPH3alis 3aBUCAIINM OT KOHKPETHOW
peaT3aLiy ONepaToOpPOM CONOCTaBICHUS IPEAOCTABICHHBIX IOKA3aTeNbCTB,
YTO JeNlaeT peIIeHHEe He3aBHCHUMBIM OT KOHKPETHOH pealu3auud |
0COOEHHOCTEN KOHKPETHOUW cHUcTeMBl. Tem He MeHee, CTOUT OTMETUTh, YTO
JAHHOE pellIeHHe MOAXOAMUT TOJILKO JUIs OJOKYEWHOB, HCIHOJB3YIOIINX
JIOKa3aTeJIbCTBO pabOThI B KAUECTBE MEXaHU3Ma JIOCTIIKEHHUS] KOHCEHCYyCa.

B pabore [13] paccMOTpeH moxo, Kor/ia cai[ueiHbl HCIOIb3YI0TCS
HCKIIIOYHUTENIFHO [UIS CO3/IaHMsl YCOBEPILICHCTBOBAHHBIX OIepanuii Hal
TOKeHaMH 0e3 M3MEHEHUs] NPUHIMIOB (QYHKIMOHUPOBaHMS OJOKYEHHA.
[IprBeieHO MHTYUTHBHOE JIOKa3aTeIbCTBO OE30ITaCHOCTH.

B [14] mnpencraBmeH OOOOUICHHBIA TOAXOA K IMOCTPOCHHIO
caiiueifHoB. OcOOCHHOCTHIO PAOOTHI SIBISIETCSl €€ HANpaBJICHHOCTh Ha
CHCTEMBI, HCIIOJB3YIONINE JOKa3aTeNbCTBA JOJM BiaaeHus. Kpome Toro,
9TOT MOAXOX IIO3BOJISICT CTPOUTH CaiiTueHHBI, MOMNEPKUBAIOLINE METOX
GHOST [15]. TlpemroxkeH HOBBI KpHUITOTpaQUICCKUN TPUMHUTHB,
HaIPaBJICHHBIM Ha IPOBEPKY CYIIECTBOBAaHUS TPAH3aKLUUU B CalI4eiiHe.
OTnuuuTenbHON uepTod paboThl  sBisieTcsl  (QopManu3anusi HOHITUS
caiifueiiHa 6e3 CBsI3M C KOHKPETHBIM MEXaHU3MOM JIOCTH)KEHHSI KOHCEHCYCa.

O030p MHOTHMX COBPEMEHHBIX TEXHOJOTHMH Uil TIOCTPOCHUS
NpUBsI3aHHBIX ~caimueitnoB (pegged sidechains) mnpuBeaen B [16].
BeimensitoTess  cnegyrompe  CHOCOOBI  OpTraHM3alliM  CalI4eliHOB:
LEHTPAIM30BaHHBIN TOCPEIHNK, (enepaTiBHbIe caiiqueiinbl, SPV (Simple
Payment Verification). Omnucannsle B paboTe pelleHHUs OCHOBaHBI Ha
KOHIICTILIMM KPUIITOBAJIIOT, JOIYCKAeTCs JIMIIb IIePEeBOA YacTH TOKCHOB
MEXIy CHCTEMaMH IIyTeM HX 3aMOPO3KH B OJHOH W CO3JaHUs B IPYroi
nernoyke 010koB. Takke CTOMT OTMETHTB, YTO BCE PACCMOTPEHHBIE B JTOM
paboTe peneHns MPEACTABIAIOT COOO0H JIMIIb MPAaKTHYECKHE pealn3aliH.

BoNBPIIMHCTBO  PAacCMOTPEHHBIX METOJNOB IOCBSIIEHBI OOMEHY
nH(opManuei o IIaTexax B IPUIOKEHUSX, PEaTU3YIOIINX KPHITOBATIOTHL.
C omHOW CTOPOHBI, 3TOT MOJXOJ IO3BOJISET y3JlaM HE OTCIEeKHBATh
CTOPOHHHME LEMOYKH OJIOKOB, IOCKOJBKY BepH(UKalus OCHOBaHAa Ha
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MeTozax Kpunrorpaduy 1 He MoApa3yMeBaeT NPUHSITHE PEIIEHNS HA OCHOBE
CYXJICHHUI Y3JI0B, MOAICP KUBAIOIIX BHEIIHUH OJIOKYEHH, 0 KOPPEKTHOCTH
Tpan3aknuu. C Ipyroi CTOPOHBI, 3TH METOIbI HE MOT'YT OBITh UCIIOJIb30BAHBI
B c(pepax, OTIIMYHBIX OT KPUIITOBAIOT.

Elie oZHMM HEIOCTATKOM CalJI4eHHOB SBISIETCA HEOOXOIUMOCTH
WCIIONIb30BaHUs 00mIel GpopMbl XpaHeHHsT HHOPMAIMK O TpaH3aKIMsiX. B
MIPOTUBHOM Clly4ae Y35l 00s3aHbl 00nanath MHQpOpManuei o crocode
MHTEPIIPETAuH CTPYKTYPHI OJIOKOB B OJIOKYEITHE-MHUIINATOPE TPAH3aKIIUH.
[TosTOoMy cymiecTByIOmME penieHds He MOAXOIAT JUIsI HOCTPOCHHMS
B3aNMOAEHCTBHUS MEXITy CHCTEMaMH, PEaT3yIOIINMH Pa3HbIe MTPUIOKEHUS
Ha OCHOBE YCTOMUYMBBIX paclpeleNieHHBIX peecTpoB. MHBIMH cloBamH,
npoOiemMa 3aKII0YaeTcsl B TOM, YTO 0€30MaCHOCTh JOCTUTACTCS IPOBEPKON
LIETIOYKN OJIOKOB B COCEIHEM peecTpe U HE YUYUTHIBAET OTBETHI
MOJIEP’KUBAIOIINX €TI0 Y3JI0B.

HaKOHeH, CYIIECTBEHHBIM HECIOCTATKOM SABJIACTCA OI'PAHUYCHUC
B3aUMOJICHCTBUSA JBYMs peecTpaMu. [lo3ToOMy BakKHOW OCOOCHHOCTBHIO
MEPEYNCIIeHHBIX ~ paboT  SBIISIETCS  OTCYTCTBHE  IIOWCKa  Y3JIOB,
TOJI/IeP>KUBAIOIINX BHEITHUN OyiokyeiiH. OOBIYHO ajpeca il OpraHu3aliu
0o0OMEHa MMPEeOCTaBISIIOTCS AITOPUTMY B KQU€CTBE HCXO/IHBIX JaHHbIX.

PaccmoTpenHble TpOOJEMBI CYHIECTBYIOIIMX PpEIIeHHH W pador,
TIOCBSIICHHBIX AHAJIM3Y WX OE30MacHOCTH, MOJATBEPKAAIOT aKTyaJbHOCTh
3aJja4y ¥ MMPAKTUYECKYIO [IEHHOCTh TaHHOW pabOoTEHI.

3. Mpotokon mnoucka u Bepuukanuu. OCHOBHOE Ha3HAUCHHE
MIPOTOKOJA TIOMCKA W BEPU(PHKAIMK 3AKITIOYACTCS B COXPAHEHHH CBOMCTB
CTOMKOCTH M KHBOCTH ISl CAMOCTOSITEJILHBIX PEECTPOB TIPH HCIIOTb30BaHNT
MHOTOMepHOTro Onokueitna [17]. Croiikocts (persistence) moxer GBITH
HapylIeHa TOJIbKO TMPH HENPaBHJIBHOM IOJ00pEe MapaMeTpoB IMPOBEPKU
BHCIIIHHUX TpaHSaKHHﬁ. B stom CJIydac BXod1as TpaH3aKIuA, BKIFOYCHHAs
B MOMEHT, KOTJ]a OHa HE Mepela B HEM3MEHHOE COCTOSHHE B UCXOJIHOM
peectpe, MOXET OBITh HCKIIOYEHa M3 MCXOJHOTO peecTpa Iocie
perucTpalii B peecTpe-IpUEeMHHUKE. Y3IIbl, MOJAEPKUBAIOIINE LEIEeBOH
peecTp, HE CMOTYT TIOJNYYUTh HH(GOPMAIMIO 00 3TOM COOBITHH TIpH
OTCYTCTBUHM COOTBETCTBYIOIIMX MEXaHHM3MOB B IIPOTOKOJIE TOWCKAa |
BepuQuKanuy 0JI0KOB U TpaH3akuid. [lo3ToMy 11060 TOMKEH OBITH BKIIFOYCH
TaKOH (PYHKIMOHA, THOO IPOTOKOJ MOVCKA U BEPU(PHUKAINN JOKEH IBHBIM
00pa3oM TpemoTBpamnaTh mogpooHoe mosenenue. JKusocts (liveness) moxer
ObITb HapylmieHa B TOM Cllydae, €CIH Y3/bl, IOJAEPKHUBAIOIINE
MPUHUMAIOIUA TPaH3aKUMIO OJIOKYCHH, HE MOIydaT MOATBEPXKICHNE
KOPPEKTHOCTH KOPPEKTHOM TpaH3akIMU. B 3ToM chydae mpumeHeHHe
TPaH3aKIHUU K PEeCTpy He MPOU30HIeT 32 KOHEUHOE BpeMsl.
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Eme onHO cymiecTBeHHOE TpeOOBaHKE, IPEABABIAEMOE K IPOTOKOITY
MIONCKa W BepU(HUKALUN — COXPAHEHHE ACLECHTPAIN30BAHHON CTPYKTYpBHI
penrenus. OCHOBHOE MPEHMYINECTBO OJOKYCHH pEIIeHUl — BO3MOMXHOCTD
JOCTIDKEHUSI B3aMMOIIOHMMAaHHS MEXAYy CaMOCTOSTENbHBIMH Y3JIaMH,
JNEUCTBYIOIIMMHA B HEHAJOXKHOW cpele mepeaayd HHPOpPMAIMU B
MIPUCYTCTBUH aTakyromux. [Ipy Bepudukanuy BHENIHUX TpaH3aKIMH 3TOT
MIPUHIUIT JIOJIKEH COXPaHAThCH, MOCKOJBKY HCIOJIb30BAHUE
LIEHTPAIIN30BaHHOTO aHAJIOTa CBOAMT Ha HET MOJIy4aeMble OT UCIOIb30BAHUS
JELeHTPaIU3aluy IPEUMYILECTBA.

PaboTa mpoTokona moucka ¥ BepuHUKanuu OJOKOB M TPaH3aKIMH
BKJIIOYAET HECKOIBKO MPOLEAYP:

1. [porenypa nanimanusamuiu (initialization).

2. [pomemypa moamepsxanust paboTsl cetr (Maintenance).
3. IMpouemypa moucka (search).

4, I[Mponenypa Bepudukanuu (Verification).

B pamkax mnpouenypbl HMHHLIHAIM3aLUU INPOUCXOAUT HACTPOMKa
OCHOBHBIX IIapaMeTpOB (PYHKIMOHUPOBAHUS IIPOTOKOJIA, YCTAHABIUBAIOTCS
HEOOXOMMBIE COETMHEHUSI C Y3JIaMHU, TOJICPIKUBAIOIINMHU IPYTHUE PEECTPBI.
Oty mpouenypy KaxAblil y3esl BBINOJHSET KaXAbIM pa3 NpH 3amycke U
Hadase paboThl ¢ (YHKIMOHAJIOM BHEMIHUX TpaH3akuuii. OCHOBHBIMHU
napaMeTpaMu JaHHOW MOJIPOTrPaMMBl SIBJISIOTCS: MHOXECTBO CETEBBIX
aIpECOB COCETHMX Y3JIOB JUI1 OpPraHU3alUU B3aUMOJIECICTBYS, MUHUMAIbHO
U MaKCHMaJdbHO JOIMYCTHMOE KOJHYECTBO Y3JIOB TPH aKTHBHOM
B3aNMOAEHCTBIH, KOJTMIECTBO Y3JI0B B POJUTEIBCKOM U JOYEPHUX pEecTpax
JUISL OpPTaHU3alnuH B3aMMOAEHCTBUS, a TakXKe (IIar, OpeeIsIOIINH yIacTHe
y31a B MOAACPKAHUU PabOTBI MHOrOMepHOro OnokderHa. Kpome Toro,
BaXXHBIM IapaMETPOM ABJIACTCA KOJIUYECTBO 6.]'IOKOB, HeOGXO)II/IMBIX JUIA
NpUBEJICHNS] TpPaH3aKIMK B HEOOpaTHMMbIH BWA. OTOT Mapamerp
OIIpEeIeTISIETCSI ISl KaXK10To OJI0KYeHHa.

[Mpouenypa noanepxaHus padOTHI CETH 3aKITIOYAETCS B COXPAHEHUH
YCTaHOBJICHHBIX COCIMHEHUH C y3JaMM, MOAJACPKHUBAIOLUMU pPa3IHUHbIC
ONIOKYEHHBI B TpeJieslax MHOTOMEPHOTO OJOKYeiHa, YCTaHOBJICHUH HOBBIX
COE/IMHEHUH NPpH HapyIIEeHUH pab0TOCIOCOOHOCTH CYIECTBYIOIINX, a TAKKE
NEPUOJMYECKOW poTauMu 3TUX coeauHeHud. [lanHas npoueaypa
HAacTPaWBaeTCsl BPEMEHHBIMH IapaMeTpaMH, ONPEICISIOIUMH TEPHOL
0oOMeHa COOOIEHNAMH JUTS ITOJACPKAHMUS COSTMHEHUN 1 TIEPUO I3MEHEHUS
Ha0opa B3aUMO/IEHCTBYIOLINX COCEIHHX Y3JI0B.

ITpouenypa moucka BBIIOJHSETCS KaXKAbIH pa3, Korga Tpedyercs
MIPOBEpKa BHEIIHEH TpaH3akIMU. [lyTeM BBIMOIIHEHHUS 3alPOCOB K IPYTHM
y3J1aM, TOJJEP>KUBAIONIMM MHOTOMEPHBI OJIOKUYEHH, OCYILIECTBIISETCS
MIOKCK Y3JIOB, MTOJIEPKUBAIOLINX PEECTP-MHUIIATOP BHEIIHEH TpaH3aKIHH.
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[TapameTpsl A JaHHOM MPOLIELYPhl HACTPOEHBI Ha 3TAlle UHULUAIU3ALIH.
B nponenype Bepudukanyy BHENIHEH TPaH3aKIKUK OCYIIECTBISIETCS] BBIOOP
y3JI0B [T 3ampoca uH(OpMAIHHY, MoJyYeHHe HHGOPMAIIMK U TIPUHSITHE Ha
OCHOBE 3TO¥ MH()OPMAIUK PEIICHUSI 0 KOPPEKTHOCTH HIIM HEKOPPEKTHOCTH
BXOJIAIIEH BHEIIHeW TpaH3akiuu. [lapamerpoM siBisieTcs TpeOyemas 0Jis
YTBEPAUTEIbHBIX OTBETOB, IOJIYYEHHBIX OT OIPAIIMBAaE€MbIX Y3JIOB, IJIs
MIPUHSATHUS BHEITHEH TpaH3akiuy. PaboTa MpoTOKOIIa MONCKA M BEPUPUKAIINN
BHEIIHUX TPAH3aKIIUH MPOICMOHCTPUPOBAHA Ha pUCYHKe 1.

Hauano

v

Hunnmammanms

v

~ Homaepaxanne
Brixoa? i — paGoThr

[onyuurs
TPAH3AKIHIO 171
MpOBEPKH

[Mouck ‘
Bepuukauna ‘
L 0 @001
A 4 A 4
apepmeHne

Puc. 1. Dtamel paboThI IPOTOKOJIA TOUCKA U BEpUPHKALIUT

B03MOXXHBI HECKOJIBKO TOAXOA0B K MOCTPOSHHIO TMPOTOKOJA TTOUCKA

1 Bepu(UKaIuu OJIOKOB U TPaH3aKIIHIA:

1. LlenTpann30BaHHBI MOJIXO0[ - MpOBEpKa TpaH3aKLUUn
OCYIIECTBIISICTCS C UCTIOJIB30BAHUEM €MHOTO Y3Ja MM HEOOIbIION
TPYNIBl Y3JI0B, BBICTYNAIOIIMX MOCPEAHUKAMU MpPU IIPOBEACHUU
TpaH3aKILHi.
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2. Ilonxon, OCHOBaHHBIM Ha NOAMHOXKECTBAX — KaXIbll y3en
MOJIACPIKUBAET CBSA3b C HEKOTOPBIM ITOJIMHOKECTBOM Y3JIOB B CBOEM
POIUTENHCKOM OJIOKUEIHE.

3. Crouikuit search and verification protocol (SVP) - moxxon,
OCHOBAHHBIM Ha CBOMCTBAaX yCTOMYMBOIO PEECTPAa U COCTABIAIOLIUI
OCHOBHOH pe3ynbTar JaHHOH paboThI.

PaccmoTpuM  mpeqioKeHHBIE  MOAXOABI, BBIAEIUM  OCHOBHBIE
JIOCTOMHCTBA M HEAOCTATKU ITUX IMOAXOJOB, a TAaKXKe NPOU3BEIEM OLICHKY
0€30MaCHOCTH KaXI0T0 MOIX0/a.

3. IlenTpanu3oBanHblii moaxoa. LleHTpanm30BaHHBIA MOIXOA K
IMOCTPOCHUIO TPOTOKOJIA TIOMCKA W  BepH(PHUKANNK MOJpa3yMeBaeT
HCIOJBH30BAHNE OJJHOTO MIIM HECKOIBKHX y3JI0B, COBMECTHO BBITIONHSIOIIIX
paboty mo Bepudukamuu TpaH3akuid. OHH OTCIIEKHUBAIOT COCTOSHHE
peecTpoB B Ipenenax MHOTOMEpPHOro OJlokdeiHa M TPelIOoCTaBISIOT
uH(pOpMaLMIO O CYyIIECTBOBAaHMM WIM OTCYTCTBUM TpaH3aKUWil TNpH
MOJYyYEHUH COOTBETCTBYIOLIEro 3anpoca. [1og00HbIH OIX0 UCIIOIB3YETCS
B cucteMe Hyperledger Fabric mpu co3nanuu u ynopsjouuBaHiU OJOKOB: B
KauecTBe MEXaHU3Ma JOCTIKEHHMsS KOHCEHCyCa MCIOJIb3yeTCs MOJIydYeHHE
MOJHCeH OJIOKOB CO CTOPOHBI YOCTOBEPSIONINX Y3JIOB.

IlenTpanu3oBaHHbll MOAXOJ AONYCTHM B  ClydasX, KOrja
HCHOJB3YIOTCS LEHTPATU30BAHHBIE MEXaHU3MBbl JOCTHIKEHHSI KOHCEHCYyCA.
Kpome Toro, nHora Takoi moaxoJ| HEOOXOUM, €CIH TPAH3aKIUH MEXIY
YCTOMYMBBIMHA  paCIpele]ICHHBIMA  peecTpamu IeJICHAIPABICHHO
OTCJICKUBAIOTCA W AHAMM3UPYIOTCS KOHTPOJHPYIOUIMMH OpraHaMH, H
JKUBOCTh TpPaH3aKIWH HE SBISETCI KPUTHYECKH BAXKHBIM TPeOOBaHUEM.
CTOUT OTMETUTh, YTO AHAJIOTHUYHBIX PE3yJbTATOB MOXHO HOOWUTHCS U B
MOJTHOIICHHO JELEHTPAIN30BAaHHOM pEIIeHHH. EIe ogHMM NpHUMepoM
YCIIOBHM, MPH KOTOPBIX IOMYCTHMO HCIIOJNB30BaHHUE IICHTPAIHM30BAHHOTO
MIPOTOKOJIA MTONCKA M BEpU(HKAIMH SIBISIETCS HEHArpy)KeHHasi CUCTeMa, B
KOTOpOW TpaH3aKUMH B KaKAOM OJIOKYEHHE CpPaBHHUTEIBHO pPEIKH, W
MOJJIepKaHUE TIOCTOSHHBIX COEIMHEHMH Il MPOBEAEHUS BHEIIHUX
TPaH3aKIMH SBISICTCS N30BITOUHBIM.

OCHOBHBIM JTOCTOMHCTBOM LIEHTPAJIM30BaHHOTO MOAXO0Ja SIBISAETCS
MIPOCTOTA peaTU3aIllHy, a TAKKE BO3MOKHOCTE BEIOOPOYHOTO OJIOKHPOBAHUS
TpaH3aKIHUi B ciydae HeoOxommmocTtH. HemocTaTkamMu MOXKHO CUYHUTATh
(hakTHUeCcKOe MOSIBIICHHE IMOCPETHUKA TPH MEXKCHCTEMHOM OOMEHE, d9TO
CBOJIUT Ha HET IPEUMYIIECTBA, MpeIaraeMble MHOTOMEPHBIM OJIOKYEHHOM,
a TaKKe IOCTATOYHO HH3KYIO MPOMYCKHYIO CIIOCOOHOCTB, MHOCKOJIBKY
KOJIMYECTBO 3aIlPOCOB B €IMHHIY BPEMEHH, KOTOPBIE MOXXET 00paboTarh
€AMHBIH y3€J, OrpaHH4YeHO, YTO MOXKET TMPHUBECTH K IIOSBICHHUIO
JIOTIOJTHUTEIbHOM TOUKH OTKa3a.
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Vreepxkaenne 1. lleHTpaJiM30BaHHBI MPOTOKOJN TIOMCKAa U
Bepu(UKALUU TPaH3aKLUi SKBUBAJICHTEH HCAbHOMY (DYHKIHOHATY MpU
YCJIOBUH, UTO y3€J, MOJAEPKUBAIOLINN TPOTOKOJ YECTHBIN.

Ilon yecTHBIM y370M TNOHMMAaeTCs y3eJ, KOTOpbI He Hapymlaer
npaBuia paboThl HCHIOIHIEMOTro MPOTOKONA. B ciryyae nmpoTokoia moucka u
BepU(UKAINT YECTHOCTh 03HAYaeT OTCYTCTBHE JEUCTBHHN, HANIPABJICHHBIX HA
MOJATBEPXKACHUE HECYLIECTBYIOIIMX MJIM OTKa3 B IMOATBEPXKICHUU
CYLIECTBYIOIIUX TpaH3akuuil. B 3ToM cilyuae LeHTpaln30BaHHBIM y3eln
moep kuBaeT 0azy TpaH3aKIMK M OTBEYAeT Ha 3alPOCHI 10 TPeOOBAHMIO,
YTO TIOJHOCTBIO COOTBETCTBYET ONMCAHUIO HICAIFHOTO (YHKIIMOHANA,
peaNM3yIoIero MpoToKoa morcka u Bepudukamym B GUC-monensx [6,18-
21]. CnepoBarenvHO, UeHTpanu3oBaHHbIH mpotokon UC-peanusyer
MPOTOKON TOWCKAa ® BepU(UKAUK TpPH YCIOBUH HCTHHHOCTU
NPEANOI0KEHHH 0 ero PYHKIIMOHUPOBAHUH.

4. Tloaxoa, OCHOBAHHBLIA HA MOAMHOKeCTBaX. MHEBIM criocobom
paboThl ¢ MPOTOKOJIOM TMOWCKA M BEPU(DHKAIMH SIBISETCS HUCIIOJIb30BAHHE
MHOECTB. B 3ToM ciydae kakablil y3en HoAAep>KUBaeT B3aUMOAEHCTBHE C
OIIpeJIeTICHHBIM ~ TTOJIMHOXKECTBOM ~ Y3JI0B, Y4YacTBYIOIIMX B pabore
MHOTOMepHOro OnokueiiHa. Bo3moxHBI 4eThlpe crocoba MOCTPOSHHMS
MIPOTOKOJIA TIOMCKA M BEpU(HKALINH, OCHOBAHHOTO HA ITOIMHO)KECTBAX:

1. Croco6, OCHOBaHHBI Ha MOMHOM Tpade, Korma KaKObIiH y3eln
MOJIICPIKUBACT COCTUHCHUE CO BCEMH Y3JIaMH CHCTEMBI.

2. Crioco6, ocHOBaHHBI Ha MOMHOM Tpade, Korma KakKObIi y3eln
MOJIIEP)KUBACT COEAMHEHUE CO BCEMH Y3JaMH POJHUTEIBCKOTO
peectpa.

3. Criocob, OCHOBaHHBIM Ha CBsi3u 1 K 1, KOrma Kakaeld y3el
MOJICPIKABACT CBA3b TOJBKO C OJHHUM Y3JIOM POIUTEIBCKOTO
peectpa.

4, Croco6, ocHoBauHbii Ha cBs3M N k N, Korma Kaxaplii y3en

MOJIJIEP)KUBAET CBSI3b C HAOOPOM Y3JIOB POJUTEIILCKOTO OJIOKUEHA.

Bropoii u TpeTuii criocoObl penCcTaBIsIoT cO00W rpaHIYHbIE ClTydan
ITOJIX0/a, OCHOBAaHHOTO Ha TIOJMHOKECTBAX IPH B3aUMOICHCTBUH TOJIBKO C
POIUTEIBCKUM PEECTPOM, TOTNA KaK TIOCICAHUH — MPOMEKYTOUHBIH
BapuaHT. PaccMoTpuM KaxkAbplii M3 ONMCAaHHBIX MOAX0AOB. [lanee mop
«COCETHUMH» pPEecTpaMH TIOHHUMAIOTCS PEeCcTphl, HaxOoIdIuecs B
OTHOIICHUH «POIUTEIb-JOUCPHIH PECCTP.

4.1. Cmnocod6 mnoaHoro rpada ceTH €O BCeMH Yy3JaMH
MHOroMepHoro oJiokyeiina. Crnoco0, Ipu KOTOPOM Yy3el IMOANEepPKUBAET
COCIMHEHHE CO BCEMH Y3JaMH MHOTOMEPHOTO OJIOKYeiHa, MpeAcTaBiIsieT
co00¥ BapuaHT MOJHOr0 rpad)a cCeTeBOro B3auMoieicTBus. JlaHHbIH TOIXO01
TCOPCTUYCCKHU MOXKCT MPUMCHATHCA B CETAX C He60ﬂb]_Hl/IM KOJIMYECTBOM
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y310B M pEAKMMH TpaH3aKLUHUAMH, XOTS €ro IPEeHMYINECTBAa IepeN
LEHTPAIIN30BAaHHBIM ~ BAPUAHTOM  OCTAIOTCSA  IPEAMETOM  JTUCKYCCHH.
DakTUYEeCKU 3aTpaThl Ha MOAAEPKAHME MEXCHUCTEMHOI'O B3aUMOJEHUCTBHUSA
MOTYT NIPEBOCXOAUTH 3aTPAThI [0 MOJJICP>KaHUIO COOCTBEHHOTO peecTpa.

IIpn npoBepke BHEUIHEW TpaH3aKLUHUU Y3Jbl peEECTpa-aKLENnTopa
3alpamuBaloT  MHQOPMALMI0 O CYIIECTBOBAHMM W KOPPEKTHOCTH
TPaH3aKLHUU y BCEX Y3JIO0B, MOAJNEPKUBAIOIIUX PEECTP-UHULUATOP, WIH Y
noaMHoxkecTBa u3 K y3710B. TIOCKONBKY CTOMKOCTH peecTpa-HHUIHMATOPA
MOCTYJIMPYETCSl 1O MNPEAINIONOXKEHHI0, [0 TPHHIWITY OOJBIIMHCTBA
Bepu(UKanus BHEIIHEH TPaH3aKUMK TapaHTHPOBAHHO 3aBEpIIAcTCs
yCIeIrHO (TTOCKOJIBKY YECTHBIX Y3JI0B B CTOHKOM peecTpe OOJBIIMHCTBO).
ITpu uCTONB30BaHUH MTOAXO/A € 3aPOCOM K y3JI0B BEPOSTHOCTH KOPPEKTHON
BepH(HUKALINH:

ZCL*qi*pkfi,eCﬂuz: K —1< Ny,
P=1 i3 2 1)

1, eciu ; -1>N,,

roe K — MOIIHOCT MOAMHOXECTBA, Z — KOJMYCCTBO AaTaKyMOIINX B
noaMHoxkecTBe, Nao — 00Iee Yuciio arakyromux, P — 1ieeBoe 3HaYCHHE
BEPOSTHOCTU. B (hopMylIie BHICUUTBIBAaETCS BEPOSITHOCTh TOTO, YTO HE Ooee
MIOJIOBHHBI M3 BBIOPAHHBIX K y3JI0B OKaXyTcs aTakyromumu. J[is sToro
CYMMHDPYIOTCSI BCE COOTBETCTBYIOIINE BEPOSITHOCTH, TIOJyYEHHBIE 10
¢dopmyne beprymu.

I'paduk w3MeHEeHHs JaHHOW BENUYUHBI B 3aBUCHUMOCTH OT
KOJIMYECTBa oIpaninBaeMbix y3i1o0B (K) npuBeneH Ha pucyHke 2. B kauecTse
WCXOJHBIX BEJIMYMH HCIOJB30BAJIMCh: KOJNWYECTBO aTakyromux 20,
konuyecTBo y310B 100, To ecTh aTakyromye UCXOJHO COCTaBIsA0T 20% oT
obmero uucina y3moB. C yBenn4eHHEM MOIIHOCTH MHOXECTBA BEPOSITHOCTh
yclemHoi Bepudukanun cTpeMuTcs K - eauHune. llostomy mpum
HCIIOJIb30BAHUH JJAHHOTO TO/IX0/1a BO3MOKHO JOCTH)KEHHE CTaTHCTHUYECKU
Oe3omacHoro oOMeHa wWHGOpPManMeW O TPaH3AKIUAX Jaxe TIpH
B3aUMOAEHCTBUH C IIOJAMHOKECTBOM Y3JIOB.

OCHOBHBIE JOCTOMHCTBA U HEJIOCTATKU 3TOTO MOJX0Ja MPAKTUIECKU
IMOJHOCTBIO TMOBTOPAIOT JOCTOMHCTBA W HEAOCTATKW LCHTPAJIN30BAHHOI'O
HoAxo/a. XO0Ts pealin3allys TaKoro NOAX0/a MpeJCcTaBIIsieTcs 3a1adel oonee
CIIOKHOM, 4eM peajH3alys LEHTPaJIU30BaHHOIO PELICHUs, MPOIyCKHAs
CIIOCOOHOCTH B OOIIEM Cllydae OKa3bIBaeTCs BBINIE 3a CUET HapauleNIbHOM
00paboTKH 3a1pocoB.
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Puc. 2. BeposTHOCTh KOPPEKTHON BepHU(PUKALUH TPAaH3aKIHUN B IOJTHOM rpade

VYrBepkaenue 2. Ilporokon moucka W BepuduKanuu OJIOKOB U
TpaH3aKIMH, TIOCTPOCHHBIH Ha OCHOBE IOJHOro rpada CeTeBOro
B3anmozeiictBust  UC-peanmmsyer wicanbHBIH  NPOTOKOJN  TOWCKAa U
BepUUKauuK OJOKOB M TPAH3aKUUH C BEPOSTHOCTBIO, YKAa3aHHOH B
Cootromrennn 1.

Iockoneky CooTHolIeHHEe | BBIpaXaeT BEPOATHOCTH IOSBICHUSA
0oJiee MOJIOBHHBI YECTHBIX Y3JI0B B BBIOOpKE ISl 3arpoca HHGOPMAI|H, OHO
OTpa)kaeT ¥ BEPOSTHOCTh MPHUHSATHSI KOPPEKTHOTO PEUICHHs 10 MPHHIUITY
OOJILIIMHCTBA, YTO TIIPU HCIOJHEHWH TPOYMX YCIOBHH  O3HAa4yaeT
KOPPEKTHOCTb peajii3alliy JIeajIbHOro IPOTOKOJIA OUCKA M BEPUPHUKALIIH.

PesynbraTs pacaeroB st N =100 mpuBenens! B Tadmme 1.

Tabuuua 1. BeposiTHOCTP ycnemHoii Beprudukanuu

N k 0, =05 g, =0,4 g; =0,3 q,=0,2 gs =01
100 | 10 0,1719 0,3823 0,6496 0,8791 0,9872
100 | 20 0,2517 0,5956 0,8867 0,99 0,9999
100 | 30 0,2923 0,7145 0,9599 0,9991 1
100 | 40 0,3179 0,7911 0,9852 0,9999 1
100 | 50 0,3359 0,8438 0,9944 1 1

4.2. Cnocod morHoro rpada Mex1y y3JaMH COCEIHHX PeecTPOB.
[Ipu wucnonp30BaHMM MOJMHOTO rpada C POIUTENBCKUM OJIOKYEHHOM
HEe0o0XO0MMO PacCMOTPETh 0€30IIaCHOCTh Kak MPOTOKOIA BepUuHKaIUK, TaK
U TIPOTOKOJa ToHcKa. [Ipu moucke y3/10B LeseBOro OJioKuYeiHa Juist
B3aUMOJAEHCTBUS ~ KAXIBIH  aTaKylOIIMH y3el MOXET IiepenaBarh
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MIPOU3BOJIEHOE KOJIMYECTBO CIEHEPUPOBAHHBIX MM y3JI0B. B 3TOoM ciydae
OTCYTCTBYET KOHTPOJIb 3a KOJMYECTBOM Y3JIOB, M AaTaKyIOUIHH MOXET
obecreuuTh cede CKOJIb YTOIHO OOJBIIOE MPEUMYIIECTBO TIepe]] YECTHBIMU
y3JIaMH.

ITockonbKy aHaIU3 3aBeAOMO HEOE30MACHON peann3alud HE MUMeeT
CMBICTIa, IPe/IaraeTcs MoIX0/1, 3alUIIAIOINI CHCTEMY OT ITOJJOOHOI aTaKH.
Ilycts mpu mpoTOKOJE€ MOMCKA HA KaKJOM YPOBHE Y3Jbl IOIY4aroT OT
KaXAOr0 y371a IEepedyeHb Y3JOB €ro pPOAUTENbCKOIO WM J0YEepHEro
Onok4eliHa, ¢ KOTOPHIMH YCTaHOBJICHO COEAWHEHWe. Bce y3mbl Kaxmoro
peecTpa MOANEPKUBAIOT COSANHEHNE CO BCEMH Y3JIAMH COCETHETO PeecTpa,
MIO3TOMY JUISl YECTHBIX Y3JIOB IIPEIOCTABICHHBIE CIIMCKU OYIyT COBIIAIaTh.
[NockonbKy aTaKkyrOIUH He KOHTPOIUPYET OOIBIIMHCTBO Y3JI0B, J0CTATOYHO
YCTaHOBHUThH COEAMHEHUE C TEMHU y3JIaMH, KOTOpble ObIIM HaiiieHbI B Oosee
YEM IIOJIOBMHE M3 IMPCAOCTABJICHHBLIX CIIMCKOB. Torz[a B OKOHYATCIbHOM
MHOXXECTBE II0 MPUHIOHITY 6OJ'II)I_HI/IHCTBa OKaXYTCd TOJIBKO Y3JIbl, C
KOTOPBIMHM YCTaHOBJIGHO COEIMHEHHE YECTHBIX Y3JIOB, TO €CTh BCE Y3JIBI
cienyromiero  OiokueiiHa. Bce ocTanpHble 3Tanmbl  B3auMMOAEHCTBUS
9KBUBAJICHTHBI CIIy4Yalo C IOJHBIM I'padoM U COSMHEHUEM «BCE-CO-BCEMI.

4.3. Cnoco0 cBsa3u 1 k 1 Mesxkay y3JaMHu COCeJHHX peecTPOB. JTO
JpYrod TOTpaHWYHBI CIIOCOO TpH IOCTPOSHHM B3aWMOICUCTBHS C
POIMTENILCKIM peecTpoM 0e3 yueTra 0coOCHHOCTEH ero paboThl. Y3Ibl Ui
B3aMMOJEHCTBUS BBIOMpalOTCs ciydaiiHo. [Ipm 3TOM BO3MOXKHO JBa
BapuaHTa: JU00 y3el, ¢ KOTOPHIM YCTaHOBJIEHO COEIWHEHHE, MEHSIETCS B
KaXJIOM payHzae, Ju00 COCOWHEHMs IIOCTOSHHBI. Paccmorpum paboty
MIPOTOKOJNA B OTAENBHO B3SITOM payHAE, MOCKOJBbKY B TpENeNiaX OJHOTO
payHaa 3TH BapHUaHTbl UACHTUYHBI, & BEPOATHOCTH BI)I60pa aTaKyloUuiero B
HauxyamieM BapuaHTC IOCTOSTHHA.

OCHOBHBIM napameTpomMm B JIaHHOf/’I MOJCIN ABJIACTCA PAaCCTOAHHUE
Mexay peectpamu. IIpoTokon moucka moApasyMeBacT MOCIEJOBATEIBHOE
B3aUMOJCHCTBUE C Y31aMH BCEX PEECTPOB 10 KOPHEBOIO U Jajiee OT
KOPHEBOT'O JI0 1iesieBoro peectpa. O603HauNM 00Iiee KOINIecTBO maros d.
Ha kaxoM ypoBHE BEpOSTHOCTH B3aMMOJICHCTBHS C aTaKyIOIINM COBITA/IaeT
C Joled arakyloIIUX B peecIpe, C KOTOPbIM OCYLIECTBISETCS
B3auMojeicTeue — ;. Ecim Ha KakoM-TO IPOMEXYTOYHOM YPOBHE

HAYMHAETCS B3aMMOJIEHCTBHE C aTaKyIOIIUM, OH MOXKET BO3BPAILATh TOJIBKO
HOIKOHTPOJIbHBIE ATaKyIOIEMy Y3Jbl B clefytomux peectpax. Ilostomy
€/IMHCTBEHHO 0€30MaCHBIM HCXO0JIOM SIBJISIETCSI B3aUMOJIEHCTBIE C YECTHBIMU
y3JlaMH Ha KaXJOM YpOBHE. BeposiTHOCTh aTaky Ha IPOTOKOJ IMOUCKA U
BepU(pUKALINK:
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P=1—ﬁ(1— i) )

i=1

rme Pi — BEPOSTHOCTh B3amMojeiicTBusi ¢ atakyromuM, 0 — Y#co
POMEXKYTOYHBIX OJIOKUeiHOB. ['paduik BEpOSTHOCTH aTaku Ha MPOTOKOJ B
3aBHCUMOCTH OT JUCTAHIMK (Ui PA3IUYHBIX 3HAYCHUH BEPOSITHOCTU
B3aMMOJIEHCTBUS C aTaKyIOUIMM Ha Ka)KIOM IlIare) MpuBeIeH Ha PUCYHKeE 3.

10 —— p=05

p-0.4 e T

- p=03 - - U .
o= p=0.2 e T .
o p0.1 P e .

e e
> 1=

BEpOﬂTHOCTB aTaxKH
o
=

02

0 i 2 3 4 5 6 7 8 9 fo 1 12 13 14
Jucranmus, ex.

Puc. 3. BeposTHOCTb aTak Ha IPOTOKOJ B Ciydae cBsi3H 1 k 1

Jlaxke Tpy HE3HAYWTENFHOM KOJIMYECTBE AaTAKyIOIIMX B KaXIOM
MIOCIIEAYIOIIEM PEECTPE C YBEJIMYECHHEM KOINWYECTBA MPOMEXKYTOUHBIX
PEECTpOB BEPOSITHOCTh aTakd Ha MPOTOKOJI cTpemurcs K 1. [axke B ciydae,
€CJIM KOJIMYECTBO aTaKyIoIIMX cocTaBisieT He 6onee 10% B Kaka0M peectpe,
Opyu  JUCTaHIMK Ooliee 6 BEpOATHOCTh aTaku mpeBocxoauT 50%.
CrenoBarenbHO, MOJIXO0J] C B3aUMOJICHCTBHEM C OJHUM Y3JIOM HE SIBIISICTCS
0€301acHBIM U He JIOJDKEH HCTIONb30BaThCsl Ha IPaKTHKE.

4.4. Cnocod cBsi3u N k N MeKIy y3JaMH COCETHHX PeecTPOB.
JaHHbIi croco0 sBiseTcs MPOMEKYTOYHBIM M OOOOIIEHHBIM BapHaHTOM,
IpaHWYHBbIE BapHaHTBl KOTOPOro OBUTH PacCMOTPEHBI paHee. Paccmorpum
MIPOIIECC TOKCKa Y3JI0B peecTpa-MHUIMATOpa NPH BepU(UKALMK BHEIIHEH
TPaH3aKIHH.

Kaxngprit y3en peectpa-akienTopa moagepkuBaeT cBs3b ¢ K y3mamu
poautensckoro OnokueitHa. [Ipn moucke ciemyromero peectpa y Kaxmoro
y3/la 3ampammBacTcs HMHGOpPManMs O CMEXHBIX peecTpax — CBsI3ed
aHanorn4HeIM oOpazom K. B Hauxyamiem ciaydae aTakyroIui BO3BpaiaeT
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nH(OPMALIHIO TOIBKO 00 aTaKyIOIIUX y3lax B cieaytomieM peectpe (=1) .
Ecnu y3en yecTHbIl, TO BEPOSTHOCTH TOT0O, YTO OH BEPHET aTaKyIOIIU y3ell:

p=—, (3)

rac N A — KOJIMYECTBO aTaKyHOIMUX B CJICAYIOIIEM PEECTpE, N — KOJIMYeCTBO
Y3JI0B B 3TOM peeCTpPEC. 0O0603HaYUM MaKCUMAJILHOE 3HAYCHUE BEPOSTHOCTHU!

max{p;}=¢, (4)

r7ie Pi — BEPOSTHOCTH (3) IS peecTpa ¢ HOMEPOM |.

PaccMoTpuM 1EMOYKY pEecTpoB OT TEKYIIEro JO IeJeBOro u
MaTeMaTu4ecKoe OXKHJAaHHE KOJMMYECTBA ATAKYIOIUX, C KOTOPBIMHU
B3aUMOJICHCTBYeT OuH y3en Ha kaxkaom mare (M). IIycts obmiee yucio
y3110B — N. MaremaTiueckoe 0KUIaHIe KOJINYECTBA ATAKYIOIUX B IEPBOM
peecTpe ompeaeNseTcs Aojei aTakyomux y3iaoB B peectpe (Na) u unciom
yaacTByronmx B moncke y3ios (K):

N%
1]_ A
E[M ]_—Nl*K. (5)
Torz[a KOJINYCCTBO BLIGpaHHbIX aTaKyIOIlII/IX BO BTOpOM peeCTpe:

Tw]- E[MlJ*KJrN—’;*K*(K—E[MlJ) )

K 6)
- E[M1]+(K —E[MIJ)*NW’i.
B obmiem citydae:
E[M™]*K +N—}?*K*(K ~E[m"])
i]_ N _
B[] K S

~E[Mm ‘1]+':l—2**(}< ~E[M ‘*1]).

MatemaTiHdeckue OXHAAHUS O00pa3yloT IOCIEAOBAaTEIBHOCTD,
OPUYEM KXl WICH IMOCIEAOBATCIBHOCTH OOJIBIIE, YeM MPeIbIAYIIHI
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(r.x. K> E[M]). PasHocTh Mexay mnocieoBaTeNbHBIMU —YIEHAMU

IOCJICa0BATCIIBHOCTH.
: ) N :
i i-1[_ "YA i-1
E[M']-E[M ]_W*(K—E[M ])>0. 8)
HOCKOHBKy Ka)KﬂBIﬁ J3JICMEHT IIOCIICA0OBATCIBHOCTHU 60.]'[])[116
TIPEBIAYIIETO:
i

lim %*(K—E[MH}) -0. 9)

i—ow
H03TOMy BBITIOJIHACTCA YCIIOBUEC

ve>0IN(2),vnm>N(s):[E[M"]-E[M" ] <z.  (10)

CnenoBaTenbHO, MOCIEJOBATENBHOCT CXOOUTCA IO KPUTEPUIO
Komm. PaccmoTpuM mpezien mociaeoBaTeNbHOCTH B HAUXYIIIEM CIydae —
KOTZ]a BEpOSTHOCTh AaTakW Ha KaKAOM IIare paBHA MAaKCHMAaJIbHOU

BepoATHOCTH aTaku (). Bocnonb3yemcst METOI0M HTepaluil.

e[ o[ €[ )=k -ore[w]=o{e[w')

im €[ J= limo (€[]} p{ime[ ']} =

(12)
=>M=¢(M)=¢*K-¢*M =M =K.

CieioBaTebHO, C YBEIMYCHHEM KOJHMYECTBA ILNAroB A0 IIEJICBOTO
peecTpa IO aTaKyOIIUX B BBIOOPKE CTPEMHTCS K 1, M MCHOJIB30BaHUE
9TOr0 TPOTOKOJNA Ha TPAaKTHKE HeIOomycTHMO. JlaHHas CHTyauus
MOATBEP)KAAET BO3MOXHOCTh AaTaKH, ONHMCAHHOM MPH PAacCMOTPEHUM
MOJHOTO Tpada ¢ POOUTENBCKUM PEECTpPOM, OAHAKO B JAHHOM Clydae
3aIllUTa HAa OCHOBE IIEPECEUCHHS MHOXECTB HENPHMEHHMa, IIOCKOJIBKY
YeCTHBIE y3IIbI B OOIIEM Cilydae BO3BpAIAlOT Pa3sHbI HAaOOp Y3JI0B I
CIIEYIOIIETO 111ara, a IOAKOHTPOJIbHBIE aTAKYIOLIEMY Y3JIbI — OJUH U TOT XKe.

5. Croiikuii npotokoa SVP

5.1. Onucanue mnporokona. OCHOBHBIM pE3yJbTaTOM pPaOOTHI
siBIsieTcsl  Oe30IacHBIi MPOTOKOJ TOMCKa W BepU(UKAMM BHEUIHUX
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TpaH3aKIWH, OCHOBAHHBIA HAa CBOWCTBaxX OJIOKYEHHA, peaNTu3yIOIIero
YCTOWYMBBINA pacpeesIeHHbIH peecTp:

1. Caoiictso obmiero npedurca (CPP): ms 100BIX IBYX YE€CTHBIX Y37I0B
LEMOYKH OJIOKOB UMEIOT 00LIHH pedrKe, MOoTydaeMblil OTCeueHHEM
k 6:10x0B.

2. CaoiictBo kavectBa nenouku (CQP): nms mocnenoBarenbHoCTH 13 |

0JI0KOB 71011 OJIOKOB, CO3IaHHBIX aTaKyIOIINMH, HE TIPEBOCXOIHT L.

IIpu 3TOM 114 CBOMCTBA KadecTBa IETIOYKH BBITIOIHSAIOTCS Ba)XKHBIE
BcrioMmorarenbHble cooTHomreHus [10]. Ilpu 3ToM nosst GI0KOB, CO3AaHHBIX
aTaKyIOLIMM B Xy/IIEM CITydae CTpOro MeHbIIe 1:

U= 1+g « U <1—g<1, (13)

rae t — 9ucno aTakyromux, N — YUCII0 y3JI0B, ¢ — NPEUMYIIECTBO YECTHBIX
y310B. B ciyuae npOTOKOJIOB, pealu3yIOMMX HOKa3aTelIbCTBO HOJH
Biagenus [8-9,17] BenuunHa p onpenesnsieTcs Kak:

66(0,1),ﬁ€[0,1],f6(0,1]2y=%<1, (14)

IZe € - Ka4eCTBO KOHICHTPAIMM CIIyYalHBIX BEIMYMH B «THIHYHBIX
WCIONHEHUsX» (moHsATHE ycraHoBieHO B [10]), f — oxmmaemoe dYHCIO
HaWJICHHBIX aTaKyIOIIUMH DPELICHUH 3aJadd J10Ka3aTelbcTBa PabOThI 3a
paynz, f — obriiee oxuIaeMoe YHCIIO HAWICHHBIX PEIICHHI 32 PAYHI.

OyHKIMOHANT ~MHOTOMEPHOIO  OJIOKYeWHa MOJIMUCHIBACTCS Ha
OOHOBIICHHSI COCTOSIHUS B coceiHeM Onokueiine. [Ipu aToM oTciexxuBaroTcs
nocnequne | +K 6mokos. Kpome Toro, mo mepe morpyxeHusi OJI0KOB Ha
Oe3omacHylo TNIyOMHY (QYHKIMOHAN YCTaHABIMBAET B3aUMOJICHCTBUE C
y37aMH, CO3IaBIIMMHU ocneaue | 6710K0B, MOrpy3UBLIMXCS HA OCTATOYHO
OezomacHylo TiayOuHy. Jlns ymporieHus pacCMOTpeHMsT M aHayiu3a
0e30MacHOCTH HE YUUTHIBAaeTCsI, uTO | 1 K OTIM9aroTest 171 pa3HbIX peecTpoB
— B PEAIBHOCTH OHM BBIOMPAIOTCSl Ha KaXKAOW MTepauuu anropurma. Ilpu
3ampoce Ha BEpU(PUKAIMIO TPaH3aKIMH OCYLIECTBIISETCS —CleIylomas
MOCJIEIOBATENbHOCTD JEHCTBHIM:

1. Tenepupyercst | * | uenbix ciyuaiinpix uncen B guanasone (0, N), rae
N — unziexc 6iioka Ha riuyoune K.
2. VYV kaxaoro u3 | y3moB, ¢ KOTOPBHIM YCTAHOBJICHO COCIMHEHHE,

3anpammBaercs | GJOKOB WM TOCIENOBATEIBHOCTD XAMI-CYMM OT
Ka)XI0T0 6JI0Ka 10 6JI0KA, CO3J[aHHOTO Y3JIOM B TIpenerax | Grokos.
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3. 1t kaxxnoro OJ10Ka IPOBEPSIETCs MOCISIOBATENFHOCTD XOUI-CYMM.
Ecmu xoTst ObI 11t OqHOrO M3 GJIOKOB XdUI-CyMMa HEKOPPEKTHa,
OTOPOCHTB BCE PE3YJIBTATHI OT y3/1a-HCTOYHHKA.

4, N3 Bcex pesynptatoB BeIOpars | y3moB. st kaxkmoro Oioka
3aIPOCUTh Yy Yy37a-MCTOYHHMKA aapec y3ja, CO34aBIIero OJIOK.
3anpocuTh y y3ia MOOTBEPXKICHHE CO3MaHUs OJOKa — 3aBHCHUT OT
KOHKPETHOTO MPOTOKOJa OJOKYelHa M CTPYKTyphl OiokoB. Ecimu
NpOBepKa OCYLIECTBICHA HEKOPPEKTHO, 3aMEHHUTD y3€Il Ha CIIy4aiiHO
BBIOPAHHBIN U3 MTOTYYIEHHOTO HA IIare 3 MHOKECTBA.

5. Ecnu momy4yeHHble y376I He IPUHAJIEKAT HEIeBOMY OJOKYEiHY, TO
nepeuTu k mary 1.
6. Wnade 3anpocuth y mostydeHHbIX | y3710B Bepudukanuio TpaH3akuum

Y IPUHSTH PELICHNE 110 IPHHIUITY OONBITHHCTBA.

CTOUT OTMETHTB, YTO Ha IIPAKTUKE OMOBEIICHHS O HOBBIX COCTOSIHHUSIX
NPUXOJIAT € 33JIepPKKOM. [103TOMY 1OITyCTHMO HCIOIB30BaTh OKHA OOJIBIIETO
pasmepa — K+ Ak, 1+Al .

5.2. loka3aTeJbCTBO 0€30MACHOCTH NMPOTOKOIA. YTBEpKACHHE 3.
[Ipotokon moucka u BepuUKaLnK MO3BOJISIET KOPPEKTHO BepUPHUIINPOBATH
BHEIIHIOIO TPaH3aKIHIO C BEPOATHOCTHIO, OIM3KOW K 1, MpU MPaBUILHOM
BBIOOpE MHOKECTBA OTPAIIMBAEMBIX Y3JIOB.

[To ompeneneHut0o MHOTOMEPHOTO OJIOKYEHHa BCE PEECTPBHl B €ro
npeziesax SBISIOTCS YCTOHUMBBIMH. PeecTp siBisieTcss yCTOMYHMBBIM B TOM
cllyyae, ecliv OH BhINOIHsIET TpeboBanus k pocty 1enouku (CGP), o6memy
npedukcy (CPP) u uncrore uenouku (CQP) [10]. [Tapamerpom npenukata
CQP sBusitorest | — moamocienoBaTebHOCTh OJIOKOB U L — JI0JIs OJIOKOB,
CO3MaHHBIX AaTaKylOIMUM B  MOANOCIENOBaTeNbHOCTH. [lapamerpom
npenukara CPP sBistercst K — riryOnHa, Ha KOTOPO# ISt BCEX YECTHBIX Y3JI0B
nMeeTcs o0Imuit mpeduKC.

AJITOPHTM OTCIIC)KHMBACT OJIOKH, TOTPY3WBIIHECS TriayOxe, dem K.
CrenoBartenbHO, 10 CBOWMCTBY 00mIero mnpeHukca y BCeX YECTHBIX Y3JIOB
nernoyka JauHoi | comagaer. Kpome T0oro, o CBONCTBY YMCTOTHI HEMTOYKH
Cpein BceX ITUX OJOKOB €CTh KaK MHHHMMYM OJIMH CO3JIaHHBIH YECTHBIM
y3ioM. PaccMOTpuM BO3MOXKHBIE aTakd Ha MPOTOKOJ CO CTOPOHBI
aTaKy[oIIEero.

Cobvimue 1 — Amaxyowui Gopmupyem 0O10KU npu 3anpoce
ungopmayuu. BepoaTHOCTh TOTO, YTO TPOU3BOJIEHBIA OJOK OBUT CO3MaH
aTaKYIOIINM, COBITAZAET C JIOJIEH aTaKyIOIUX CUCTeMY y3i10B (MeHbIe 0.5).
[Ipu momBITKE TOIAEIIKHU HEMOYKH 3aT0JIOBKOB OT BEIOPAHHOTO J0 TEKYIIEro
0JI0Ka aTaKkyIOIMUH JOIDKEH OBICTPO MOCTPOUTH HOBYIO LIETIOYKY, B KOTOPOU
MMEHHO OH KOHTPOJHPYET KOHKPETHBIH OJOK, YTO HEBO3MOXHO C
BEPOSTHOCTBIO, ONMU3KOW K | st OJIOKOB, HAXOMANIUXCS JOCTATOYHO
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riryOoko B mernouke 610koB. KpoMe Toro, 3Ty 3amady aTakyromuil 1OIDKEH
PEIINTh 0 HECKOJIBbKO pa3 Ul HOJIydeHWs OOJIBIIMHCTBA B MHOXKECTBE
MOIIHOCTBIO |2,

Cobvimue 2 — Amaxyiowuii He npedocmaesisiem UHOOPMAYUO no
3anpocy. ITo coObITHE UTHOpHpYeTCs. Torga OKOHYaTeIbHOE MHOXKECTBO
HMMeEeT MEHBIIYIO MOIITHOCTB, HO J0JISl aTaKyIOIIUX B HEM HE H3MEHSETCSL.

CrenoBaTesbHO, aTaKylONMid HE UMEEeT BO3MOKHOCTH HOBIUATH HA
COOTHOIIEHHE OJIOKOB, CO3JaHHBIX YECTHBHIMU W aTaKyIOIIUMHU Y3JIaMH B
BBIOpaHHOM MHOXecTBe. IIOCKOJNIBKY W3 TOJyYEeHHOTO MHOMKECTBa
BBIOHPAIOTCS IPOU3BONEHBIC | y37I0B, TOJIS aTaKyIOMIUX M0 3aKOHY OOJBIIHX
qrcel OyaeT NpUOIH3UTENFHO paBHa BEPOSTHOCTH BHIOOPA aTaKyIOIIUX, TO
ecTb cTporo MeHee 50% 3a cueT NpUHIUIA OOIBIINHCTBA YECTHBIX Y3JI0B.

AHaNOTUYHEIM 00pa3oM TpHU 3aBEPIISHHH IOMCKa MH(POpMAIUI O
BepH(DHUIIMPYEMO¥i TPAH3aKIMK 3alpalllnBAeTCsS Y MHOXeCTBa U3 | y3moB, s
KOTOPBIX BBITTOJIHACTCA NPUHITAII 6OJ'[BIHI/IHCTBa YCCTHBIX Y3JI0B.

BeposiTHOCTh aTaku Ha TNPOTOKON (OpMHpYETCs U3 BEpPOSTHOCTH
aTaky Ha ITOMCK W BEPOSTHOCTH aTaKW Ha BepU(UKAIWIO. YCIelHas aTaka
Ha TOKMCK BO3MOXKHa TOJILKO B TOM CITy4ae, €CJIM BCE y3JIbl B BHIOpPaHHOM Ha
HEKOTOPOM LIare MHOXKECTBE SIBJISIFOTCS] aTaKyIOMINMHU:

¢ = max NW R =g RS =1-(1-R%) =1-(1-¢')", (15)

rae PAS — BEPOSATHOCTb aTaKu Ha IIOUCK, F’iS — BEPOSATHOCTb aTaku Ha

IpOIeypy TIOKMCKA B peecTpe ¢ UHIEKCOM i, d — paccTosiHue 70 MEeeBOTO
peecrpa.

BeposTHOCTh aTaku Ha BepH(DUKALUIO aHAIOTHYHBIM 00pa3oMm
OTpeIeSIeTCS COOTHOIICHUEM YSCTHBIX U aTAKYOIINX Y3JI0B:

N v [Ii}l i x i I-i
¢ = max N—A Py =1->Cl*g *(1-¢) ", (16)

i i=0
rmie PX - BEPOSATHOCTH aTaKu Ha Bepupukaimio. O0mas BeposTHOCTh aTaKH:
V , pS_ pV xpS
Py, =Py +Py —Py *P,. (17)

IIpumepsl 3HaYeHMM [ JAHHOM BEPOSITHOCTU IIPUBEIEHBI B
tabnuue 2. CnenoBaTtenbHO, JUIMHA IyTH Bepu(UKALUK HE OKa3bIBaeT
3HAYUTENBHOTO BIMAHUS Ha BEPOATHOCTh KommpomeTanuu. Ilpu sToMm
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OCHOBY BEpOSTHOCTH KOMIPOMETAI[H COCTaBJSIET MMEHHO BEPOSTHOCTH
KOMIIPOMETAllMd  Bepu(UKALMK, a He T[OUCKAa, YTO COOTBETCTBYET
pe3yibTaraM, TMOJYYEHHBIM paHee NMpPU aHAIU3€ BEPOSITHOCTH YCHEIIHOM
BepU(HUKALIUK ISl B3aUMOIEHCTBUS CO BCEMHU Y3JIaMH LIEJIEBOTO peecTpa.

Tab6muua 2. BeposSTHOCTE aTaku

| [d | 4=05] =04 =03 4=02] 4=01
10 | 5 0,8290 0,6179 0,3504 0,1209 0,0128
10 | 10 0,8298 0,6181 0,3504 0,1209 0,0128
15 5 0,8491 0,5968 0,2784 0,0611 0,0022
15 | 10 0,8492 0,5968 0,2784 0,0611 0,0022
20 | 5 0,7483 0,4044 0,1133 0,0100 €

20 | 10 0,7483 0,4044 0,1133 0,0100 €

OneHka MaKCHMAJIBHBIX BO3MOXKHOCTEH aTakyIOIIEro JOJDKHA
OCYIIECTBIAITHCS ISl KQKIOTO HMCIOJIB3YEMOTO Ha MPaKTUKE YCTOHYMBOTO
pacIpeieIeHHOTO peecTpa B OTAEIEHOCTH.

YrBepkaenue 4. [IpoTokon moucka W BepuHUKALUM TPaH3aAKIUH,
OCHOBAaHHBIH Ha CBOMCTBE YHCTOTBHI LEMOYKH, pEau3yeT HACAIbHBIH
(yHKIIMOHAN TIOWCKa M BEpPU(PHUKAINU C BEPOSATHOCTHIO COOIIOACHUS
YUCTOTHI IEMTOYKHN OJIOKYSIHHHAME, BXOSMIIUMI B MHOTOMEPHBIA OJTOKYCHH.

B mpeapimymux paboTax Obuia MpeicTaBlICHa MOJAENb HJICATBHOTO
(GyHKIMOHANAa sl MPOTOKOJAa TOMCKa W BepuuKauuu OJIOKOB |
Tpan3akiwmii [6]. DToT WaeanbHBIN (YHKIMOHAT MOJTyYaeT OMOBEIICHHUS O
HOBBIX BHEIIHHMX TPAaH3aKIMIX U OTBEYACT C 33JEPKKOW, yCTaHABINBAEMON
atakyromM. [Ipp  5TOM  BepOATHOCTH KOPPEKTHOW  BepH(UKALNU
OIpeieTIsieTCst oJIeH y3JI0B, Y4acTBYIOIIMX B Bepudukauu. [Tokaxem, 4ro
MIPOTOKOJ, PEaTM3YIOMNIl alNrOpyuTM, IPEJCTaBICHHBI B JaHHOW paboTe,
GUC-peanuzyer yka3aHHBII WAeaNbHBIN (YHKIMOHAN. [ 3TOrO KpaTtko
paccMOTpUM II0CiIeI0BaTeIbHbIe THOPHIHBIE Mosenn. VicxonHast u neseBast
MO/JIENN MIPUBEJICHBI HA PHCYHKE 4.

HYBO — wucxomHas Monelb, BHENIHHE  B3aUMOJEHCTBUSA
OCYILIECTBIIIIOTCA C HCIIOIb30BAaHWEM HICATBHOTO (DYHKIMOHANA IS
MIPOBEPKH BHEIIHUX TPAH3aKIIHI.

HYB1 — mozmens, B KOTOPOH y3JBI CAMOCTOSITENIFHO 00ECTIIEYMBAIOT
paboTy ¢ MOMCKOM PEecTpoB Ul B3auMozencTeus. IIpu 3ToM Bce peecTpsl
HO-TIPE)KHEMY  OINOBEINAIOT  WACAIBHBIA  (QYHKIMOHAaA O  BHEIIHHX
TpaH3aKIMsX. B pe3ynbraTe KaxKIplil y3en ¢ UCIOJIb30BaHHEM MPOTOKOJIA
MOMCKa MOXET TapaHTUPOBAHHO OOHAPY)XUTh MOIAMHOXECTBO Y3JI0B
peecTpa-MHULIMATOPA, TO €CTh IOHWCK OCYLIECTBIISIETCS CaMOCTOSTENLHO,
TOT'/1a KaK Bepu(HKanys Mo-NpeXHEMY OCYILECTBIIIETCS C HCIIOJIb30BaHUEM
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upeanpHoro ¢yHkipoHamsa. CTpyKTYpHO MOJIENb HE U3MEHSETCS, a IOTOMY
U1 BHELIHero HaOmoarens sxksuBainenraa HYBO.

_"GCLOCK‘ ‘GVERIFY ‘ Feon ‘ ‘ FJG—M!‘. ‘
H L I ]

a)

0)

Puc. 4. GUC-Mopens: a) ocHOBaHHAs Ha HEaTbHOM (YHKIMOHATIE,
0) SKBUBaJICHTHAA €if Oe3 MTaHHOTO (PYHKIHOHATA

HYB2 - paszmeneHue JOTMKM TPOBEPKH TpaH3akiui. Bwmecrto
ueanbHoro (yHKIMOHANA HCIONIB3yeTcss O0epTKa, KOTOpas HWCIOIHSIET
BHYTpU ce0si HaOOp HAeaTbHBIX (DYHKIHOHAJIOB, KaKAOMY M3 KOTOPBIX
MepeialoTCsl 3ampockl, CBS3aHHBIE TOJBKO C OJHUM peecTpoM. BHemrHue
nHTepdelichl He N3MEHSIOTCS, TIO3TOMY MOAENb KkBHBajieHTHa HYBL.

HYB3 — ycrpanenune o0epTku. Peectpsl camocTosiTensHO
B3aNMOJEHCTBYIOT C HACATFHBIMH (DYHKIIMOHATaMH. 3anpoc HH(POPMAIHH O
TOM, Y Kakoro WACIFHOTO (YHKIMOHAJIA 3alpamiiBaTh BepHQUKaIHIO,
OCYIIECTBIISICTCS Y Y3JIOB, HAHJEHHBIX Yepe3 MPOTOKOI moucka. [lockombky
MIPOTOKOJ TIOMCKAa TapaHTUPOBAHHO HAXOOHUT Y37bl, MOAJCPKUBAOIINE
peectp-uHUIMATOpP, HHGOpMAIHA 00 HACATHPHOM (YHKIIHOHAIIC BBIABIISACTCS
KOPPEKTHO C BEPOATHOCTBIO, 3aBUCSIIEH OT JONM YECTHBIX Y3JO0B —
CootHomenne 6. [Ipy KOppeKTHOM MMOAO0OpE TTapaMeTPOB dTa BEPOSTHOCTD
crpemutcs K 1. CTOMT OTMETUTH, YTO BEPOATHOCTb HEKOPPEKTHOM
BepuduKanuu OblIa yurena npu nocrpoennn GUC-moznenu Juist naeanbHOro
(byHKIIHOHATA TOUCKA ¥ BepHU(DUKALINK TPAH3AKIUiA (apaMerp ).

HYB4 — 3anpoc wuH(OpManuy HEMOCPEICTBEHHO Yy  Y3JIOB.
Ananornyno HYB3 wuHdopmanms 3anpammBaeTcs y Y3/I0B, OJHAaKO
3alpaliMBaeTcsl MMEHHO WH(opManuss O KOPPEKTHOCTH TPaH3aKIHH.
BeposTHOCTE KOppEeKTHOH BepH(HUKAINU TPH 3TOM OCTACTCS IPEKHEH,
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MIOCKOJIBKY YECTHBIE Y3JIbI CIIEAYIOT IPOTOKOIY ¥ KOPPEKTHO BEPUDHLIUPYIOT
TPaH3aKIHIO. DTa MOJEIb SKBUBAJIEHTHA ITPOTOKOJLY IIOMCKA ¥ BEpUPUKAINH
TpaH3aKLMH.

I'paduk 1 pasnuyHBIX MOIIHOCTEH MHOXKECTBAa IPHBEICH Ha
pucyHke 5. 3a OCHOBY B3siTa CeTh, B KOTOpoil mpucytctByer 30 y3moB. B
KavecTBe pa3Mepa MHOXKECTBA HCIONb3yeTcs mapametp |, BBeneHHBIH paHee.
CrenoBarenbHO, TPY HE3HAYUTEIEHOM OIIEHOYHOM KOJIMYECTBE aTaKyFOLIHX
JOIMYCTHMO HCIOJIb30BaTh Kak MpOLENypy IOHCKa, TaK W HpOLEAypy
Bepu(HUKanuu MpeioxKeHHoro npotokona SVP. OxHako, B cioydae ecin
KOJIMYECTBO  aTaKyloIMUX MoxeT pgocturatb 50%, pexomeHgyercs
MIPUMEHATh UIS TIPOLENyphl BepH(MKAIMK WHBIE ITIPOTOKOJBI, TO €CTh
HCIIOJIb30BAaTh KOMOMHAIMIO OAXOOB.

4
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BeposTHOCTS yenemHoi Bepu(UKann

123 456 78 910111213 14151617 18 19 20 21 22 23 24 25 26 27 28 29 30
Momnocts MHOKECTBA, €.

Puc. 5. BepoatHOCT ycrienHoi BepuuKauy Ipu pa3iTudHbIX pazMepax
HCTIONB3YyEeMOT0 TOJMHOXKECTBA

6. Komomnamusi moaxomoB. CyIIeCTBYET HECKOJBKO BO3MOXKHBIX
KOMOWHAIMIA MOJXOA0B JJIs Pa3IM4YHBIX YCJIOBHH paOOThl MHOTOMEPHOTO
OyokveliHa:

1. SVP u neHTpanu30BaHHBIN MOAX0] — B KOKIOM PEECTPEe CO3AcTCs
JIOBEPCHHBIM  y3€JI, OTBCYAIOMIMH 3a BEpPH(PHUKANUIO BHEIIHUX
TpaH3akIuid. B 3ToM ciydae 0e30macHbIi MOUCK OCYIICCTBIIICTCS C
nomotbsio SVP, a Bepruukamnus ¢ UCIOIb30BaHIEM ITOTO y3Ia.

2. SVP u onHeI# rpad — eciu Jos aTaKyoInX MOXKeT JocTuratb 50%,
TO JOMYyCTHMO OPraHW30BBIBATH MOKCK Y3JIOB C HCIIOJIb30BAHUEM
MPOTOKOJIA TIOMCKA M BEpUPHUKALIUH, & 3aTEM — YBEIIUYUTh MOILIHOCTh
ONpAalIMBAEMOT0  MHOXKECTBAa JJISl  TMOBBILICHUS  BEPOSTHOCTH
yCIIEIHON BepupHUKaLUH.
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CTOUT OTMETHTH, YTO TOJyYEHHBIE PE3yNbTaThl HE MPOTHBOPEYAT
MOJIy4E€HHBIM paHee B MHBIX PaboTax, MOCBSIICHHBIX 00MeHY HH(popMaIlen
Mexy Ookueiinamu [11-16]. Dtan moucka 3aBepIiacTcsi ¢ BEPOSATHOCTHIO,
6mi3Ko# K 1. DTan BepudHKalul MOXXET ObITh 3aBEpIIEH C BEPOSTHOCTHIO,
O6mm3kod K 1 B cilyyae, €ciM KOJHMYECTBO AaTAKYIOIIMX CPaBHHUTEIBHO
HeBenmnko (o 20%). JlaHHBIE pe3yNbTaThl CXOXH C pe3yJIbTaTaMy,
JOCTUTHYTBIMH B MEXaHH3Me JOCTIKeHHs KoHceHcyca Ripple. Ilpwu
HCnojb30oBaHUU pemeHuid [5] wimm [11] BO3MOXHO TOATBEPIKICHHE
KOPPEKTHOCTH TpPAaH3aKIUH C BEPOATHOCTHIO, Omm3ko kK 1, w 3a
CPaBHUTEIHFHO HEOOIBIIIOE BPEMS.

7. Ofcyxaenne pe3yJbTaTtoB. B pabore OBIIO paccMOTPEHO
HECKOJIPKO IOIXOJOB K HOCTPOEHHUIO IPOTOKOJA MOWCKAa M BEPUPHUKAINN
0110K0B ¥ TpaH3akuuii. OCHOBHBIM pe3yJIbTaTOM PaOOTHI SIBIISIETCS IPOTOKOIT
SVP, mo3BOJSIOMUN OCYIIECTBIAT 0€30MacHbBIi 0OMEH MaHHBIMH MEKIY
CaMOCTOSITENIbHBIMU yCTONYMBBIME pacipe/ieIieHHbIMU peecTpamMu. [Jist Bcex
PacCMOTpPEHHBIX IOJXOJOB K TIIOCTPOEHHIO IIPOTOKOJIA TIOMCKA H
Bepu(UKanUM TPOBEAEH aHaiIu3 Oe30macHOCTH. PaccMOoTpuM OCHOBHBIE
OTJIIMYUS NPeIaraéMoro peleH st OT CYLIECTBYIOIIUX aHAIOTOB.

B pabote [6] ObLI1a paccMOTpeHa MOJIE)Ib MHOTOMEPHOTO OJIOKUYEHHa,
WCIIONB3YIONIasl [EHTPAJIbHBIA MOIYNb Ul BepUHKALMH TPaH3aKIHH.
OCHOBHBIM OTJIMYMEM TIPEUIOKEHHOTO TOAXO0Aa B YacTH BepH(HUKAINU
SIBIISIETCSL  OTCYTCTBHE TpeOoBaHMS K aToMapHOcTH. Bce BHemHue
TPaH3aKIHUU OCYIIECTBILTIOTCS B 1Be (a3pl. [IpenMmymecTBOM JTaHHOTO
MTOIXOAA SIBJIAETCS HE3aBUCHUMOCTH PEECTPOB APYT OT APYyTa MpPH MPUHITHN
TPaH3aKIHN: PeeCTP-aKIeNTOP MPHHUMAET TPAH3AKIIUIO B TIOIXOIAIIINA 15T
MOJIEP’KUBAIOIINX €T0 Y3JI0B MOMEHT BPEMEHU.

[MpennoxxeHHbIe paHee B JIUTEPAType MOAXOJbI K OOMEHY JaHHBIMHU
MEXAy YCTOHUMBBIMH pachpeieieHHbIMU peectpamu [7-12] Obuin
MpeAHa3HauYeHbl JUIS TPOBEICHMS IIATEKEH MEXIy KpUITOBAJIIOTAMH,
MOCTPOCHHBIMA Ha OCHOBE TEXHOJOrWM Ojok4eidH. CylecTBEeHHbIM
OTJIMYHEM TPOTOKOJIA TIOMCKA U BEpU(PHUKALIUH SBISIETCS HE3aBUCUMOCTh OT
npuitokeHns. [1o3ToMy OH MOKeT OBITh MCIIOJIB30BaH HE TOJBKO B cepe
KPHUIITOBAIIOT, HO W B JIOOBIX TPWIOKEHHSAX, IOCTPOCHHBIX C
HCTIOJH30BAHNEM TEXHOJIOTHH PACIIPEICIIEHHOTO peecTpa.

Jpyroe oTnuyme OT MPHHLIWIOB, NMPEIIOKEHHBIX aBTOpaMu padoT,
MTOCBSIIIEHHBIX CalqueifHaM, 3aKI0YaeTCsl B MPUHIUIIE OTCIICKUBAHUS
LIeoYKr OJIOKOB coceHero OyokueitHa. B ciydae caiimueiiHoB co3natorcs
CHeNHaTbHbIe KOHTPOJIBHBIE TOUKH, KOTOPBIE II03BOJISIOT OBICTpEE HAXOAUTH
TpebyeMbie OJIOKH, CopepKallue TpaH3aKUWH, U BepuHIUpoBaTh UX. B
cllyyae MpPOTOKOJA MOUCKa M Bepu(UKauuy OJOKOB M TpaH3aKUUH Y3JIbI
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HaXOJTCS B MOCTOSSHHOM B3aHMOJECHCTBHH C y3JIaMH COCEIHETO peecTpa U
OTCIIKHBAOT HETMOYKY U3 2K MmocieIHux 6I0KOB.

OTnenbHO CTOMT OTMETHTh, YTO TMPEIbSBIIEMbIE K PEIICHUIO
TpeOoBaHUsT (aKTUYECKH COBMAJAIOT C AHAIOTUYHBIMH TPEOOBAHHUSIMH,
BBIIBUHYTHIMU B [5]. PemieHue yaoBiIeTBOpsSET OCHOBHBIM TpEOOBaHMAM,
MIPEABSBISIEMBIM K caiiT4eiiHaM U IPOTOKOJIaM 00OMeHa HH()OPMALIUHA MEXKTY
HUMH.

KitroueBbIM IperMyIIECTBOM pELICHNUS B CPAaBHEHHH C caliiyeiiHaMu
MOJKHO CYHTaTh BO3MOXXHOCTbH IOWCKa Y3JIOB, TOJAEPKUBAIOIINX PEecTp-
nHAnMarop. B ciywae caiimueiiHOB mH(opManus 00 y3l1aX COCETHEro
peecTpa rmojaeTcs IpOTOKOITy Ha BXOJ. B ciryyae MHOromepHoro 61ok4eiina
(1 mpoToKONa TMOWCKa M BepU(pHUKANWK OJIOKOB W TPaH3AKIHA) pEecTpH
HaXOJITCS B NEPAPXUIECKON 3aBUCHMOCTH, & TIOTOMY MOTYT HaXOJIUTb Y3JIbI,
HOZJIEP KU BAIOIIE POM3BOJIBHBIN peecTp, 1o Mepe HeoOXoaAuMoCcTH. Tarke
Onarozapsi MCIOJIb30BAHUIO TEXHOJOTHUHM B IPOIIECCE MPOBEPKH BHEITHHX
TpaH3aKIMH MOXKET y4acTBOBATh OOJIbILE IBYX PEECTPOB.

HawnGornee cymecTBeHHBIM JOCTOMHCTBOM ITPEAJIOKEHHOTO PEIICHUS
SIBIISIETCSl  OTCYTCTBHE HEOOXOAMMOCTH B MOJIU(UKAIMK peah3alun
CYIIECTBYIOIIMX pEHICHHH (32 MCKIIOYEHHEM TOAJECPKKH BHEIIHHX
TpaH3aKIMH | Tpouenypsl Bepu¢ukanuu). Iloxxom He 3aBHCHT OT
ocobeHHOCTE  pabOTBl  KOHKPETHBIX CHCTEM M IIO3BOJIIET UM
(YHKIIMOHHPOBATh CAMOCTOSTENEHO B IIPE/iesIaX MHOTOMEPHOTO OJI0KYEHHA.
CymiecTBeHHON OCOOEHHOCTBIO PELIEHUS SIBISIETCSI OTCYTCTBHE NPEANKATOB
B OTIMYHE OT PACCMOTPEHHBIX CYIIECTBYIOIINX AaHAJIOTOB: Yy Y37IOB
cailiueifHa 3anmpammBaeTcss HHPOPMaIys 0 KOPPEKTHOCTH TPAH3aKINH, a HE
JIOKa3aTeJIbCTBO  KOppekTHOocTH. IloaToMy  Bo3MOkHa  pabora ¢
MPOU3BOJIEHBIMU MEXaHM3MaMH JIOCTH)KCHHUsI KOHCEHCyca [22-24].

CTOUT OTMETHTH, YTO NPU KOJIMYECTBE aTaKykoIInX, 6au3koM Kk 50%
BEPOSITHOCTh KOMIIPOMETAIIMM CUCTEMBI JIOCTATOYHO BEJIMKa IPH ONpoce
MOJJMHOKecTBa y3110B. [ToaToMy B citydasx, Korja JOMyCTUMOE KOJIHYECTBO
KOMIIPOMETAIMH HE ONpeJelieHo, Mpoleaypa Bepu(pUKaluy J0JDKHA OBITh
mocTpoeHa Ha ocHoBe [5] wiu [11]. MHaye gomycTUMO MpUMEHEHHe Ooee
IIPOCTOrO IT0/IX0/1a, PACCMOTPEHHOT'0 B JJaHHOH pabore.

8. 3akmouenne. B pabote paccmorpeHa mpobiiema 0Ge301MacHOTO
oOMEHa  JaHHBIMH  MEXAY  CaMOCTOSITEIbHBIMH  yYCTOWYHMBBIMHU
pacIpeieIeHHBIMH peecTpaMy B Tpefesiax MHOTOMEPHOTro OJoK4elHa.
PaccMoTpeHs! pa3nndHbBIE MOAXOABI K MOCTPOCHHUIO NMPOTOKOJIA MOWCKA U
BepU(UKAIUKY BHEIIHHMX TpaH3akUWid. [l 3THX MOJXOAOB NPOM3BEAEHA
oneHka OesomacHocTH. IlpeanoxeH MOAXOA K HOCTPOCHUIO 0E30IacHOTO
NPOTOKOJIA TOWCKa M Bepu(UKALWMK TPaH3aKLUH, JO0Ka3zaHa ero
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0€30MacHOCTh U JKBUBAIEHTHOCTh HJIEaJbHOMY (YHKIMOHATY MOUCKA M
BepH(HKALINN TPAH3AKIIHIA.

Llenpto  nanbHeimieid pabOThl  SIBISAETCS IOCTPOSHHE  HOBBIX
MEXaHU3MOB JJIA MTPOBCACHNSA BHCIITHUX TpaH3aKHHﬁ, OLICHKa 6630HaCHOCTI/I
TaKuX TeXHOHOFHﬁ, KaK KSIIMPOBAaHUEC, ITPU UX UCIIOJIB30BAHUHN B IIPOTOKOJIC
moucka ¥ Bepudukanuum OmokoB W TpaHzakumid. Kpome Toro,
MEPCIEKTUBHBIM HAIpaBICHUEM JJIS UCCIEAOBAHUN SIBISETCS BHEAPEHUE
KpUNTOrpauii ¢ HYJIEBHIM pa3rJIallicHUEM B MHOTOMEPHBIA OJIOKYCHH U
aJanTanus MpPOTOKOJIA MOUCKa U BepU(UKAINH OJOKOB M TPAH3AKIHN IS
MPOBEPKH TPAH3aKIMHA C HYJICBBIM pa3TiIalmicHueM. Takke BO3MOXKHA
aJanTanys KpunTorpapuaecKux aaropuTMOB C HYJICBBIM Pa3TiIallcHHEM IS
MIPOBEACHNUS BHEITHUX TPAH3AKIIHH.

Hakonen, BaXHBIM HaIlpaBICHUEM IS TPAKTUICCKUX UCCIIEIOBAHMUHA
ABNIICTCS  COIIOCTAaBIEHHME MHOTOMEPHOro OyiokdeifHa C  JApPYTHUMH
TEXHOJIOTHSIMUA C TOYKH 3PEHUs Pa3IM4YHBIX XapakTepUCTUK paboThl. Ilo
pe3yibTaTaM HCCIEOBaHWNA JOJDKHA OBITh MPOHM3BEICHA ONTHUMM3AIIH
XapaKTepUCTUK U yCOBEPLIEHCTBOBAHUE CYLIECTBYIOIIUX MPOTOKOJIOB AJIS
YIYUIIEHUS] XapaKTEPUCTUK ero paboThI.
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SECURITY OF SEARCH AND VERIFICATION PROTOCOL IN
MULTIDIMENSIONAL BLOCKCHAIN

Shilov 1., Zakoldaev D. Security of Search and Verification Protocol in Multidimensional
Blockchain.

Abstract. The issue of secure data exchange and performing external transactions between
robust distributed ledgers has recently been among the most significant in the sphere of designing
and implementing decentralized technologies. Several approaches have been proposed to speed
up the process of verifying transactions on adjacent blockchains. The problem of search has not
been under research yet. The paper contains security evaluation of data exchange between
independent robust distributed ledgers inside multidimensional blockchain. Main principles,
basic steps of the protocol and major requirements for it are observed: centralized approach,
subset principle and robust SVP. An equivalence of centralized approach and ideal search and
verification functionality is proven. The probability of successful verification in case of using
fully connected network graph or equivalent approach with fully connected graph between parent
and child blockchain is shown. The insecurity of approach with one-to-one links between child
and parent ledgers or with a subset principle is proven. A robust search and verification protocol
for blocks and transactions based on the features of robust distributed ledgers is presented. The
probability of attack on this protocol is mostly defined by the probability of attack on verification
and not on search. An approach to protection against an attacker with 50% of nodes in the
network is given. It is based on combination of various search and verification techniques.
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JILIT. BEMK A, M.O. KAJIMHUH, B.M. KPYHJIBILIEB, JI.C. JIABPOBA,
J.A. MockBVH, E.1O. ITABJEHKO
NMPUMEHEHHUE AJITOPUTMOB BUONH®OPMATHUKHA
JJIs1 OBHAPY X XEHUSA MYTHUPYIOIIIUX KNBEPATAK

3ezocoa [1.11., Kanunun M.O., Kpynowiwes B.M., Jlasposa J].C., Mockeun J].A., Ilasnenxo E.IO.
IIpumeneHue aaropuTMoB OHOMH(OPMATHKH s OOHAPY:KEHHUS MYTHPYIOIUMX KHOe-
parak.

AnnoTtanus. OyHKIMOHANT JIF000H CHCTEMBI MOJKET OBITH IPEICTABIICH B BHIE COBOKYIIHO-
CTH KOMaHJ, KOTOPbIE NMPUBOIAT K U3MEHEHHIO COCTOSIHHS CHUCTEMBbI. 3ajada OOHapy»KEeHHs
aTaKH AJI1 CUTHATYPHBIX CUCTEM OOHapy)KeHUs BTOPJKEHHI 9KBHBAJICHTHA CONIOCTaBIIECHHIO MO~
clle[oBaTeIbHOCTEH KOMaHI, BBIIOIHACMBIX 3allAIaeMON CHCTEMOH, ¢ M3BECTHBIMH CHTHATY-
pamu aTak. Paznnunble MyTaluy B BEKTOpax aTak (BKIIOYas 3aMEHY KOMaH]l Ha PaBHOCHJIBHBIE,
MePECTaHOBKY KOMaH[ U UX OJIOKOB, 100aBJIeHUE MYyCOPHBIX M IYCThIX KOMaHM) CHUXKAIOT (-
(heKTHBHOCTb U TOYHOCTH OOHAPYXKEHUS BTOP)KEHUH. B cTaThe mpoaHaIn3upoBaHbl CyIIECTBY-
IOIIME PEIIeHNs B 001acTn OMOMH(POPMATHKH, PACCMOTPEHA X IIPUMEHUMOCTB JUIsl HICHTHHU-
Kallu¥ MyTHPYIOIUX aTak. [IpeioxkeH HOBBII OAX0 K OOHAPYKEHUIO aTaK Ha OCHOBE TEXHO-
noruu cy(Q(GHUKCHEIX AepeBbEB, HCIIOIb3yEeMON IIPH cOOpKEe U MPOBEPKE CXOXKECTU IeHOMHBIX
nocneoBaTenbHocTei. [IpruMeHenne anropuTMoB GHOMH(OPMATHKH MO3BOJISIET JOOUTHCS BbI-
COKOH TOYHOCTU OOHApYKEHHs MYTHPYIOIIHX aTaK Ha ypOBHE COBPEMEHHBIX CHCTEM OOHapy-
JKeHHs BTopskeHHH (6omee 90%), IpH 9TOM IPEeBOCXO.I MX 10 SKOHOMHYIHOCTH HCIIOJIb30BaHUS
MaMSITH, OBICTPOICHCTBHIO U YCTOHYMBOCTU K U3MEHEHHUSIM BEKTOPOB aTak. JlJist yydIeHus mo-
KazaTelel TOYHOCTH IIPOBeJeH sl Mogu(HUKAIMil pa3paO0TaHHOTO PELIeHHUs, BCIEACTBUE KO-
TOPBIX TOYHOCTH OOHApPY)KEHUS aTak yBelMdeHa 10 95% IpH ypoBHE MyTaIHil B IIOCIIEOBaA-
TeapHOCTH 10 10%. MeTox MoKeT IPUMEHSATHCS 1U1sl OOHAPYIKEHHUsI BTOP)KCHHUH KaK B KJIACCH-
YECKHX KOMIBIOTEPHBIX CETSX, TaK U B COBPEMEHHBIX PEKOH(DUTYypUpPYEeMBIX CeTeBBIX HH(pa-
CTPYKTypax ¢ orpaHudeHHBIME pecypcamu (HTepHeT Bemeil, cetn kubepdusnaecknx o0bek-
TOB, CEHCOPHBIE CETH).

Ki1roueBble ci10Ba: anroputM YKKOHEHa, 0€30MacHOCTb, OMOMH(OPMATHKA, BHIPABHUBA-
HHe, MyTalus, 00Hapy)XEeHNUE BTOPIKEHHH, TOTUMOP(U3M, CUTHATYpPa, CyPHUKCHOE 1epeBo.

1. Beenenue. CoBpeMEHHBIE CHCTEMBI OOHAPYXCHHS BTOPIKECHUI
(COB) BbIMONHAOT (HYHKIIHIO TACCHBHON 3aUTHI OTACIBHBIX XOCTOB CETU
(xocroBsie COB) uiu ceteBbix coenunenuii (ceresoie COB), Benst HabmoIe-
HHE U aHAJIN3 COOBITHH 0E30MacHOCTH, MPOUCXOISAIINX BHYTPU CHCTEMBbI Ha
YPOBHE CHCTEMHBIX BBI30OBOB HJIM CceTeBbIX MOTOKOB [1]. COB ¢ukcupyror
NPU3HAKH Pa3IMYHBIX BUJIOB BPEJIOHOCHON aKTUBHOCTH, TAKHE KaK SKCILTya-
Talys MPOTPaMMHBIX ysi3BUMocTel, DD0S-araky, ckaHupoBaHKE IIOPTOB U
TIOTIBITKY TIPOHUKHOBEHUS B ceTh. HesaBucumo ot tTuna k COB npenbsBis-
I0TCSI BBICOKHE TPeOOBaHUs MO KayecTBY OOHApY>KEHUSI U CKOPOCTH pactio-
3HABaHUS aTaK, TaK KaK OT 3TUX XapaKTEPHCTUK 3aBICHT HAHOCUMBIN aTaKkou
ypow [2, 3].

COB 1mocTOSTHHO COOMPAIOT pa3INIHY0 HHPOPMAIIHIO H COCTABISIOT
Ha0Op MICHTUPUIHUPYIOIINX MPU3HAKOB, aHAIM3UPYST KOTOPBIH JIEJIAI0T BbI-
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BOJ O TEKyIIeH 0e301MacHOCTH KOHTPOINPYEMOii CHcTeMBbl. PacipocTpaneH-
Hele curHatypHbie COB ayist BBISIBIEHHS BTOPXKEHHUH CPAaBHUBAIOT TEKYIIEE
COCTOSIHHE CHCTEMBI C M3BECTHBIMU 111a0JI0HaMK (CHUTHATYpaMu) Hebe3omnac-
HBIX COCTOsIHMH. Ecliu Tekylee coOCTOssHUE COBIAIaeT C OJTHOM U3 CUTHATYP,
COB curHanu3upyroT O BBIIBICHHOM BTOpXeHUU. B otimune ot COB, no-
CTPOCHHBIX Ha OCHOBE OIIEHKH aHOMaJIM, B KOTOPBIX OMPEJEISIOT OTKIOHE-
HUSI OT CPETHECTATUCTUYECKOTO NPO(UIIS TOBEAECHHSI KOHTPOINPYEMON CH-
creMmsl, curHatypHbsle COB nMmeroT BeICOKHE ITOKa3aTeNny KauecTBa i CKOpo-
cTH 0OHapyXeHMs, HU3KHHA ypOBEHb OIIMOOK IIEPBOTO M BTOPOTO poja M HE
TpeOyIOT BBIJEICHHOT0 ATamna npoduiruposanus [4-6].

Omnpenenum 3alMIIAeMyI0 CHCTEMY KakK Habop CYIIHOCTEH, KOTOpBIE
B3aMMOJIEHCTBYIOT Ipyr ¢ napyroMm. WHpopmannoHHOE B3anMojieiicTBHE
MEXIY CyLUTHOCTSIMH B CHCTEME Peal3yeTcsl yTeM BBIIIOJIHEHHS KoMaH[. B
pe3yJbTare B3aUMOJCHCTBUS M3MEHSETCSl COCTOSIHHE CUCTEMBI. 3HaHHE O
TOM, YTO B UHTCPBAJIC BDEMCHHU 6I)IJ'[I/I B HeKOTOpOﬁ IOCJICA0OBATCIIbHOCTHU BbI-
IMMOJIHEHBI KOMAaH/Ibl, OIIPEACIISACT BCE COCTOAHUA CUCTEMBI, IOJYYa€MBIC U3
nucxoaHoro. [loBenenne, KOTOpoe NMpPeACTaBICHO B BUAE MOCIIEI0BATEIBHO-
CTH KOMaHJI, NPUBO/SIIUX 3aIUIIAEMYI0 CUCTEMY B HeOe30MacHoe CoCcTos-
Hue, OyneM Ha3bIBaTh aTakoi. 3agada oOHapy)KEHHs BTOPXKESHUH JJIsl CUTHA-
typHoii COB »KBHBaJEHTHa COIIOCTABICHUIO TEKYIIMX ITOCIIE0BATEIBHO-
CTell KOMaH/ C U3BECTHBIMU CHUTHATypaMH aTak, IPeJICTaBICHHBIMHA TTOCTIe-
JIOBaTEIbHOCTSIMU KOMAaH I, BEAYIINX K HeOe30macHOMy cocTostHuto. [Ipu co-
MIOCTABIICHUH TOCIIEI0BATENFHOCTE NMpOOIIeMy, XapaKTepHYIO Ul CHUTHa-
TYPHOTO IOJXO0Ja, HMPEACTABIACT HANMYNE MYTAIMH, WM ITOTMMOPQH3M,
arak [7-9]. MyTaiun yCIOXHSAIOT OOHapy>KEHHE BTOPKECHHH, MOCKOIBKY
TpeOYIOT MoJ/IepKaHUsI Ype3MepHO OOJBIINX 0a3 CUTHATYp JUIS BCEX BO3-
MOYHBIX BapHallnii aTak, Ype3MEepHBIX Pecypco3aTpar Ha MOUCK U COMOCTAaB-
JICHHE CUTHATYp C HAOJIIOJIAaeMBIMHU MOCIEA0BATEILHOCTSIMH, CBOCBPEMEH-
HOTO U MOCTOSIHHOTO TOMOMHEHUs cUrHaTyp artak [10].

MyTanuu atak BKIIIOYAIOT TaKWe M3MEHEHHUS B MOCIIEA0BATEILHOCTH
KOMaH/I, KaK: 3aMeHa KOMaH/| Ha paBHOCHJIbHBIE, IEPECTAHOBKA KOMaH| U UX
OJI0KOB B IIeTIOUKE, JOOABIEHHE MYCOPHBIX M ITycThIX KoMaHn. Hampuwmep,
MYTHPYIOIHE  [OCIEN0OBaTeNbHOCTH s memoukn S = abedefgh:

S, = aBcdefgh (3amena paBHOCmIBHON KoMaHIOi), S, = abcedfgh (mepe-
cTaHOBKa KoMaHn), S; = abc_edfgh (nobaBiieHne MyCOpPHBIX KOMaH, BKIIO-

Yas IyCThIE KOMaHIbI U MIPOIyCKHU BO BpeMeHHM). [IoCKONIbKy Uil CUTHATYp-
HbIX COB eMHCTBEHHBII CIIOCO0 ONpEe/IeTICHUs aTaKh — HaXOXK/ICHHE HJIeH-
TUYHOM NOCJIEJOBATENIBHOCTH B CIIMCKE CUTHATYP, TO JJa’Ke He3HAUUTEJIbHBIE
U3MEHEHHUs B IOCJIEAOBAaTEIBHOCTSIX KOMaHJA HE IMO3BOJISIOT CUTHATYPHOM
COB pacrno3HaTh MyTHPYIOIINE aTaKK C UCIOJIb30BAHUEM I1A0JIOHOB.
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Taxum ob6pazom, curHarypubsie COB ysi3BUMBI K ouMopdu3My atak
1 3aBUCHMBI OT HaIlOJHEHHs 0a3bl cUrHaTyp. PerennemM naHHOM poOiemMsbl
MOJKET CIYKUTh OBICTPOACHUCTBYIOIIMIA MEXaHU3M, CIOCOOHBIH C BBICOKON
TOYHOCTBIO 00pabaThIBaTh U COMOCTABIIATH IMOCTYIAIOIIUE TOCIEI0BATEb-
HOCTH KOMaHJ C OOJIBIINM Ha0OpOM HMMEIOLIMXCS CUTHATYP, HECMOTPSI Ha
MYTallMH B TEKYILEH MOCIeI0BaTeIbHOCTH. J{JIs peleH s ToCTaBICHHON 3a-
Jlau¥l B CTaThe PACCMaTPHBAIOTCS CIICAYIONIHE acTIeKThI:

— MPOaHAIM3UPOBAHBI CYIIECTBYIOIINE AITOPUTMBI OHMOWH(pOpMa-
THKH, KOTOPBIE IO3BOJISIIOT PELINTh aHAJOTUYHYIO TIPHPOHYIO 3a7aqy — JIO-
KaJIM30BaTh COBIAICHUS MEXITYy I10CIIeI0BATEIBHOCTHIO OMOKOIOB O COCTOSI-
HUM OHOJIOTHYECKOH cHCTeMbl (TeHOMa) ¢ OJHMM U3 3JIEMEHTOB 00BEMHOI
0a3bI TEHOMHBIX CHUTHATYD, a TAK)KE PACCMOTPEHA UX IPUMEHUMOCTB IS BBI-
SIBIICHUS] MyTHPYIOIIMX aTak curHatypHeiMu COB;

— TIPeJUIOKEH HOBBIN CUTHATYPHBI METO OOHapYKEHHSI MyTHUPYIO-
IIMX aTakK, OCHOBAHHBII Ha MeXaHN3Me cy(P(PHUKCHBIX JepPEBbEB, HCIONb3Yye-
MBIX IIPU COOPKE U MIPOBEPKE CXOKECTH FEHOMHBIX MIOCIIEI0BATENILHOCTEH.

2. HccnenoBanue BO3MOKHBIX pemieHuil. TpeGoBaHus, cxoxune ¢
TEMH, YTO BBIABHTAIOTCS U curHaTypHeIx COB oTHOCHTENBHO MPOTHBO-
JICUCTBHSI MyTUPYIOLIMM aTaKkaM, IPEeIbSIBISIFOTCS K aJIropuTMaM 6nonHpop-
MAaTHKH, LEJbI0 KOTOPBIX SBJSIETCSI COOPKa M COMOCTABJICHUE EHOMHBIX MO~
cieioBaresibHOCTEH. 3amaueii 00paboTKU TeHOMHBIX MOCIIEA0BATENbHOCTEH
B OMoMH(]OpMAaTHKE SBIISETCS BOCCTAHOBIICHUE U YIOPSI0YNBAHHE OOJIBIINX
nenouek JTHK mnHO#M 10 MUIUTHapA0B HYKICOTHAHBIX KOJIOB HA OCHOBaHUH
uH(OpMAaIIKH, MOTYYeHHOH B pedynbrare cekBeHupoBanus [11-13]. Cexse-
HUpOBaHME — oOIee Ha3zBaHWEe OMOMH(OPMALMOHHBIX METOJOB, KOTOpPBIE
MTO3BOJISIIOT YCTAHOBHUTH I1OCIIEIOBATEIBHOCTh HYKJICOTHIOB B IIOCIIEIOBA-
tensHocTn JIHK. B HacTosiiee BpeMst HET HA OZJHOTO METO/1a CEKBEHUPOBa-
HUsI, KOTOPBIA ObI paboTasl HaJ TEHOMHBIMH MOCIIEAOBATEIFHOCTAMH LEITH-
KOM — BCE OHH YCTPOEHBI TAKMM 00pa30M, YTO CHadasla TOTOBUTCS OOJBIIOE
YHCITO0 HYKJICOTHIHBIX OJIOKOB (T€HOM MHOTOKPATHO KJIOHHUPYETCS U paspe-
3aeTcs Ha OJIOKU — PUJIbI), KOTOPBIE 3aTeM 00padaThiBaloTCss. MeTo bl 00pa-
OOTKH PUAOB OTIMYAIOTCS BapUaHTAMM Napajuielii3Ma U OpraHU3alliy Bbl-
YHCJICHUH Ha CTPYKTYpaX JAaHHbBIX KOAWPOBAHHOIO IPECTABICHHS PUIOB.

Punbl — nocnenoBaTeNbHOCTH, MOJTy4aeMble TP CEKBEHUPOBAHUH U
conepxane uHGOpMaIMio 0 (parMeHTax reHoma. Pum mpeacraBisercs
CTPOKOH UYeTHIpeXOyKBEHHOTO andaBuTa HYKIEOTHIOB, COOTBETCTBYIOIICH
¢parmenty reHoma. CeKBEHATOpHI, B 3aBUCUMOCTH OT MEXaHH3Ma HMX pa-
0O0TBbI, COBEpIIAIOT OIMOKHU, HanboJee JacTasi U3 KOTOPHIX — 3aMeHa OJTHOTO
HYKJICOTHIa Ha APYToil (Hampumep, B pue Haxoxurcs Hykieotun T, a B co-
OTBETCTBYIOIIEH MO3UIMU TeéHoMa — A), a TaKkKe OMMOKM MpOITycKa psizia
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HYKJICOTHIIOB M BCTABKH IIOCTOPOHHMX HYKJICOTHIOB B pux. [Ipu cOopke re-
HOMa U3 PHJIOB HEOOXOIUMO YCTPaHWTh OLIMOKH CEKBEHUpPOBaHUS. [lis
9TOTO HCIOJB3YIOTCS pa3lIMuHble AITOPUTMBI BHIPABHHUBAHHUS IOCIIEIOBA-
TENFHOCTEH 1 MOMCKA TOMOJIOTHYECKHU OJIM3KMX CTPOK FTeHOMHBIX KOJI0B. Tem
caMbIM cOOpKa M BhIPABHMBAaHWE T'€HOMOB aHAJIOTHUYHBI 3a]aue MOUCKa IMo-
JNOOHBIX TocienoBarenbHocTeld cpenu curHaryp COB. Llens anroputmoB
cOOpKH reHoMa, Kak ¥ curHatypHeix COB, cOCTONUT B HaX0XKAEHUH COBIIa/Ie-
Huii puza (B8 COB — yuacTka B mociie1oBaTeIbHOCTH KOMaH]l CUCTEMBI) C O1-
HUM U3 YYaCTKOB U3 00BEeMHOH 0a3bl CHTHATYp. AITOpUTMBI OnonH(popMa-
THKH TTOJTHOCTHIO OTBEYAIOT TpeOOBaHUIM, npeabsBisieMbiM k COB, ycToii-
YUBBIM K MYTHPYIOIIMM aTakaM, TaKk KaK W3MEHEHHs, BHOCHMBIC B aTakKH,
MIPOSIBIISIIOTCSL B TIOCIIEIOBATEIPHOCTH KOMAaH/ KaK BCTAaBKa JIOMOTHUTEIb-
HBIX 3JIEMEHTOB B IIOCIIEJOBATEIbHOCTh M AHAIOTMYHBI OIIMOKAaM BCTAaBKU
JIMIITHKUX OJIOKOB HYKJIEOTHIOB ceKBeHaTopoM. KauecTBo u ObIcTpoeiicTBUe
OMOMH(pOPMAIIMOHHBIX AITOPUTMOB 00YCJIOBJIEHO TPEOYEeMOH OT HUX TOYHO-
CTBIO U CKOPOCTHIO 00paboTKH GOJBIINX TOCeaoBaTeapHOCTE#H [14].

Knaccudukaryst u3BeCTHBIX OMOMH(OPMAITOHHBIX AJITOPUTMOB 00-
pabOTKM reHOMHBIX MOCJIEA0BATEILHOCTEH Mpe/ICTaBlIeHa Ha PUCYHKeE 1.

Cewmeiicto anroputmoB De Novo [15] ucrions3yercst st cOopku pa-
Hee HEM3BECTHOTO TeHOMAa M OCHOBAHO Ha N30BITOYHOCTH PUJIOB, 32 CUET KO-
TOPOW BOCCTaHABIMBACTCS MOPSAOK MX cienoBanus. Anroputmbel Overlap
Layout Concensus [16] u anroputmsl Ha rpadax ne bprouna [17, 18] obuna-
JIaf0T KBaJPAaTUIHON CII0’KHOCTBIO M IIO3TOMY HE MOAXOJST JUIsl OBICTPOI 00-
paboTKH OOIBIINX MOCIIEIOBATEIEHOCTEH.

ANTOpHUTMBI BBIPaBHUBAHHS ITOCIEOBATENBHOCTEH HA BXOIE TIOMUMO
Habopa pUIOB MOJIy4YaloT paHee BOCCTAHOBJICHHBIH T€HOM, KOTOPBIi ObLI CO-
Opan 110 3toro [19]. OuennBaHue CX0KECTH MMOCIE0BATEIBHOCTEN, BBIIOI-
HSEMOE TIPH 3TOM, YINPOILAET MPOLECC HAXOXKIeHUsT MyTaluid. [ nodansHoe
BeipaBHHBaHue [20] mpenmnonaraer, 4To MOCIEAOBATEIBHOCTH H3HAYAIBHO
TOMOJIOTUYHBI, ¥ YYUTBIBAET 3TO CXO/ICTBO HA NPOTSHKEHHU BCETO BHIPABHU-
Bauus. Hanpumep, riobanbHoe BeipaBHHBanue Humnmana-Bynia [21, 22]
OCHOBAHO Ha OIIEHKE KOJIMHEapHOCTH JABYX IOCIIEI0BAaTENIbHOCTEH 1 pabo-
TaeT ONTHMAJIEHO IPY CPaBHEHHH OYEHB CXOKHX TociietoBaTenbHocTeit. Co-
OTBETCTBHE BBIPABHEHHBIX CHMBOJIOB 3aJa€TCSI MAaTPHULIEH CX0XKECTH, 3HAYE-
HUS T9€EeK KOTOPOH pacTyT IPH COBIAJCHUH M YMEHBIIAIOTCS ITPU HECOBIIA-
JeHuH 3neMeHToB. KoppekTHas paboTta aroputMa 0o0yciIoBiIeHa CBOHCTBOM
aJIUTUBHOCTH, MO0 KOTOPOMY JENAETCsl ONTHMAJIbHBIN BBIOOP Ha KaXkIOM
miare.

JlokanpHOE BEIPAaBHUBAHUE UILET CX0XKHE OJIOKU B TIOCIEI0BATENBHO-
CTSIX Y BHIPABHUBAET IIOCIIEA0BATEIILHOCTH OTHOCUTEIBHO 010K0B. COOTBET-
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CTBEHHO, JUIsl aphl MOCIIEI0BATENLHOCTEI MOKET OBITh HECKOJIBKO JIOKAJIb-
HBIX BhIpaBHUBaHHHA. AnroputM Cmurta-Yotepmana [23, 24] yuutsiBaer Jo-
KaJIbHBIC BBIPABHUBAHUS CXOXKHX 00JaCTel, KOTOphIC TMOMAJA0T B pa3HbIe
HabopbI mocienoBaTedabHOCTe. B ommune ot cxembl Humnmana-ByHia

3HAYCHUA B MaTpUILC CXOXKECTHU HE MOT'YT OITYCKAaTbCs HUXKE OIPEACIICHHOIO

MHHHUMYMa, U, TAKUM o6pa30M, HUTOr0BOC BEIPABHUBAHUE pa36I/IBaeTC${ Ha HC-
CKOJIBKO ONITUMAJIbHBIX YYaCTKOB.

MHuokecTBEHHOE BbIpaBHUBAHUC TPEX U 0oJiee TEHOMHBIX ocCJICa0-
BaTeIbHOCTEH npearnoaaracTt, 4To BXO,Z[HOﬁ Ha60p HOCHCHOB&TGJ’ILHOCTeﬁ
HUMECT 3BOTIONHMOHHYIO CBA3b. BBI/IJ:[y OOJIbIIIEH BBIYUCIUTEIHLHOM CIIOXKHO-

CTH IO CPABHCHUIO C IMIAPHBIM BbIPABHUBAHUEM, MHOT'C pCaIn3alilui MHOXKC-

CTBEHHOT'O BBIPAaBHUBAHMUS UCIIOJIB3YIOT 3BPHUCTUYCCKUE aJITOPUTMEI.

BHUOMHO®OPMALIMOHHBIE AJITOPUTMBI
OBPABOTKU TIOCJIEJIOBATEJIbHOCTE

/\

DE Novo BbIPABHUBAHUE
\ \
Hepeso I'pad ne MHO)KGCTB CHHOE

HATOXKCHHI Bpronna

IMapHoe JlokanvHoe

/ \ / I ﬂoéaﬂbnoe

Jlokanenoe  [nobanvroe

T'enernueckuit
\ aaropurM I/ITepaTI/IBHbII/I
Alropury™ aJIropuTM
Cydduxcroe Hunimana-Bynma
AepeBO ITporpeccuBHbIit
Xou-radnuna aJIropurM
Auropurm CKkpbITast MapKOBCKast
Cwmura-Barepmana MOJIeNb

Puc. 1. Kmaccudukanus 6nonHpOPMAaIIOHHBIX aJTOPHUTMOB
00paboTKH MOCIe0BATEIBHOCTEH

Paznnuaror ciexyromye aropuTMbl, peaIn3youe MHOXKECTBEHHOE
BBIPaBHHBAaHUE:
— MPOTPECCHBHBIN aNTOPUTM BhIpaBHUBaHUS [25, 26] peanusyer nse
CTaIMu:
a) MOCTPOCHHE OMHAPHOTO MyTEBOJHOTO JIEPEBa, B KOTOPOM JIUCThS
SIBJISIOTCS TTOCIIEI0BATEIbHOCTAMH,
0) moCTpOCHHE MHOXKECTBEHHOT'O BHIPABHUBAHUS ITyTEM NOOABIICHUSI
MOCIIeIOBATENIBHOCTE K PACTYLIEMY BBIPABHHBAHUIO COTJIACHO ITYTEBOJ-
HOMY JIEpEBY.
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BripaBHEBaHKE MOXKET OBITh HEyJa4yHBIM B ClIlydae HaOOpa CHIIBHO OT-
JAJCHHBIX IPYT OT ApyTa HocienoBareabHocTe. OMmUOKH, OMydeHHbIE Ha
000 CTaINK PacTyIIEro MHOKECTBEHHOTO BEIPABHUBAHUSI, IOXOAAT 10 pe-
3YJBTUPYIOIIETO BhIPABHUBAHUA. AJTOPUTM TpPeOOBATEICH K CXOXKECTU
HaYyaJIbHBIX HOCHCI[OBaTCJ]I:HOCTCﬁ, YTO HE NOAXOOUT JJId PCHICHUS ITOCTaB-
JIEHHOM 3aJa4H,

— WTepaTHBHBII anroput™ [25, 27] paboTaeT aHAIOTHYHO MPOrpec-
CHBHOMY, HO TIPH 3TOM OH HEOJHOKPATHO I€pPEeCTPanBaeT UCXOJHbIE BBIPAB-
HUBAHUS IPU JOOABICHUH HOBBIX IIOCIIEIOBATEILHOCTEH. ANTOPUTM MOKET
BO3BpAIIATHCS K IEPBOHAYAIBHO MOCYUTAHHBIM MTAPHBIM BBIPABHUBAHUSAM U
MTOJBBIPABHUBAHISAM, COAEPKALIMM MOAMHOXECTBA ITOCIEN0BATEIbHOCTEN
13 3a1poca, ¥ TAKUM 00pa3oM ONTUMU3NPOBATH LENEBYIO (PYHKIIMIO U MOBBI-
maTh KagecTBo. IIporpeccuBHOE M NTEPaTUBHOE BBIPABHUBAHUS JOCTATOYHO
(G QEeKTUBHBI IS OJHOBPEMEHHOH  00paboTKM  OOJIBIIOTO  YHCiIa
(100...1000) mocnenoBaTeIbLHOCTEH, HO, TaK KAK OHHU 9BPHUCTUIECKHE, TO OHH
HC rapaHTUPYIOT HAXOXKICHUA rI100aJIbHOTO OIITUMAJILHOTO BI)IpaBHI/IBaHI/IH;

— CKpbITasi MapKoBcKasi Mozens [12, 28] — BeposTHOCTHAs MOJEIb,
KOTOpasi MOKET OLEHHUTh IPaBAOIoA00Me ISl BCeX BO3MOXKHBIX KOMOWHa-
LU MPOIYCKOB, COBNAJICHUI MM HECOBIAJICHUH JJIsl TOTO, YTOOBI OIpese-
JIUTH HauboJiee BEpOSTHOE MHOKECTBEHHOE BhIpaBHHBaHUE. CKphITast Map-
KOBCKast MOJIETTb MOXET BBIYMCIISITH OJTHO BHIPABHUBAHHE C BEICOKMM BECOM,
HO TaKkKe MOXET CTCHEPUPOBATH CEMEHCTBO BO3MOXKHBIX BBIPABHUBAHUM,
KOTOPBIE 3aTEM MOTYT OBITh OIIEHEHHI 110 UX BECy. MOJIENb MOXKET OBITH HC-
TIOJIb30BaHA JUIS TTOTYYICHUS KaK INI00ATbHBIX, TAK M JIOKAJIbHBIX BEIPABHUBA-
Huil. HecMoTpst Ha To, 9TO pemieHne Ha 0a3e CKPBITOI MapKOBCKOW MOJIENH
MOABUIIOCH CPABHUTEIILHO HEJABHO, OHO 3HAYUTEILHO YJIYUIINIO BEIYUCIIN-
TENBHYIO CJI0XKHOCTh, OCOOCHHO JUIsl MOCJE0BATEIbHOCTEH, COJepIKAIIUX
MEPEKPBIBAIOIINECS 00JIACTH.

ANTOPUTMBI, OCHOBaHHBIE Ha CKPBITBIX MapKOBCKHX MOJENSX, MPe-
CTaBJISIIOT MHOKECTBEHHOE BBIPaBHHBAHKE B BHJIC HAIIPAaBICHHOTO allMKIIN-
Yyeckoro rpada, KOTOPBII COCTOUT U3 CEPUil y3II0B, MPEACTABISIONUX cOO0H
BO3MOJKHBIE COCTOSTHHS B KOJIOHKAX BBIpaBHUBaHUS. B 3TOM npencraBneHnn
aOCOJIOTHO KOHCEpBAaTHMBHAs KOJOHKa (TO €CTh IOCIIEIOBATEILHOCTH BO
MHO’KECTBEHHOM BBIPAaBHHBAHMM MMEIOT B 3TOH IO3UIWH OIpEIEICHHBINA
CHMBOJT) KOAUPYETCS] KaK OJMH y3€J CO MHOKECTBOM HCXOSIINX COEIIMHE-
HUU ¢ CUMBOJIaMHU, BO3MOKHBIMH B CJIEYIOIIEH TO3ULIMU BblpaBHUBaHUA. B
TEPMHUHAX CTaHJAPTHON CKPBITOH MapKOBCKON MOJETH HAOIIOJZaeMble CO-
CTOSIHUSL — OTJEIIbHBIE KOJOHKH BBIPABHHBAHUS, & «CKPBITBIE» COCTOSHUS
MIPEACTABIAIOT COOOH MPEAINOoIaraeMyro MPEeAKOBYIO MOCIEA0BATENbHOCTD,
OT KOTOPOH IMOCJIE0BATEIbHOCTH U3 BXOJHOTO Habopa MOTIIM MPOU30MTH.
AHaNOrMYHO TMPOTPECCUBHOMY BBIPABHHBAHUIO AJITOPUTM TpeOoBaTeneH K
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KJIacCH(UKALMU CUTHATYP, HO NIPECTaBIIseT Ooiee OJIM3KOe K KOHKPETHOMH
CHTHAType BhIpaBHUBAHUE.

ONTUMH3aIUOHHBIE alNTOPUTMBl  BBIYMCIHMTENHFHOTO HHTEIUICKTa
TaK)Ke HCIOJIB3YIOTCS Uil MOCTPOSHHST MHOMKECTBEHHBIX BBIPAaBHHBAHHIA.
Hanpumep, reHeTHUECKHH aTOPUTM peau3yeT THIOTETHYECKOE IBOIOLH-
OHHOE pa3zJieJICHUE cepUil BO3MOXKHBIX IeTT0YeK Ha (hparMeHThI ¥ TOBTOPHYIO
UX MEPECTPOHKY ¢ BBOJIOM Pa3phIBOB B pa3inuHbIe JoKauu [29]. Anropurm
pemIaer 3aaavy HOATAITHOTO MPUOIIIKEHNS K I1a0JIOHY, YTO YAOBIIETBOPSET
e cOOpKH reHoMa, HO He ITO3BOJIET OBICTPO OLEHUTH CXOXKECTh Tap Mo-
CIIEIOBATEIILHOCTEH, UTO JeaeT ero HeMPUIoAHBIM T OOHAPYKEHUS BTOP-
JKEHUI.

OTIenbHO BEIIEISIOT OBICTPBIE aJTOPUTMBI JJOKaJIbHOTO IAPHOTO BHI-
paBHUBaHHS — BEIPABHUBATENN KOPOTKHX IPOYTESHHMI:

— aJropuTM Ha 0a3ze XdII-TabiHL, KOTOPHIH HCHOIb3YeT Xell-PyHK-
L1I0, TPaHC(HOPMHUPYIOLIYIO CTPOKY B KiIrou ObicTporo noucka [30]. Haubo-
Jiee TPOCTHIM CIIOCOO0M OBLIIO OBl pa30OMeHUe MOCIEeI0BATEILHOCTH IeHOMA
Ha CJIOBA, COBIAJIAIONINE 10 JJIMHE C PUAOM, HO 3TOT MOAXOJ He paboraer,
TaK Kak JUIMHHBIE CJIOBA OOBIYHO YHUKAIBHBI M UX XpaHEHUE TPeOyeT CIIHII-
KOM MHOTO MECTa B IaMsITH. BMeCTo 3TOro Hcnonb3yroTcest XenrpoBanue 60-
Jiee KOPOTKUX OJIOKOB, KOTOpHIE BCTpedaroTcst ropasno yvaie. [locie Toro,
KaK C MOMOIIBIO Xeul-()yHKIMH TMOTY4EHB! TOAXOAAINE TTO3UIINH, MOKHO
KapTUPOBATh OCTABIYIOCS YacTh MPOUYTeHNUs Ha reHoM. [loaxon pasnenenus
MPOYTEHUS] Ha HECKOJBKO YacTeH MO3BOJIAET 3AJI0KUTh B aITOPUTME BO3-
MOXXHOCTB 3aMeH. Pui MOXHO pa3OHTh Ha MHOXKECTBO IIOCIIEIOBATEIBHO-
CTeil cO CABUIOM B HECKOJBKO HYKJIEOTHAOB. TakuM oOpa3oM MOXHO 6o-
POThCs ¢ OMIMOKaMK CEKBEHUpOBaHUs (OIIMOOYHBIH (hparMeHT ¢ 00enx cTo-
POH OKpYXEH KOPOTKHMH IIOCIIEeIOBATEIHLHOCTSMH, KOTOPhIE B CBOIO Oue-
pEZlb YCIICITHO BRIPABHUBAIOTCS).

ANTOPUTMBI XENIMPOBAHUS IUIOXO CIIPABISIFOTCS C TIOBTOPaMH, Tak
KaK CHJIBHO pacTeT KOJIMYECTBO PHIOB, KOTOPOE HEOOXOAWMO IMPOBEPSTH.
Jns perienus sTod mpoGiembl ObuM pa3paboTaHbl Cy(GQHUKCHBIE TEpPEBbs
[31, 32]. IIpeumymecTBo cy(hHHUKCHBIX NEPEBBEB 3aKIIOYACTCS B TOM, YTO
MIOBTOPHI HE YBEJIMYMBAIOT BpeMsl pabOThI 3TOTO AJITOPUTMA, TaK KakK ITOBTO-
psroLMecs: yYacTKU CXJIONBIBAIOTCA B Cy(pHKCHOM nepese. [laHHBINH Mexa-
HU3M paboTaeT KpaifHe ObICTPO TP YCIOBUH OTCYTCTBUS OIIMOOK 1 3aMEH.

CpaBHuTenbpHas Tabimna 1 oTpakaeT OCHOBHBIE CBOMCTBA pacCMOT-
PEHHBIX AITOPUTMOB OMOMH(pOPMATUKH. [[s manpHEHIero uccaeqoBaHus
0TOOpaH MexaHH3M Cy(Q(OUKCHBIX IepeBbEB, KOTOPBIA ONOJHEH Hpesie-
CTBYIOIINM pa30HEHHEM IIOCIIeJOBATEIbHOCTEH Ha MEHbIIHE OJIOKH U1 JIyd-
el paboThl ¢ MyTHPYIOIIUMHU atakamMu. Takoe peleHne n30aBisieT OT BIU-
SIHUSI My TallMOHHBIX BCTaBOK, IIPOITYCKOB M CMEHBI MOPSIIKA KOMaH/I, TaK KakK
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B ClIlydae MyTalUii I03BOJISET IOJHOCTHIO BOCCTAHOBHUTD U3 IIOCIIEIOBATEIIb-
HOCTH OJIHY U3 HanOoJee OJIM3KNX CUTHATYP, HAXOISIIUXCs B 0a3e CUTHATYD.

Ta6mmna 1 — CpaBHeHHE GHOMH(OPMAIIOHHBIX aJITOPHTMOB COOPKH M BEIpaBHHBA-
HHS TeHOMOB ( M — JUTHHA aHATM3UPYEMOro OJI0Ka, N — JJIMHA TeHOMa, k — pa3Mmep
0a3bl FEHOMOB, ¢ — MOIIHOCTb aj()aBUTa FTeHOMOB)
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3. MeToa 00Hapy:KeHUs] MyTHPYIOIHUX aTaK Ha 0a3e cyppuKcHBIX
aepeBbeB. bop — cTpykTypa JaHHBIX AUl XpaHeHust Habopa 3aKoMpoBaH-
HBIX ITOCJIEJ0BATEIbHOCTEH, IPECTABIISIONIAs COOO0 MOBEIICHHOE IEPEBO
¢ cuMBOJIaMH Ha peOpax. CTPOKH HOTydJaroTCs! MOCIEI0BATEIbHON 3aIIHCHI0
BCEX CHMBOJIOB, XPAHSIIUXCS HA pedpax MEXIy KOpPHEM M TEPMHUHAIBHOU
BepmHOH. Pasmep Oopa MHHEHHO 3aBUCHT OT CyMMBI JUTHH BeeX CTpok. [To-
HCK B OOpYy 3aHMMaET BpeMsl, TPOMOPIHOHAIBHOE JArHe 00pasita [33].

PaccmoTpum 6op, comepaaluii HEKOTOpbIil Habop C10B S, ..., S, . Ko-
JIMYECTBO BEPUIIMH 0Opa MOXKET JOCTHraTb CyYMMapHOH JUIMHBI CIIOB
|31| +..+ |Sk | . J1ns coxpartiieHnst KomuecTBa BEpIINH PACCMOTPHUM TaKylo Iie-
NOYKY BepIIMH Oopa, YTO M3 KaKIOH BEpIIMHBI MCXOAUT E€IMHCTBEHHOE

pedpo B clienyIonyto, 1 COXMEM TaKylo IIETOYKY B OHO pedpo, a BMECTO
OYKBBI HAIMIIIEM HAa HEM BCIO MOCIIECAOBATEIBLHOCTh OYKB ¢ pedep, KOTOphIe
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MBI 3aMEHIIH. JTa II0CIe0BATEIBHOCTh OYKB SIBISIETCS TIOJCTPOKOM HEKO-
TOpPOH CTPOKH §; U3 HaOopa, IOITOMY 3aluIIeM Ha pedpe TONBKO HOMEp
CTPOKH, @ TAKKe HAYalo U KOHEI[ COOTBETCTBYoLIeil moacTpoku. Cxarue
BCEX CTPOK B OOpe MO3BOISIET MOCTPOUTH CIKATHINA GOp — KOPHEBOE JIEPEBO,
Ha KakI0M pedpe KOTOPOro HalKCaHa HEIycTasi CTpOKa, 00JIaIaromniee ciie-
nyromumu cBoiictBamu [33]:

— HU 13 KaKO#l BEpILIHHBI HE BRIXOIT [Ba pebpa, CTPOKHU ISl KOTOPBIX
HAYMHAIOTCS HA OJVH U TOT JK& CHMBOJT,

— €CJIM BEPILHHA HE SIBISICTCS KOPHEM HITH JIUCTOM JIePEBa, U3 HEe BbI-
XOJIUT HE MEHee JBYX pedep.

KonuuectBo Bepmmu B cxxaroMm Gope cocrasimsier O(K), roe k — ko-

JUYECTBO CTPOK B Habope. CyMMapHOEe KOJIUYECTBO BEPIIMH HE MPEBOCXO-
qut 2k . Cxaterit 6op 3anuMaer O(K) maMsTH, 0HAKO IS OTIEpaIuii C HUM

HEOO0XOIUMO SIBHO XpaHUTH BCE CTPOKHU Si , IOOTOMY IIO0 IIaMsATH aHAJIOTHY-

HBII BEIMTPHIII HE JOCTHTAETCS.
CyddukcHoe epeBo CTPOKH S — CXKATHINA 00p, TOCTPOCHHEIH Ha BCEX

cybdukcax s. Takoir 6op 3aHUMAET O(|S|) namsati. OJHAKO SBHOE XpaHe-

HHE BceX cy(PpUKCOB 1Mo OTAENLHOCTH He TpeOyeTCs: OHHM BCE MPUCYTCTBYIOT
B CTPOKE S . DTO 3HAYUT, 4TO cyPdUKCHOE AepeBO MO3BOJISIET OTBETUTH HA
3aIPOChI «SIBIJISIETCS JIM CTPOKa t cy(h(PUKCOM S » U «SBJISIETCS JIU CTpOKa t

npepuKcom cypukca, T eCTb MOJCTPOKOH S » 3a BpeMs O(|t|) . Taxoxe oHO

TIO3BOJISICT MOJTYYHUTh CIICAYIOUTYI0 HH(POPMAIIHIO O CTPOKE S M ee MOACTPO-
Kax:

— KOJIMYECTBO PA3TMYHBIX MOJCTPOK CTPOKH S. Ecnu crycTUThCS B
cy(dUKCHOM JepeBe MO MyTH, COOTBETCTBYIOIIEMY MOACTPOKE, MBI OKa-
Kemcs 100 B BepIInHE, THOO0 mocepenHe pedpa (To ecTh OyIeT mpoiacHa
TOJIEKO YacTh IMOJCTPOKH, COOTBETCTBYIOIIEH pedpy). KommuecTBo pasnuy-
HBIX TIOJICTPOK S PABHO KOJMYCCTBY PA3IMYHBIX MO3UIMN BHYTPH cydukc-
HOTO JiepeBa, WINM CyMME JUIMH HOJACTPOK, HallMCAaHHBIX Ha peOpax, Iuioc
OJI1H (TI0JI0KEHHE B KOPHE — ITyCTast MOACTPOKa);

—UIMHY HauOoJbIiero obiiero mnpedukca IS IBYX MOJICTPOK
ctpoku S. O0uieMy npeHuKcy ABYyX CTPOK COOTBETCTBYET OOIIMiI y4acTok
JBYX MyTel, MAYIIUX OT KOPHS;

— JIeKCHKOTpadrueckuii mopsanok cydhdukcor crpokus. O6xox cyd-
(DUKCHOTO JIepeBa, KOTOPBIN B KAXKI0# BEpIIUHE MepeOUpaeT UCXOASIIUe pe-
Opa B JeKCHKOTrpapIecKoM MOPSAKE TIEPBOTO CHMBOIIA pedpa, mepedupaet
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MO3HIIUH B JIEpEBE B MOPsIKe Bo3pacTanusi ctpok. OTcro/ia ciaeayeT, uTo 1o-
pAmoK 06x01a MUCThEB (TIO3UINA, COOTBETCTBYIOMHUX Cy(ddrkcam) ecTh ux
JIeKCUKOTpadHIecKas COPTHPOBKA.

HesiBHoe cyddurcHOE AepeBO CTPOKH S — JIEPEBO, MOIYyUYSHHOE U3
cyddukcHoro nepeBa S$ ynajseHHEM BceX BXOXKICHUH TEPMHUHAIBHOTO
cumBona $ u3 MeTok pebep nepeBa, yaaJeHueM Moclie IToro pebep 6e3 Me-
TOK Y 3aTeM yJaJeHHeM BEPIIMH, UMEIOIIUX MEHBIIIE IBYX MOTOMKOB. HesiB-
Hoe cy(dukcHoe nepeso mpedukca S[1..i] crpoku s nmomyuaercs anaio-

rHYHO U3 cyduKCHOTO NepeBa s S[l...i]$ yaajieHneM cuMBoioB $ | ayr

U BEpIIHUH.

HesHOe cyddukcHOe aepeBo s MOO0H CTpOKH S OyAeT UMETh
MEHBIIIE JIUCTHEB, YeM Cy(HHHUKCHOE JepeBO st CTPOKH S$, B TOM U TOJIBKO
TOM CIIy4ae, €CIIi XOTs ObI OiH U3 Cy(Hh(HUKCOB S SBIAETCS IPEPHUKCOM IPY-
roro cybdukca. TepmuHansusiii cumBon $ m06aBieH K S Kak pa3 BO u3be-
JKaHKe 3TON cuTyaluu. Ecii s 3akaH4MBaeTCsi CHMBOJIOM, KOTOPBIH OOJTbIIe
HUTAE B S HE TOSBIAETCS, TO HEeABHOE Ccy((HUKCHOE NepeBo i s Oyaer
UMETh JIMCT JUIsl Kaxaoro cyddukca u, ciienoBaresibHO, OyIeT HACTOSIIUM
cy(hGUKCHBIM JIepeBOM.

Xots HesiBHOE Cy(D(DUKCHOE IEPEBO MOXKET UMETh JIUCThS HE ISl BCEX
cy(ddUKCOB, B HEM 3aKOANPOBAHBI BCE CY(PPHUKCHI S — KOKIBIH MPOU3HO-
CUTCS CHUMBOJIAMH KaKOTO-THOO IyTH OT KOPHS 3TOTO HESBHOTO cy(ddukc-
Horo aepeBa. OJHAKO €ciM TOT MyTh HEe KOHYAeTCs JIUCTOM, TO He Oyner
Mapkepa, 0003HavaroIIero Kouel mytd. TakuM o0pa3om, HesiBHBIE CyhduKc-
HBIC IEPEBbs CaMH 110 ceOe HeMH(DOPMATHBHBI.

O06o6ueHHoe cydduxcHoe nepeBo Habopa CTpoK S;...S, — cyd-

(dukcHOe nepeBo, coaeprkaiee Bce cyhHUKCh Kaka10i u3 n cTpok. I1pu mo-
CTPOSHHH TaKOT0 JIepeBa KaX/ask CTpOKa JIOJKHA JIOTIOIHATHCS YHUKaIbHBIM
CHMBOJIOM Mapkepa BHe andaButa (MM CTPOKOH), 4TOOBI TapaHTHPOBATH,
4yTo cyQduKc HE SBISETCS MOJACTPOKON JAPYroro W MPENCTaBIeH YHHKAJb-
HBIM KOHEUYHBIM Y3JIOM.

Junst peanu3anny MOCTABICHHON 3alaull BBISBJICHHS BTOP)KCHUIl Ha
OCHOBe 0a3bl CHTHATYp co3maeTcs obolmeHHoe cypdukcHOEe nepeBo st
CHTHATYyp aTak. B TaHHOM HCClIeOBaHUH 32 OCHOBY B3ST JITOPHTM Y KKO-
HEHa IMOCTPOEHU 0000meHHOTO CY(h(HUKCHOTO AepeBa 1 00eCeunBaIOIIHN
npuemieMy0 cnokHocth [33]. Ba3oBbIl anroput™ MOCIEAOBATEIBHO
cTpouT cydduKcHOe aepeBo Ui BCeX IPe(pHUKCOB HCXOIHOTO TEKCTa
S=sS,...5, . Ha i -om mare HesiBHOe cyddurcHOe nepeBo 7;_; JUIs npe-

¢uxca S[l...i—l] JocTpauBaercs 10 7; Ut npeduxca S[l...i]. Jnsa storo

Informatics and Automation. 2021. Vol. 20 No. 4. ISSN 2713-3192 (print) 829
ISSN 2713-3206 (online) www.ia.spcras.ru



NHPOPMALIMOHHAA BE3OMNACHOCTb

JUIsl Kaxaoro cyddukca moacrpoku S[l...i —1] BBIMOJIHSIOT CITyCK U3 KOPHSI
ZepeBa 10 KOHIa cypduKca U JOMUCHIBAIOT CUMBOI S;. AJTTOPHTM COCTOHUT
U3 N ITAIOB, HA KAXKIOM HX KOTOPBIX MPOUCXOAUT MPOJICHUE BCeX CYDPHK-

COB TEKymIero mpeukca CTPOKH, YTO TpeOyeT O(nz) Bpemenu. OOmias

acumnToTHka anroputma — O(n?).

[Tycth xa 0003Ha4YaeT MPOM3BOIBHYIO CTPOKY, TAE€ X — €€ NEepBBIN
CHMBOJ, @ 0, — OCTaBIIasAcs (BO3MOXKHO ITycTast) HoAcTpoka. Ecnu nmst BHyT-
pEeHHEN BEpUIMHBI V C MyTEBOHM METKOM Xo CYHIECTBYET Apyras BeplIUHA

$(V) ¢ myTeBoii MeTKOH o, TO ccblika u3 v B S(V) HasbiBaercs Cydukc-

HOW ccplIKoH. [lnist mo00i BHYTpeHHEH BepIIMHEI v Cy(h(UKCHOTO JepeBa

cyuiecTByer cy(h(hUKCHas CCBUTKA, BEAYIIasi B HEKOTOPYIO BHYTPEHHIOIO Bep-

mmHy U (mpuMmep paboTsl cyGHUKCHBIX CCBUIOK IpescTaBieH B [34]).
PaccmoTpum npuMenenne cyQ@uKCHBIX cchuIOK. I1ycTh TONBKO UTO

6611 mpozieH cydouxe S| j..i—1] no cydduxca [ j..i]. Teneps ¢ momo-
IIBI0 OCTPOCHHBIX CY(POUKCHBIX CCHUIOK MOXHO HaiiTh KoHel cyddurca
s[j +1..i —1] B cy(huKCHOM JiepeBe, YTOObI MPOUIUTH ero 10 cy(hdukca
s[j+1..i]. Jlns sToro npoxoast BBepx 1o AepeBy 10 Gnwkaiileii BHyTpeH-
Heil BEPIIMHBI V, B KOTOPYIO BEET IyThb S| j...r].

VY BepimHBI vV Bcerga ecTh cyp@HKCHAs CChbUIKA, BeayIias K Bep-
LIMHE U, KOTOPO# cooTBeTcTBYyeT myTh S| j+1..r]. Jlanee or Bepumub! u
ceyeT mpoiiTn BHU3 10 JiepeBy K KoHILy cydduxca S| j+1..i—1] u mpo-
s ero 1o cyddukca S| j+1..i]. Ipusrom noxcrpoxa S| j+1..i—1] ss-

nsieTcsi cypUKCOM MOJCTPOKH S[ Jod —1]. CrenoBarenbsHO, TIOCIIE TIepexo/1a

mo cypQHUKCHOI cChUTKE B BEpIIMHY, MOMEYECHHYIO IYTEBOW METKOH
S[j+1...l’] , MOXHO JOWTH 1O MecTa, KOTOPOMY COOTBETCTBYET METKa

s[r +1..i —l], CpaBHHBas HE CHMBOIIBI Ha pedpax, a JHIIb JTHHY pedpa 1o

[IEPBOMY CHMBOJIY pacCMaTpUBAaEMOM 4acTH MOJACTPOKHU U JIJIMHY CAMOM 3TOM
MIOJICTPOKH.

B nponecce nocrpoenus cyhhUKCHOroO aepeBa yxe IOCTPOSHHBIE
cy(dUKCHBIE CCHUTKM HUKAK He H3MEHsIoTCsl. [ToaToMy paccMoTpuM mocTpo-
eHne cy(GUKCHBIX CCBIIOK VIS CO3MaHHBIX BEPIIMH. Bo3pMeM HOBYIO BHYT-
PEHHIOIO BEPIIMHY V, KOTOpas OblIa CO3/1aHa B pe3yJIbTaTe NpOoUIeHUs cyd-

duxca S| j..i—1]. Bmecto Toro, 4roGbl HCKaTh, KyAa NOIKHA yKa3blBaTb
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cyhduKcHas CChIIKA BEPLIMHBI V, TPOXO/IS Iy Th 0 KOPHS JepeBa, MPOTUM
crenyromyi cyhpuxc S[ j+1.i —l]. B 3TOT MOMEHT MOXXHO NPOCTaBUTH

cy(dOUKCHYIO CCBUIKY JUIst BepinHbl v. OHa Oyner yka3slBaTh 100 Ha Cy-
LICCTBYIOIIYIO BEPLIMHY, €CIH CICAYIOUHA cy(hPHKC 3aKOHUYMICS B HEH,
100 Ha HOBYIO cO3JaHHYyI0. TakuMm o0pa3oM, A BEpIIMHBL V TOYHO
HaleTcsl Ha CIIeIyIOIIEM Iare alropuTMa BHYTPEHHSS BEPIIMHA, B KOTO-
PYIO IOJDKHA BECTH Cy(QHKCHAsI CCBUIKA.

Iy6usoii d (V) BepUIMHEL V SIBISETCSI YUCII0 pebep Ha ITyTH OT KOPHS
1o BepmuHEL. [Ipu nepexonae mo cyppuKCHOI cehlTKe ITyOnHAa YMEHBIIAeTCS
He Oosee yeM Ha enuHUIY. YHCIO mepexooB mo pedpaM BHYTpH (a3bl i —

0 (I) B Havane kaxa0i ¢as3pl BEIIOIHACTCS TOJIBKO OAWH CITyCK OT KOPHS,

a 3aTeM HCIIONB3YIOTCS Iepexonsl mo cypdukcHbM ccbiikaM. [lepexomos
BHYTpH (pazbl anropurma — O(i). ®aza anroputMa COCTOHT U3 | UTEpaLuii,

U KyMYJSITHBHO MTOJTy4aeM, 4To Ha OJIHO# uteparuu Oyet Boimoanero O (1)
JecTBuil. ACUMITOTHKA yITy4llleHHOro aaroputma — O (n2 )

Jlst manmpHEHTIIeH ONTHMHU3AITNN AITopuT™Ma 10 ypoBHS O ( n) npeana-

raeTcs UCIOJb30BATh JTUHEHHOE KOJIMYCSCTBO MaMsITH. METKY KaKIoro pedpa
OyZeM cCOXpaHATh KaK JBa YHCIIa — MO3HIIUHU €€ CaMOT0 JICBOTO U CaMOT0 ITpa-
BOT'O CHMBOJIOB B UICXOJTHOM TeKcTe. Ecii B Kakol-TO MOMEHT paboTHI ajro-
pHUTMa CO3/IaH JIUCT ¢ METKOH | (st cy(h(hrrca, HAUMHAIOIIETOCS B MO3UIIMN
i CTPOKH S ), OH OCTaHETCS JIUCTOM BO BCEX IMOCIIEIOBATEIBHBIX JAEPEBHIX,
CO3JJaHHBIX AIrOpUTMOM. ECITH MPpaBuIiio MpoyieHUs] IPUMEHSIETCS B TIPOJIOI-
ke cy(QuKca, HAYMHAIOIIETO B TO3UIMM j, OHO XK€ U OyIeT mpuMme-

HSITHCS BO BCEX JalibHENIIMX mpogosnkerusx (ot j+1 1o i) 1o kouua ¢assl
anroputMa. CieoBaTeNbHO, B KaXI0# (asze i anroputM pabortaer ¢ cyd-
¢ukcamu u3 auanaszona j...K, K<i Bmecro muamasona 1....

ANTOpUTM TO3BOJISIET OOHAPYKUBATH C MTOMOMIBI0 CY(D(PUKCHBIX e-
PEBBEB UCKIIFOUHMTEIIBHO TE MOCIEIOBATEIBHOCTH aTakK, TOYHbIE KOIIMH KOTO-
PBIX 3aHECeHBI B 0a3y curHatyp. Myranus aHaIu3UpyeMoH 1oCIe10BaTeNb-
HOCTH KOMaH]Jl, COCTaBIIIOLIMX aTaKy, IPUBEAYT K OIIMOKEe BTOPOTrO poja.
JanHas mpoOseMa penieHa MyTeM pa3OMeHMs II0CIIEAOBaTENbHOCTeH Ha
MCHBIIINEC 6J'IOKI/I, 4gTo H36aBHHeT OT BJIMAHUA MYTAllMOHHBIX BCTAaBOK, ITPO-
IIYCKOB M CMEHBI MOpsAKa KOMaH/, TaK KaKk B Cllydyae MyTaluil MO3BOJISIET
BOCCTaHABIIMBATh U3 IIOCIEA0BATEIBHOCTH OHY U3 Hauboiee OIU3KUX CHUT-
HaTyp, HaXOJSIIIMXCS B 0a3e curHaryp.
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O003HAYNM  aHANM3HPYEMYIO TIIOCIIEAOBATEILHOCTh KOMAaHI
a=CyCyCqs...Cyn, a m3BectHbIe CHrHaATYphL C = Cy 1C ,C 5...Co s
¢, =C.,C. ,C
TOP aTaKU U3 U3BECTHOI'O MHOXKECTBA aTaK pa30MBaeTCs Ha IePECEeKAIOIIHecs
6moxu anuHOM K. Ha mosyueHHBIX yuacTKax CTPOUTCs CyPPUKCHOE IepeBo.

C Cn =Cepp1Ce 2Cen3---C . Kaxnpiii Bek-

c2,1~¢cp,2~¢cp,3 " ~cg,np! © N Cmym

Hust otoro ouepennyio curnarypy ¢ =Cg ,Cq ,C. 5...Cq o pasnennm Ha
O6mokn  mmmeel K Ce1Cq2---Cq i C2Cq 3---Cq kats

Coinik Coimiysy - -Co o M IOOABHM TIOJTYYCHHBIC ITOATIOCIEA0BATEILHOCTH

B UMeroIeecs cyQpQUKCHOE IepeBo.

[Ipu cpaBHEHMH MOCTYNHUBIIEH MOCIENOBATEIILHOCTH 8 C CUTHATY-
paMH, IO KOTOPBIM YK€ MOCTPOEHO CY(QdUKCHOE IepeBo, ee aHaJOTHYHO
pazobbem Ha Omoku TuHOM K, mocie dero mpoBemeM IOMCK KayKIOTrO OT-
JeNbHOro 0J0Ka B Cy((UKCHOM JIepeBe M BBIYMCIHAM OO COBIAJCHUM.
Ecnu sTa nons npeBblaeT yCTaHOBIEHHOE IIOPOTOBOE 3HAYEHHE, TO ITOCIIe-
JIOBaTEIBHOCTh a OTHeceM K arake. OOydeHHe NTOTOBOTO ajropuTMa CBO-
JIMTCS K MOAOOPY ONTHMAIBHOTO 3HAYCHHS THHBI K 1 mopora cpabaTbiBa-
HUSL.

Paccmotpum mpumMep paboTHI mpeiokeHHoro anroputMa. I1ycTs B
6a3e cUTHATYp 33/1aHbI CIEAYIOIINe Ia0JIOHBI aTakK:

(1) open, read, open, write, execute, connect, write, write, connect, execute;
(2) execute, execute, connect, open, write, execute, connect, open, read, write.

[MocTpoum cyddukcHoe nepeBo Ha OOKax, BBIICICHHBIX U3 3aJlaH-
HBIX curHatyp npu K =3 (puc. 2, KoMaHIsI 0003HAYEHBI MTEPBBIM CHMBO-
JIOM):

open, read, open; read, open, write; open, write, execute; write, execute, connect; ex-
ecute, connect, write; connect, write, write; write, write, connect; write, connect, exe-
cute.

Pazo0peM Ha O6JI0KH BTOPYIO CHTHATYPY M J00aBHM X B Cy(pPuKCcHOE
nepeBo (puc. 3):

execute, execute, connect; execute, connect, open; connect, open, write; open, write,
execute; write, execute, connect; execute, connect, open; connect, open, read; open,
read, write.
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Puc. 3. Cydduxcroe nepeBo, 1OMOITHEHHOE BTOPEIM BEKTOPOM aTak

IIpoananusupyeM cienyronryro NOCTYMHUBIIYIO OCIE0BATEIbHOCTh
Ha CXOXKECTh OTHOCUTEIILHO 0a3bl CUTHATYP:

connect, open, write, execute, connect, write, open, write, execute, connect.
Pa3o0beM maHHbBII BEKTOP HA OJIOKH TO# ke JTHHBI K = 3

connect, open, write; open, write, execute; write, execute, connect; execute, connect,
write; connect, write, open; write, open, write; open, write, execute; write, execute,
connect.

Towuck B cyddurcHOM nepeBe mokassiBaet, uto 6 u3 8 611008 (75%)
colepkarcs B IepeBe. YUacTKU connect, write, open u write, open, write B iepeBe

He comepxkarcs. [Ipu mopore 70% MOCTYNMBIINIA BEKTOp OIpPENENeH Kak
araxa.
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4. JxcnepuMeHTATbHOE MCCJIeA0BaHue. 3a1ada SKCIIePHUMEHTab-
HOM OLIEHKU CO3JaHHOTO METO/1a — OIIEHKA YPOBHS OIIMOOK U PECYPCHBIX 3a-
TpaT aaropuTMa Mpu paboTe Ha TECTOBBIX HabOpax AaHHBIX. J[ist uccaenoBa-
HHUI B CETCBOM pEXHMME UCIIOJIb30BaH TeCTOBhIH Habop manusix KDD Cup
1999 [35], npeacTaBsoHii COO0M pa3MeUeHHbIH JaTaceT MOCIeI0BaTEb-
HOCTEH CEeTeBBIX MaKeTOB. VICI0Mb30BaHbI HAOOPHI TSI CIICAYIOIINX CETEBBIX
arak: back dos; multihop r2l; satan probe; buffer_overflow u2r; neptune dos; smurf dos;
ftp_write r2l; nmap probe; spy r2l; guess_passwd r2l; perl u2r; teardrop dos; imap r2l; phf r2l;
warezclient r2l; ipsweep proe; pod dos; warezmaster r2l; land dos; portsweep probe; loadmod-
ule u2r; rootkit u2r). MicnpITaTenbHblid cTeH 1 pa3BepHyT Ha miatdopme Intel Core
i7,32 T'6, SSD 1 T6, onepanunonnas cucrema MS Windows 10. Anroputm
BEIBJIICHUS BTOpXKEHHH Ha 0a3e Cy((UKCHBIX NepeBbEB pealn30BaH Ha
si3pike C.

I'paduk 3aBUCHMOCTH YPOBHS OIIMOOK IPH OOHApY)KEHHH aTak OT
pa3mepa 6a3bl CHTHATYp TIPEICTABICH HA PUCYHKe 5 (IpuUBeneH puMep st
mapaMeTpoB: pasmep 6ioka k =4, mopor cpabarsiBanus — 80%.). C poctom
pa3Mepa 0a3bl CUTHATYP HE3HAYHTEIBHO, B MpeeiiaX JACCATHIX JTOJCH Mmpo-
[ICHTA, YBEIMYUBACTCS BEPOSTHOCTH ONMIHUOKK NIEPBOTO POJIa, HE MPEBHIIIAK0-
mast 1%. BeposTHOCTh OmmMOOK BTOPOTO poja MPH 3TOM COKpPAIIAeTCs 10
yposas 0,08.

=~ OumbKa nepBoro poaa - A Oumbka BTOporo poaa
I CrTes
I
30 TN
.,
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Al “
N
\
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& 20 .
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.
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“eeea
N . —_— N i, ]
500 1500 2500 3500 7500 13500

KOoIHYecTBO CHIHATYp, ILT.

Puc. 5. Ouenka ypoBus omun6ok anropurma (K = 4, mopor — 80%)

YpoBeHb pecypcozaTpar CyGOHUKCHOTO anropuT™Ma B 3aBHCHMOCTH OT
pa3Mepa 6a3bl CHTHATYp MPEICTaBIIeH Ha pUCYHKaX 6 1 7.
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== Bpems IIpoBepKH 1000 rocsie0BaTelbHOCTeH
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Puc. 6. OnieHka BpeMEHHBIX 3aTpaT Ha MMPOBEPKY
U TIOCTpOeHHE CY(PPHUKCHOTO AepeBa

1500
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1500

Puc. 7. Ouenka o6beMa maMsTH I XpaHeHus cypQuKCHOro fepeBa

Bpewms, 3aTpaunBaeMoe Ha IPOBEPKY MOCIIEIOBATEILHOCTEH, 1 00beM
HaMsITH, 3aHUMaeMbIi Cy((UKCHBIM JI€peBOM, cl1ab0 MEHSIOTCS C HaIloJIHe-
HUEeM 0a3bl CHTHATYD, YTO OIPEICNIICTCS OrpaHHUCHHON TyOHHO# Cy(-
(PMKCHOTO JiepeBa, B KOTOPOM IPOM3BOANTCS ITOUCK, U JIETEPMUHUPOBAHHO-

CTbIO NIEPEXOJI0B BHYTPH J€pPEBa.
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Bpems noctpoenus cyGppuKCHOro aepeBa MMEET HMOYTH JIMHEHHYIO
3aBUCHMOCTh OT Pa3MEPOB AAHHBIX, HA KOTOPBIX JEPEBO CTPOUTCSI, YTO MOA-
TBEPIK/JIAET TEOPETUIECKHUE OIICHKHU alITOPUTMA, IPUBEIeHHbIE paHee. [1oBTo-
pEeHHUE OJTHUX H TEX YK€ HIEMEHTOB BEKTOPOB U UX OJIOKOB BHYTpPHU 0a3bl CHT-
HaTyp Mo3BOJIIET CyPPHUKCHOMY AepeBy KOMIIAKTHO XPaHHUTh JaHHbIE U (-
(DEeKTHBHO UCIIOIB30BaTh PECYPC MaMITH.

YpoBeHb OMINOOK BTOPOTO POAa B 3aBUCHMOCTH OT JIOJIH MyTUPYEMOH
YacTH aHAIN3UPYEMBIX BEKTOPOB IIPUBE/IEH Ha pHCyHKe 8 aist 6a3bl curHa-
Typ pazmepoMm 13500 3ammceit g Tecroporo Habopa KDD Cup 1999 ¢ uc-
KYCCTBEHHBIM BHECEHHEM MyTaluii (1uamna3zon goinu myrtanuii — 0...30%).

20

-
tn

OmmbKa BTOpOro poaa, %
—-
(=]

0 10 20 30
MyTaums, %
Puc. 8. Bausinue MyTanuii Ha ypoBEHb OIIHOOK alrOPUTMa

Jlnist nanpHeNIero yirydieHus anroputMa ObuT MPOBECH PS MOJTH-
(uKanmii, BCIeCTBHE KOTOPHIX TOYHOCTh OOHAPYKEHHS aTaK yBEJINIEHa /10
95% mipn ypoBre MyTaumi 10%. MoandunnupoBaHHbIH anropuT™M OTINYa-
eTcsl o CBOEH A(PPEKTHBHOCTA OT MCXOIHOTO, KOMOMHHUPYS IBE CHCTEMBI
JIepEeBHEB, TOCTPOEHHBIE HA CUTHATYpax aHOMaJIbHOTO 1 HOPMaJILHOTO TIOBE-
nenust. Mcnonp3yercs BTopoe cypduKkcHOe AepeBo, TOCTPOSHHOE Ha H3BECT-
HBIX MAa0JOHAX HOPMAJBHBIX (HE COAEpIKAIINX aTaKy) MOCIeI0BATEIbHO-
creil. Ha atame mpoBepky, ake €cli IpoBepseMas IMOCIeI0BaTeIbHOCTh
MMEeT BHICOKHME ITOKA3aTelI COBIAICHHU 110 IEpBOMY Cy(h(HUKCHOMY JIepEBY,
HOCTPOSHHOMY 10 CHTHATypaM aTaK, OHa He MICHTU(QHULUPYETCS KaK araka
JI0 TeX I10p, NoKa K03 PUIMEHT COBMAaJICHUs CO BTOPBIM J€PEBOM HE IPEBbI-
CHT OIIpEJIeIICHHBIH 1Opor, 3aaHHbIi Ul BTOPOTo JiepeBa. Tak, HarpuMmep,
1o moaudukamuu npu K = 3, mopore ais epBoro aepesa 65%, mopore s
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Broporo aepesa 90% oauHOYHOE MEPBOE AEPEBO SBISICTCS HU3KOI(P(HEKTHB-
HBIM, TaK KaK BBULy HU3KOTO II0pPOra CHCTEMa OTHOCHT IOJIABIISIOIIEE YUCIIO
BEKTOPOB K aTakaM (OIIMOKH IepBOro poaa — okoso 90%), a npu no0aBJe-
HUHM BTOPOTO JepeBa omubOka cHmxkaercs 10 2%. Ilpu sToM TanmeMm cyd-
(DMKCHBIX JE€PEeBBEB 3aMEIIISIET CKOPOCTH PadOTHI anroputMa B N pas, rue
N — OTHOIIIEHHE KOJIMYECTBA BEKTOPOB HOPMAIILHOTO ITOBEJCHUS K KOJIHYE-
CTBY BEKTOPOB aTak B 00yJaroIieil BHIOOPKe, HO M3-3a HAYaIbHOMN JTHHEHHON
CJIOKHOCTH JTAHHOE 3aMEJICHNE MOYKHO CUNTATh HECYIIECTBEHHBIM.

st cpaBHEeHUs pa3paboTaHHOTO MeToa ¢ TpaauiuoHHbIMu COB nc-
none3oBanuck COB Suricata u Snort. B ycrnoBusix oTCyTCTBHS MyTallMi B
CpaBHHBaeMbIX nocienoBaTenbHOCTSIX COB u pa3zpaboTaHHOE perieHue ae-
MOHCTPHPYIOT WICHTHYHBIE MOKA3aTeIW TOYHOCTH OOHapy)KeHHs aTak. B
Clly4yae paclo3HaBaHHs MyTHPYIOIIUX aTak pa3paboTaHHOE PEIIEHHE COXpa-
HSET YCTOWYMBOCTh K M3MEHEHUSIM B mociieioBatelibHOCTAX. Cy(hdUKCHBIN
ITOPUTM II03BOJISIET MPOITYCKATh HECOBMAAAIONINE JIEMEHTHI, U, Cliel0Ba-
TENBHO, YCOBeplleHCcTBOBaTh curHarypHele COB, npenoctaBuB UM HOBYIO
BO3MOXKHOCTb PacHO3HaBaTh aTaKH, CHTHATYPHl KOTOPBIX SBHO HE CO/Ep-
xarcsi B 0aze curHaryp. [IoMHUMO KOMITaKTHOTO HCIIOJIb30BaHUSI PECYpPCOB
MaMsTH U1l XpaHeHus: OoJbIuX 0a3 CUIHATyp, METO/ OOHApy>KeHUs! BTOP-
KEHUH C TOMOIIBIO CY(HUKCHBIX IEPEeBhEB 00J1a/IacT YHUKAIBHBIM CBOM-
CTBOM — BO3MOXKHOCTBIO JMHAMHUYECKH PacHINpATh 0a3y CUTHATYpP BO BpeMs
paboter COB. CrnoxHocTs 10OaBICHUsI HOBOH BETBH CY((PHUKCHOTO JiepeBa
JIMHEHHO 3aBHCHUT OT JUIMHBI 100aBISEMOTO BEKTOPA, IO3TOMY TaKoe AeH-
CTBHE HE CKa3bIBACTCSI HA NMPOM3BOANTEIHHOCTH U HE TPeOyeT mepe3anucu
Bceit 06a3bl cUTHATYp. DTO MO3BOJISET He3aMeUIUTENbHO agantupoBats COB
K HOBBIM aTakaMm, J00aBIIIEMBIM K 0a3e CTapbIX CUTHATYD.

5. 3akawuyenue. B riccnenoBaHny MpoaHaIU3uPOBAHbI CYIIECTBYIO-
[IMe peleHus: B 00actu OHOMH(OPMATHKH — AITOPUTMBI COOPKH U COTIO-
CTaBJIGHUsI TEHOMHBIX IOCIIEA0OBaTeNbHOCTEH. PaccMoTpeHa MX NMpHUMeEHH-
MOCTb JJIsl PEICHUs] aKTYaJIbHOH 3a7a4d WACHTH(UKAIUU MYTHPYIOIINX
arak curHatypabiMu COB u BblieneH OnonH(opMannoHHbIH anropuT™ 00-
paboTku mocnenoBarenbHOCTE Ha Oase cypUKCHBIX IepeBbeB, KOTOPHIHA
MO3BOJISIET JOOWTHCS BBICOKOW TOYHOCTH OOHApy’>KeHHS BTOP)KEHMH Ha
ypoBHe coBpeMeHHBIX COB — 6onee 90%, nmpu 3TOM IPEeBOCXOs UX IO 3KO-
HOMHYHOCTH HCIIOJb30BAaHMS ONEPATUBHON MaMsTH, OBICTPOACHCTBUIO U
YCTOWYHMBOCTH K BO3MOKHBIM MyTallMsIM B BEKTOpax arax.

Jnist ymydineHus mokasaresieil TOUHOCTH HMPOBEZICH Pl MoanguKa-
Uil pa3paboTaHHOTrO ajaroputMa Ha 0aze Cy(pQHUKCHBIX JEpPEeBbEB, BCIE-
CTBHE KOTOPBIX TOYHOCTh OOHApYXKEHHs aTak yBenwdeHa 10 95% mnpu
YpOBHE MyTaluii B Iociea0BaTenbHOCTH 10 10%.
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JlanpHeimume ucciieJoBaHusl HampaBieHbl Ha agamnTaiuio pa3pado-

TaHHOTO AJTOPUTMA AJIsI MAJIOMOIIHBIX BEIYMCIIUTENILHBIX YCTPONHCTB U pea-
nu3anuio A MaTepHera Bemed curHatypHoit COB Ha Gase mpeioskeH-
HOT'O PELICHUS.

Pa3paboTanHasi TeXHOIOTHSI OOHAPY)KEHHSI MyTUPYIOLIHUX aTak C Io-

MoIeio cyhdukcHbIx nepeBbeB 1 COB, HCIOMB3YIOIINE €0, MOTYT TPUME-
HATBCS 11 OOHAPYKECHUS BTOPKCHUH KaK B KIIACCHYCCKIX KOMITBIOTEPHBIX
CETSIX, TAK U B COBPEMEHHBIX PEKOH(PHUTYPHPYEMBIX CETEBBIX HHPPACTPYKTY-
pax ¢ orpanudeHHbIME pecypcamu (MHTepHeT Bemiel, cetTn kubephusuue-
CKUX 00BEKTOB, CEHCOPHEIE CETH).
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Abstract. The functionality of any system can be represented as a set of commands that lead
to a change in the state of the system. The intrusion detection problem for signature-based
intrusion detection systems is equivalent to matching the sequences of operational commands
executed by the protected system to known attack signatures. VVarious mutations in attack vectors
(including replacing commands with equivalent ones, rearranging the commands and their
blocks, adding garbage and empty commands into the sequence) reduce the effectiveness and
accuracy of the intrusion detection. The article analyzes the existing solutions in the field of
bioinformatics and considers their applicability for solving the problem of identifying
polymorphic attacks by signature-based intrusion detection systems. A new approach to the
detection of polymorphic attacks based on the suffix tree technology applied in the assembly and
verification of the similarity of genomic sequences is discussed. The use of bioinformatics
technology allows us to achieve high accuracy of intrusion detection at the level of modern
intrusion detection systems (more than 0.90), while surpassing them in terms of cost-
effectiveness of storage resources, speed and readiness to changes in attack vectors. To improve
the accuracy indicators, a number of modifications of the developed algorithm have been carried
out, as a result of which the accuracy of detecting attacks increased by up to 0.95 with the level
of mutations in the sequence up to 10%. The developed approach can be used for intrusion
detection both in conventional computer networks and in modern reconfigurable network
infrastructures with limited resources (Internet of Things, networks of cyber-physical objects,
wireless sensor networks).
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CHARACTERISTIC FUNCTIONS, ARTIFICIAL NEURAL
NETWORKS AND VISUAL ANALYSIS

Chevalier Y., Fenzl F., Kolomeets M., Rieke R., Chechulin A., Krauss C. Cyberattack detection
in vehicles using characteristic functions, artificial neural networks and visual analysis.

Abstract. The connectivity of autonomous vehicles induces new attack surfaces and thus
the demand for sophisticated cybersecurity management. Thus, it is important to ensure that
in-vehicle network monitoring includes the ability to accurately detect intrusive behavior and
analyze cyberattacks from vehicle data and vehicle logs in a privacy-friendly manner. For this
purpose, we describe and evaluate a method that utilizes characteristic functions and compare
it with an approach based on artificial neural networks. Visual analysis of the respective event
streams complements the evaluation. Although the characteristic functions method is an order of
magnitude faster, the accuracy of the results obtained is at least comparable to those obtained
with the artificial neural network. Thus, this method is an interesting option for implementation in
in-vehicle embedded systems. An important aspect for the usage of the analysis methods within a
cybersecurity framework is the explainability of the detection results.

Keywords: controller area network security, intrusion detection, anomaly detection, machine
learning, automotive security, security monitoring.

1. Introduction. Information technology (IT) security and data
protection are essential for the Internet of Vehicles [1]. Due to a strong
connectivity of vehicles and the dependency on external information sources
and services, the attack surface increases for intelligent autonomous vehicles.
This is exacerbated by the increasing complexity of modern vehicles with
more than 100 electronic control units (ECUs) and more than 100 million
lines of code. Thus, vulnerabilities in software are highly likely that could be
exploited by a potential attacker. However, it is imperative that an attacker
cannot influence safety-critical systems. But it has already been demonstrated
in [2] how an attacker can remotely take over ECUs to influence steering and
braking. It is therefore very important to improve the security of in-vehicle
networks, and as long as there are no effective means to prevent certain
attacks, methods should be in place to automatically detect them and respond
accordingly. The United Nations Economic Commission for Europe (UNECE)
has issued Regulation No. 155, "Cybersecurity and Cybersecurity Management
System- [3], which makes cybersecurity mandatory for the approval of new
vehicle types. One important requirement is that vehicle manufacturers must
implement mechanisms to detect cyberattacks in a privacy-friendly manner.
This includes measures to detect denial-of-service attacks, such as when the

Informatics and Automation. 2021. Vol. 20 No. 4. ISSN 2713-3192 (print) 845
ISSN 2713-3206 (online) www.ia.spcras.ru



NHPOPMALIMOHHAA BE3OMNACHOCTb

Controller Area Network (CAN) bus is flooded or ECUs are crashed by a
high message load, and subsequent recovery. Furthermore measures for the
detection of malicious messages need to be implemented. In principle, the
detection of anomalies in network traffic within a vehicle caused by attackers
could be done remotely by sending all internal traffic to a Security Operation
Center (SOC). However, this would be problematic from a privacy perspective,
it would be inefficient, it would incur high costs, and it might not meet real-time
response requirements.

This paper is based on our own preliminary work presented in [4].
We propose a new method for in-vehicle anomaly detection that satisfies the
following four requirements: (1) the recognition accuracy should be equivalent
to or better than existing IDS systems, (2) the method should be lightweight and
resource efficient so that it can be executed on typical ECUs, (3) no hardware
changes should be necessary and no additional third-party software libraries
should be required (as they may not be available for specific ECUs), and (4)
the anomaly detection results should be explainable in order to make informed
decisions about countermeasures.

To meet these requirements, we propose a logic analysis method that
we compare to an artificial neural network-based method that could likely
be used in embedded systems in vehicles. We aim for better accuracy, faster
and more resource-efficient message characterization, portability to embedded
systems without dependencies on libraries such as Tensorflow, and rule-based
reasoning so that message evaluation results related to anomalies can be traced
back to the responsible rules. We evaluate the proposed method on data sets
of the CAN bus, which is the standard solution for communication between
ECUs in vehicles.

The remainder of this paper is organized as follows: Section 2 gives an
overview on the background and related work. Section 3 introduces data sets
from two different vehicles that have been used to evaluate the proposed method.
Section 4 presents the principles of the characteristic functions method while
Section 5 describes its implementation and the results of various detection
setups. Section 6 describes some results from tests with neural networks in
order to provide a benchmark for our work. Finally, Section 7 concludes this
paper.

2. Background and Related Work. The security of a system can be
improved by reducing its attack surface. In [8, 9], for example, possible
break-in points are listed together with suggestions for countermeasures such
as cryptography, detection of anomalies and ensuring software integrity by
separating critical systems. However, most of the intrusion prevention measures
currently under discussion require hardware changes, which is inconsistent
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with backward compatibility. Therefore, researchers and industry experts
have suggested that in the CAN context intrusion detection should be used
in addition to the established security mechanisms [10, 11]. CAN intrusion
detection methods can be divided into four categories: ECU imitation detection,
specification violation detection, message insertion detection, and sequence
context anomaly detection. The work to recognize ECU imitations like [12,13]
uses in most cases some kind of physical fingerprint through voltage or
time analysis with specific hardware. This work tries to alleviate the general
problems of missing authenticity measures in the CAN bus design and thus
complements the work presented in this paper. Specification violation detection
requires the normal behavior specification to be available, and therefore the
benefit of not generating warnings based on false positives. Specification-based
intrusion detection methods can use specific checks, e.g. for formality, protocol
and data area [14], a certain frequency sensor [15], a number of network-
based detection sensors [16] or specifications of the state machines [17].
Message insertion detection can be based on various technologies, such as
the analysis of time intervals of messages [18] or long short-term memory
(LSTM) [19]. The methods for detecting sequence context anomalies include
process mining [20], hidden Markov models [21,22], a one class Support
Vector Machine (OCSVM) [23], artificial neural networks [24] and detection
of anomalous patterns in a transition matrix [25]. In most cases, the authors of
the above papers have described experiments with a specific method. However,
since the authors use different data sets for their experiments, the results of their
work cannot be directly compared. Comparisons of various machine learning
(ML) algorithms are included in [6,26,27]. OCSVM, Self Organizing Maps,
and LSTM are used in [26] while LSTM, Gated Recurrent Units (GRU) and
Markov models are used in [27]. OCSVM, SVM, sequential neural networks
and LSTM are used in [6]. A detailed overview on intrusion detection systems
for in-vehicle networks can be found in [28].

The method of characteristic functions used here has already proven
in [4] to be much faster and more resource-efficient than artificial neural
network methods. With respect to our previous work presented in [4] which
was using training sets from [5] and [6], we now use improved state-of-art log
files from [7] which have been designed to include sophisticated attack types
which do not disrupt normal timing, and thus would not be detected with a
frequency-based intrusion detection system (IDS).

3. In-Vehicle Attacks and Data Sets. To evaluate our work, we used
the Oak Ridge National Laboratory’s (ORNL) Road data set, which was
originally presented in [7]. The data set is presented in form of a set of text
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files from which 4 meaningful fields can be extracted, that are then mapped in
the structure that is presented in Table 1:

1. Time. Capture time — helps to identify the time sequence of messages.

2. ID. CAN ID, where the lowest ID has a higher channel priority.

3. Payload. p1, . .., ps — 8 bytes with data.

4. Type. Attack label where —1 is attack and 1 is the legal message.

The original data set does not contain ground truth flags for each
message, but metadata files that describe the attack in regards to timing,
content and target ID. For our method we reformatted the messages and marked
each valid message in the log with a 1 and each malicious intrusion message
with a -1. In the exemplary excerpt of a data log in Table 1 you can see that
the first occurrence of a message with arbitration ID 208 is a valid message
sent by the responsible ECU, whereas the second occurrence is a malicious
message introduced by an intruder.

Table 1. Exemplary messages from the ORNL Road data set intrusion scenario
max_speedometer_attack_1

i Time [ 1D p [ PP PP [ p" [ P | p° [ »° | p° | Type
T | 42.0256 | 1533 | 189 | 221 | 253 | 128 | 126 | 255 | 237 | 218 1
2 | 42.0271 | 208 10 | 115 4 100 | 136 5 [ 110 0 1
3 | 420282 | 51 0 6 | 128 0 12| 66| 183 | 208 1
T | 420282 | 263 0 0 0 0 0 0 0 0 I
5 | 42.0282 | 4095 0 0 0 0 0 0 0 0 T
6 | 220282 | 14 32 | 82 | 150 2 8 9 [ 118 | 148 1
7 | 42.0292 | 208 10 | 115 7| 100 | 136 | 255 | 110 0 -1
8 | 420292 | 293 | 144 0] 65| 31 | 64 255 | 163 | 9% 1
9 [ 42.0202 | 1%6 6 | 152 5 7| 16 0 2 [ 100 1

Attacks that are presented in the ORNL data set can be divided into 3
categories:

1. Fuzzing attack — an attacker injects messages with maximum payloads
for many random CAN IDs.

2. Message injection target attack — an attacker inject message with a
specific CAN ID immediately after the legal message appeared. Thus injected
messages are superimposed on legal messages.

3. Message injection target attack with masquerade — this attack is
similar to the previous one, but legitimate messages were removed. So injected
messages replace legal ones.

For a better understanding of what traffic looks like with injected and
legal messages, we present these 3 attacks using radial bar chart visualization
that was originally presented in [29]. Examples of visualization of these 3
attack types are presented in Figure 1, where malicious messages are marked
with red bar color and red bubble. In this visualization, we present attack
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(a) Fuzzing attack (b) Message injection attack (c) Masquerade attack
Fig. 1. Different attack scenarios in ORNL Road data set, where red bars and bubbles
indicate injected messages and grey bars indicate legal messages

influence by radial time intervals, where each CAN ID is represented as a
bar whose height equals the number of messages. Bars consist of arcs that
represent payload — the more messages with the same payload the higher is
the arc. So solid (or almost solid) arcs depict messages with the same payload,
while thin or even transparent (their thickness is less than a pixel) bars depict
messages with big payload variety.

Fuzzing attack is the simplest for detection using visual analytics.
Usually Fuzzy attack is characterized by many CAN IDs with almost empty
bars (see red bubbles in Fig.1a).

For message injection attack there is a pattern in the radial chart —
CAN ID with injection have 2 types of message frequency distribution. The
first distribution that is without injected messages consists of thin arcs with
various payloads. The distribution of injected messages is a solid bar that
indicates a lack of variability of payload. We can see how injected messages are
superimposed on legal ones by the next patterns depicted in Figure 1b:

1. Sharp difference between frequency (orange indicator #1) — the first
part of the bar is very frequent (legal messages) and the second one is not
(injected messages).

2. A part of such bar (legal messages — green indicator #2) has almost
the same number of messages that other bars.

3. Whole bar (legal messages plus injected — purple indicator #3) does
not have the same number of messages that other bars.

For masquerade attack the injection is not clearly detectable by
visualization (see Fig.1c). The bars with injected messages look pretty normal
except (orange indicator #1) sharp difference between frequency where legal
messages have various payload and injected do not. But the (blue indicator #2)
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height of the bar looks normal, as the attacker replaced the legal messages
with malicious ones.

The ORNL data set also contains "Accelerator Attacks"data sets. This
type of attack exploits a vulnerability that puts the ECUs into a compromised
state. Therefore, there are no injected messages, so we do not analyze
"Accelerator Attacks"data sets in this paper.

4. Principles of the Characteristic Functions Method. Before
proceeding to the presentation of characteristic functions, we start by
formalising a generic notion of intrusion detection in Section 4.1, and prove
that this setting is not usable for exhaustive search in practice. We then present
in Section 4.2 criteria that we have considered, and the characteristic functions
in Section 4.3

4.1. Formal setting. To formalize this notion, we need to introduce a
few notations. We let P = [0,255]® be the set of CAN messages payloads,
Z C [0,4095] be the set of CAN messages ID, and B = {_L, T} denote the
respective false and true values. A log of length n is a finite sequence (e;)1<i<n
of elements in Z x P. Let £ be the set of logs. Givenalog L € L and ¢ € Z,
we let 7, (L) be the subsequence of L of elements whose ID is ¢. Given a log
L = (e;)1<ign Of length nand 1 < k < n, we denote L \ k = (€})1<i<n—1
where €] = e; if i < k, and e, = e;;1 otherwise. Le., L \ k is the log L in
which the kth event has been removed. Under the same premisses, we denote
Ly the 10g (ei)1<i<k-

Definition 1. (Evaluation functions) An evaluation function with
memory k, or k-evaluation function, is a function ¢ : (I x P)* — B.

We say that a log L = (e;)1<i<n Of length n is accepted by a k-
evaluation function ¢ if, for all k£ < i < n, we have p(e;_(x—1),...,€;) = T.
Conversely, for each k < i < n such that p(e;_(y—1),...,€;) = L, we say
that the event ¢ is an anomaly.

Let us now define how an evaluation is applied on a log that may contain
anomalies.

Definition 2. (Application of a k-evaluation function) Given a log L
of length n and a k-evaluation function o, the application of ¢ on L at step
k < i < nisdenoted u(p, L,1). It is defined if ¢ accepts L; and when this
is the case, we have:

L, ifi=n+1;
NJ(SO»LaZ) = /,L((,D,L,Z—f—l), if(p(ei*(kfl)f'"ei) =T
M((,O,L\’L,'L), lf@(eif(krfl)v"'aei) =1

The application of v on L is denoted p(p, L) and is equal to u(p, L, 0).
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We call the result of the application of an evaluation function ¢ on a
log L the p-accepted subsequence of the elements of a log L. Elements that
have been eliminated are said to have been rejected by .

The Intrusion detection problem. We let L = {L;};cn be a set of
logs. The intrusion detection computation problem consists in computing a
parameter k and a k-evaluation function ¢, such that, for all L € £, we have
u(er, L) € L. Unsurprisingly, given the generality of the notions introduced,
we have:

Theorem 1. Every k-evaluation function reckognises a regular
language.

Proof (Sketch) Given a k-evaluation function (, we construct a finite
automaton .4, as follows:

— All states are final, and are the elements in the [y, ;. (Z x P

— Letters are all the elements in Z x P;

— There is a transition (ey,...,ex—1) —° (ea,...,ex—_1,€) if, and
Only 1f9 90(617 s €1, 6) = T9
— Forl < k — 1, there is a transition (e, ...,e;) =€ (e1,...,¢€p,¢€);

— The initial state is the state ().

It is clear that .4, accepts a log L if, and only if, A, accepts L.

As a corollary of Theorem 1, since sets of logs L. are not assumed to
be rational, the intrusion detection problem usually does not have a solution.
Beyond this formal impossibility, one can also note that the set of possible
k-evaluation functions, even for k£ = 1, is too large to be computed explicitely.

For practical purposes, one thus has to rely on heuristics to find
evaluation functions that are of practical use to detect intrusion.

4.2. Criteria for relevant evaluation functions. Since it is unlikely
that the possible logs of a non-trivial system form a rational langugage, we aim
at learning a flight envelope for the system under analysis by overapproximating
the set of possible logs of the system with a rational language. Towards this
end we try to compute, given the values occurring in the different fields of the
legitimate messages, what the possible acceptable values are for these fields.
Just as to locate a point in space there is an infinite number of possible basis in
which the coordinates of the point can be expressed, there is in principle an
infinite number of ways of looking at values of the fields and their interactions
one with another.

For this implementation, we have focused on two sources of regularity
in the messages normally exchanged on the CAN bus:

— as a car is an example cyber-physical system, some field values
represent "physical"values, and while their range may encompass the whole
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set of possible values, they are likely to change slowly from one message of a
given ID to the next;

— the ECU communicating over the CAN bus run computer programs,

and those programs are likely to test for the presence of a specific value in
the message, or its membership in a small set of possible values. Legitimate
messages sent on the bus are constructed so as to pass these tests.
These considerations, explored in more details below, led us to consider testing
whether the value of a field stays in a small set, and whether the value of its
differential stays in a similarly small state. The set of all possible tests is the
test space. The tests that are consistently passed by all the messages of a given
ID in a log are considered to be characteristic of that message ID, and the tests
themselves are the characteristic functions.

Methodology. Each log file is read twice. In the first reading, anomalies
are removed from the log file, and the analyzer computes for each message ID
and each field a subset of the characteristics functions so that:

— that subset is small enough;

— each message occurring in the log pass at least one of the test.
When no small subset is available, the analysis of the field is considered to be
inconclusive. During the second read, for each message, the monitor scans each
field for which at least one of the value or differential analysis was conclusive.
Each field is accepted if one of the retained tests on its value succeeds, and is
rejected otherwise. The message is accepted if no field has been rejected.

Methodology on the choice of the test space. The first step consists
in choosing a set of simple tests that are likely to be relevant. The space
of all possible message tests will then be all the possible conjunctions and
disjunctions of these simple tests. We model packets by an ID and a sequence
of bytes, i.e. 256-valued integers. This ID determines a class to which each
packet belongs. We assume that all packets in a given class are similar enough
so that some tests exist that are valid on all messages on the class and are not
vacuous.

In principle the test space encompasses all boolean functions on
messages or sequences of messages. However a succinct analysis already
delineates a few types of tests that may be useful for the analysis of logs:

— some tests are related to the syntactic content of the packet, such as
the presence of a padding constant or the presence of a specific value, denoting
e.g. amore precise type for the packet;

— some tests are computed on the whole packet, such as an error-
correcting code;
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— some tests are domain specific and relate to the possible evolution
of physical data between consecutive packets or the set of possible values of
some data;

— some tests depend on the internal state of the devices, a packet being

acceptable at some point of their execution but not at another point.
For the sake of simplicity we consider in this paper only tests performed
independently on the different fields of messages, as well as on their ID. That is,
we consider only the first and third cases of the preceding list. We are currently
working on implementing the second (whole message tests) and fourth (with
an online process mining algorithm).

Automatic fields. A field is automatic if the device receiving and
accepting this packet tests whether the value of the field is equal to a constant in
its program. It is expected that, if different packets can be sent from one device
to another, at least one automatic field exists so that the receiver can derive
the type of the received packet. The statistical characteristic of such fields
are that they should have only a few legitimate values, and that these values
should have no other detectable relations. However, the difference between
these values can be arbitrary as it is simply a case of a few bits switching value.

There is obviously some arbitrariness in deciding what a few means.
Since the tests performed are not based on any hints from the protocol, we
have arbitrarily decided to define a small set of different values to be the
square root of the total number of possible different values, that is less than
16 values among the 256 possible ones. Tests relevant to automatic fields are
value tests in which we record all the different values occurring in a field
during training. If the number of different values is more than 16, the analysis
is considered to be inconclusive, and no value test is performed on that field for
that message ID during monitoring. Otherwise we verify during monitoring
that the value in that field for a message is among the ones seen during training.
To sum up, value tests are a conjunction, on all fields f, of a disjunction
f=v1 V...V f=uwv, with k < 16, or of the true constant T if more than
16 different values have been encountered.

Physical values. These are values that are assumed to evolve slowly.
For these values we assume a bound on the difference between the value
present in the current packet wrt the value occurring in the last preceding
similar packet. For these fields the analyzer keeps track of the value in the
last accepted message and compares that value with the one in the current
message. As in the case of value tests, these difference tests are performed
during monitoring only if a small (less than 16, again based on a square root
consideration) number of changes have been observed during the training
phase. Re-using the same notation as above, but now denoting f the value
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of a field in the last accepted packet, and f’ its value in the packet under
analysis, difference tests are a conjunction, on all fields f, of a disjunction
(ff=f)=wviV...V(f — f) = v with k < 16, or of the true constant
T if more than 16 different values have been encountered for the difference
between the values for that field between a message and its predecessor.

Random values. There are fields for which no relation was found in the
data set among the ones that were searching for. In the data sets considered, a
post-analysis of the rules has shown that in several cases these fields are often
related with the physical value fields, and that the data conveyed were actually
2-bytes values. The analyzer does not perform any test on these fields, as per
the construction described both the value and the difference tests are reduced
to the T constant for these.

4.3. Characteristic functions. We sum up the presentation above with
the following criteria on a sufficiently good evaluation function ¢:

1. We can forget by relations between the content of different message
IDs defining a log with multiple IDs as the coproduct of logs each restrict to
one single ID ¢, i.e., each log L is assumed equal to ,;,,7 7.(L);

2. The decomposition of each payload into a set of meaningful fields
means that each ¢, can further be decomposed into evaluation functions
specific each field f, i.e., p, = /\fe}l 0o f5

3. To take into account physical values, it suffices to assume that each

@, f 1s a 2-evaluation functions, and that it suffices to consider the difference
between the present value of field and its former value;
A final criterion, not introduced above but that we believe is necessary for
the stability of the learning phase, is to refrain from having forbiden values,
e.g. saying that the value in the field 0 will never be 129. As a heuristic these
criteria can certainly be relaxed, but we have already obtained good results
even though they may seem very restrictive.

In order to define characteristic functions, it suffices now to introduce, for
eachID ¢, asetof fields F,. Each field f € F, isafunction f : {¢} x [0, 255]% —
Z. Also for each field f € F, we introduce two sets of values V, y and D, s
which, according to the above discussion, can either be finite and of cardinal
between 1 and 16, or Z.

Definition 3. (Characteristic functions) A characteristic function for
an ID 1 with a set of fields F, is a 2-evaluation function ¢, (e, €') of the form:

elee)= N V=0 A AV ()= Fe) = o).

feF, veVy feF, veDy
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Finally, the log analysis function is the function ¢ such that
M(‘pv @LinI 7T-L(L)) = @LinI /J/(@L? Uy (L))

Implementation. Characteristic functions, and thus the log analysis
functions they define, have been implemented in C. As a first step, the log is
translated if necessary into a binary file which is then mapped to an array of
structures using mmap call, with each structure representing a packet. Records
in this array are then analyzed independently by two modules, one tracking for
each ID and for each field the number of different values, until the threshold
16 is reached, the other tracking the differences between consecutive values,
again for each ID and for each field of that ID. Each analysis module constructs
a balanced binary tree mapping an ID and a field to the result of the analysis
on this ID for this field. The monitor module then uses this structure to parse
and iterate over another log file to classify each packet as to whether it should
be accepted or not. The complexity of treating each event in this architecture is
O(log|Z]), as we assume the number of fields is bounded, and thus the number
of elements in the balanced binary trees is ©(|Z|). Thus the treatment time for
alog of N events with K different IDs is ©(N - log K'), both for learning and
monitoring.

Memroy footprint. During training the entire log file is virtually available
in memory, and we rely on the operating system to optimize speed and memory
consumption. During the rule evaluation the memory needed by the monitor is
linear to both the number of different IDs and in the number of fields within
the payload. We note however that since each ¢, is a 2-evaluation function,
both the learning and the monitoring can be performed online, with space
requirements of ©(log |Z]).

5. Implementation and Evaluation of the Characteristic Functions
Method. Our characteristic functions method attempts firstly to classify
messages into classes, and secondly to characterize messages in a given
class by the set of rules they are required to pass. The monitor module
only implements tests that are satisfied by all messages in a given class. The
classification tool then outputs the specific rules that are to be used in message
classification for each individual class. This information is provided in a
human-readable format and may potentially be useful in future research as
well.

First, it permits to compute the probability that a random message
satisfies all the tests in the class, and thus allows us to evaluate the robustness
of the monitor against the injection of random messages. Assuming that in a
given class there are n fields classified as automatic and m fields classified
as physical, and that tests on fields all accept the maximum of 16 values, a

random message in that class has a probability (%)"*m = 24 (+m) o be
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Table 2. Intrusion detection results

Scenario CF NN NN’

Measure Fi PPV TPR Fy PPV | TPR Fy PPV TPR
CSA; 1 1 1 1 1 1 0 0 0
CSAy 1 1 1 1 1 1 0 0 0
CSA;3 1 1 1 1 1 1 0 0 0
CSAim 1 1 1 1 1 1 0.999 1 0.999
CSAspm, 1 1 1 1 1 1 0.999 1 0.999
CSAszm 1 1 1 1 1 1 0.999 1 0.999
Fuzz 1 1 1 0.999 0.998 1 0.993 0.994 0.992
Fuzzo 1 1 1 0.996 0.992 1 0.981 0.980 0.983
Fuzzs 1 1 1 0.987 0.975 1 0.974 0.957 0.991
MECTA 1 1 1 0 0 0 0 0 0
MECTA,, 1 1 1 0 0 0 0 0 0
MSA; 1 1 1 1 1 1 0 0 0
MSA> 1 1 1 1 1 1 0 0 0
MSAs 1 1 1 1 1 1 0 0 0
MSAim 1 1 1 1 1 1 0.138 0.989 0.074
MSAzy, 1 1 1 1 1 1 0.466 0.998 0.304
MSAsm, 1 1 1 1 1 1 0.115 0.997 0.061
RLof f1 1 1 1 1 1 1 0 0 0
RLof f2 1 1 1 1 1 1 0.001 1 0.001
RLof f3 1 1 1 1 1 1 0 0 0
RLof fim 1 1 1 1 1 1 0 0 0
RLof fom 1 1 1 1 1 1 0.438 1 0.280
RLof fam 0 1 0 1 1 1 0.556 1 0.385
RLon, 1 1 1 0.990 1 0.980 0 0 0
RLons 1 1 1 1 1 1 0 0 0
RLong 1 1 1 1 1 1 0 0 0
RLonim 0.001 1 0 0.987 1 0.975 0.997 0.995 0.999
RLonam, 0.340 1 0.204 1 1 1 0.994 0.997 0.991
RLonsm, 0.578 0.487 0.712 1 1 1 0.998 0.995 0.999

accepted. This small but non-negligible probability explains the occurrences
of false negatives in Table 2, where evaluation results for this approach are
labelled with cf for characteristic functions.

Scenario: log-file with simulated attacks; Precision (Positive Predictive

Value) PPV = #j};;}: ‘Ije;:;lll? (True Positive Rate) TPR = TPTJF%;
F1 Score : F'1 = 2 % m ) Different classification scenarios are

characteristic functions ( cf or neural networks trained with either the original
ORNL intrusion sets (nn) or randomly introduced intrusion messages (nn?).

Second, given that the rules generated implement simple tests, it is also
in theory possible for a human to better understand the system by looking at
the rules produces, and eventually produce new (and less generic) tests beyond
those described in this paper. A side result of this is that it is also quite easy to
build a fake traffic that will be accepted by a monitor once we know its rules.

Third, it permits to focus further classification work on classes for which
only a few fields are tested. For example, some poorly classified messages
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seem to be frames in a more complex Multi-Frame Message (MFM). To handle
this case we plan in future works to implement MFM protocol recognition.
Also, and though this is outside of the scope of this paper, a manual analysis
of the rules produced and of the messages in these classes strongly suggests
new test functions, such as counter and checksum detection, to handle these
currently poorly handled cases.

In addition to the discussion above, the results of experiments in Table 2
show next to no false positive classifications. This is further visualized in
Figure 2, where only one column for the characteristic functions method,
here marked as 1logan, can be seen. The evaluation results show that though
arbitrarily selected, the heuristic threshold of 16 is not too high as it does
not classify a field that contains random values into an automatic field, i.e.
no over-fitting has been observed. This however should not be interpreted
as an impossibility for our method to suffer from over-fitting. Especially a
training data set which is too short would tend to produce illegitimate value
tests, e.g. for the fields recording the timestamp of the packet. The high
number of false positives on one intrusion scenario however, shows a behaviour
yet to completely evaluated, where intrusions that alter existing messages
instead of only introducing new messages potentially cause the internal state
of the characteristic functions classifier to reject every message after the first
malicious intrusion message has been classified. In a real-life scenario this
would potentially not be harmful, due to the fact, that an intrusion has to be
detected in order for this to occur.

For a better understanding of the classifier’s errors, we visualized the
number of FP and FN in a form of bar charts that are presented in Figures
2 and 3, so one can see how errors are distributed over different attack
scenarios and classifiers. The logan classifier seen said Figures corresponds
to the characteristic functions approach, whereas nn_orig and nn_fuzzed
correspond to the different training scenarios for the neural network approach,
discussed in Section 6.

We also map classification results in form of radial bar charts where
blue represent TP and TN, red — FP, and orange — FN. The example is presented
in Figure 4. All classification results in form of radial bar charts are available
via the link https://guardeec.github.io/ornl_dataset_vis/visualization.html. You
can select a data set and classifier type to view the corresponding result. The
CAN ID is displayed by clicking on the bar.

As can be seen in Table 2, the results are very encouraging against
the different attacks considered. It is to be noted that using knowledge of the
results and models from the analysis modules, it would potentially be easy to
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Fig. 2. Classification FP errors for different data sets

construct attacks (i.e., introduction of additional malicious messages on the
bus) that follow a pattern that will be accepted by the analyzer.

In addition to the intrusion detection performance we have also evaluated
the number of classified messages per second from all test scenarios, which
averaged at approx. 1700 messages per second. This test was performed on a
Raspberry Pi 3 Model B to test the performance of the classifier on a device
similar to what could be used as an edge node in a vehicle.

6. Baseline Benchmark: Artificial Neural Network. As a benchmark
for the evaluation of our approach we implemented an artificial neural network
approach using the Tensorflow Keras API [30,31]. Neural networks are the
standard for deep learning and can model very complex nonlinear relationships.
A fully connected neural network utilizes a number of layers with each layer
supporting an arbitrary number of neurons. Data is propagated from the input to
the output layer using weighted connections between the neurons of these layers.
Specifically a multilayer perceptron (MLP) based on the Sequential model
from the keras Tensorflow package with two hidden layers of 25 neurons
each was used. This results in a model with ~ 1200 trainable parameters. We
specifically designed the network to perform well on weaker in-vehicle edge
devices. As the activation function for the hidden layers we selected rectified
linear unit (ReLU), which is computationally cheap. In total we trained on the
data set for a learning phase of 20 epochs, with a validation split of 0.2, so 20%
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Fig. 3. Classification FN errors for different data sets

of the input data was used for validation. For the loss function of the model
we decided to use binary cross-entropy, which is based on a classification of
values between 0 and 1 and is best suited for binary classification, as is required
for our training data. In addition to that the Adam [32] optimizer was used.

The data logs are then preprocessed into a structure where for each
message m’ with arbitration ID i and payload p,,,: a input vector (i, Py, Dym—_1: )
with the payload of the previous message with the same ID, is created. With
first message of each ID, where there is no previous payload available, a vector
of zeros is used as payload. The timing of the message is disregarded in this
approach. This structure was selected to make the neural network approach as
comparable to the characteristic functions approach possible, by providing the
same information for the classifying process as in the case with characteristic
functions.

For each of the intrusion scenarios described in Section 3 a separate
model was trained, where scenarios that consist of more than one log file
are merged into one model. For the training only the non modified log files
from the ORNL road data set were used, due to the fact that the masquerade
intrusions alter the structure of the log and can potentially impede training.

To improve our evaluation using neural networks we have designed two
different evaluation scenarios. One scenario utilizes the original data logs for
training data, while the other uses artificially generated intrusion messages,
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Fig. 4. Classification errors mapped on radial bar chart: blue — TP and TN, red — FP,
orange — FN

based on the original intrusions and introduced with a normal distribution
over the course of the complete log file. This does not alter the content of
the intrusion messages introduced and figuratively represents the case that in
real operation the attack is known but the context of the attack is not. Both
scenarios have been additionally trained on a version of their respective log
files, where all intrusion messages have been deleted in an attempt to improve
the classification of normal driving behaviour and minimize the number of
false positive classification.

In total six models were trained per evaluation scenario, namely CSA
(correlated signal attack), Fuzz (fuzzing attack), MECTA (max engine coolant
temp attack), MSA (max speedometer attack), RLoff (reverse light off attack)
and RLon (reverse light on attack).

The results are shown in Table 2, where the evaluation scenario using
original log files is annotated with nn and the scenario using artificially
generated messages with nn’.

As expected the results for the nn scenario are in most scenarios near
perfect, except for the MECTA intrusion scenario, which contained too few
intrusion messages for reliable training. In most other scenarios all introduced
intrusion messages were classified correctly as intrusions, as indicated by a
value of 1 in the T PR,,,, column. For the fuzzing attacks a below a 1 value
in the PPV, column indicates the occurrence of false positive values in
classification, a close observation here shows misclassification here happens
mostly at the beginning of the log, where a zero value vector was used in the
input vector for the message, as described above.
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The results for the training with artificially introduced intrusion data,
which can shown in the nn’ column of Table 2, are more diverse. The
classifier models have shown that often for intrusion scenarios, where additional
messages were introduced to obfuscate the normal behaviour, the classification
performance of the models trained on artificially placed intrusion is zero or
close to zero. This shows that the context of the messages, most importantly
the previous message is decisive for correct classification. For the masquerade
scenarios of each intrusion, many of the introduced and modified messages
were classified correctly. A high positive predictive value here shows that
the number of false positive classifications is close to zero, whereas the true
positive rate varies significantly with different log files. These scenarios show,
that despite the low classification rates on the non-masquerade versions of the
logs, the models are able to detect derivations from normal behaviour in the
log files.

The results here highlight the complexity of the intrusion scenarios from
the ORNL Road data set. The nn’ model evaluation signifies that even if the
message structure of an intrusion scenario is known, the correct classification
is non-trivial.

To provide a better performance comparison to the CF approach not
only in terms of classification accuracy, but also in regards to time performance
we have also run all evaluations on a Raspberry Pi 3 Model B for the ANN
classifier. On this relatively low-performance device the ANN was only able to
evaluate an average of 150 messages per second, which is less than a tenth of
the performance shown by the CF classifier.

7. Conclusion. We have seen in previous work [6] that artificial neural
network approaches to anomaly detection deliver good results but that it is
hard to implement this kind of detection in-vehicle because of restrictions
with respect to on-board resources of typical ECUs used in vehicular systems.
Thus, we have started to analyze logs using a bind and branch approach that
was very accurate but lacked robustness. From this experience we built a log
analyzer in C that focused on payload bytes having either a small set of different
values or a small set of possible changes. We have evaluated this characteristic
functions approach on state-of-the-art CAN bus intrusion data from real-life
intrusion scenarios and obtained results that are significantly more robust and
accurate in comparison to a standard implementation of an artificial neural
network classifier. The evaluations regarding the time performance of both
approaches have also shown a significant margin between both approaches
with characteristic functions being able to evaluate ten times more messages
with the same time compared to even relatively small artificial neural network.
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The approach has shown to classify small derivation from standard
behaviour in log files well without the occurrence of false positive classifications,
which is an important trait for the integration in a real automotive environment.
As an extension of our work in [4], we have shown here that even timing
opaque attacks from the sophisticated ORNL data set which do not disrupt
normal timing nor CAN ID distributions can be found with our method.

We will work in the near future on refining the analysis to guess the
functions employed by the devices to test whether the packet shall be accepted.
We plan to extend our approach to CAN with flexible data-rate (CAN-FD)
which is an extension of the original CAN bus protocol with higher bandwidth.
Furthermore, we work on a hybrid method where artificial neural networks are
used offline to improve the rules of a rule-based in-vehicle IDS.
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®.B. KPACHOB, U1.C. CMA3HEBUY, E.H. BACKAKOBA
OINTUMM3BALIMOHHBIN noaxoJ1 K BIbOPY METO10OB
OBHAPYXXEHHUS AHOMAJIN B OJHOPOJHBIX
TEKCTOBBIX KOJUIEKIIUAX

Kpacnos @.B., Cmasnesuy 1U.C., Backakosa E.H. ONTHMH3aMOHHBIN MOAX0/ K BLIOOPY Me-
TOJ0B 00HAPYKEHHsI AaHOMAJINIi B 0JHOPOTHBIX TEKCTOBBIX KOLIEKIUAX.

AnHoTanus. PaccmatpuBaetcs 3amaua 0OHapy>KEHUSI aHOMAIBHBIX JOKYMEHTOB B TEKCTO-
BBIX KOJUIEKIMsIX. CyIIecTBYIONMNE METOAB! BBISIBICHHSI aHOMAINH He YHHBEPCAIBHBI U HE I10-
Ka3bIBAIOT CTAOWIbHBIH Pe3y/IbTaT Ha pa3HbIX HA0Opax JaHHbBIX. TOYHOCTH PE3yJIbTATOB 3aBUCHT
OT BBIOOpA IMAapaMeTPOB Ha KaKIOM M3 IIAaroB alropuTMa, U Ui PasHBIX KOJJIEKLMH ONTH-
MaJbHBI pa3iIMYHbIe HaOOpH! mapaMeTpoB. He Bce U3 cyIIecTBYIONMX alrOPUTMOB OOHApyKe-
HHS aHOMaJIHi 3 HEKTHBHO PabOTAIOT C TEKCTOBBIMU JAHHBIMH, BEKTOPHOE IIPEACTABICHHUE KO-
TOPBIX XapaKTepU3yeTcst OONBIION Pa3MEPHOCTHIO IIPH CHIIBHOW Pa3peKeHHOCTH.

3amaya MoycKa aHOMAJHIT paccMaTpHUBAeTCs B CIEAYIOIIeH IIOCTaHOBKE: TpeOyeTcs mpoBe-
PHTH HOBBIH JOKYMEHT, 3arpy>KaeMblii B IPHKIAJHYIO HHTEIUICKTYaIbHY0 HH(POPMALUOHHYIO
cucremy (ITMUC), Ha cOOTBETCTBUE XPAHSLIECHCS B HEH OJJHOPOJHON KOJUICKIIMH JIOKYMEHTOB.
B IINHNC, 06pabaThIBaroIUX IOPUIMIECKH 3HAUNMBbIe JOKYMEHTHI, HA METOJbI OOHAPYKEHUS
AHOMAJIMH HAKJIAJIbIBAIOTCS CICAYIOIINE OIPaHHYCHHUS: BBICOKAs TOYHOCTb, BBIYHUCIIHMTENbHAS
3G PEKTUBHOCTD, BOCIIPOU3BOIMMOCTD PE3YJIBTATOB, a TAKXKE 00BICHUMOCTh perieHus. Mccine-
IYIOTCS METOJIbI, YIOBJICTBOPSIONINE THM yCIIOBHSM.

B paboTte n3ydaercsi BO3MOXKHOCTh OLICHKH TEKCTOBBIX TOKYMEHTOB I10 IIIKaje aHOMAJIbHO-
CTU IIyTeM BHEAPEHHUs B KOJUICKI[HIO 3aBEZOMO HHOPOJHOTO JoKyMeHTa. IIpenoikena cTpate-
rusi OOHApYXCHUsI B JOKYMEHTE HOBH3HBEI II0 OTHOLICHHIO K KOJUICKIUH, HPEIIIOJararornas
000CHOBaHHBI MOA00pP METOJOB U MapaMeTpoB. [Ioka3aHo, Kak Ha TOYHOCTh PELICHUS BIUSIET
BBIOOP BapHaHTOB BEKTOPH3AllUH, IPUHIIUIIOB TOKCHH3AIlUH, METOJ0B CHIDKEHHS Pa3MEPHOCTH
1 [TapaMeTPOB AJITOPUTMOB ITOMCKA aHOMAIHIL.

DKCIEepUMEHT MPOBEJICH Ha IBYX OJJHOPOHBIX KOJUICKI[HIX HOPMATHBHO-TEXHHYECKHX J10-
KyMEHTOB: CTaHIapTOB B OTHOLICHUH HH(OPMAIMOHHBIX TEXHOIOTHH U B cdepe JKeTe3HbIX J0-
por. Mcrons30BaInch HOIXOMBL: BRIYMCICHIE HHICKCA aHOMAIBHOCTH KaK PACCTOSHUS X eJUTHH-
repa MeXIy paclpeaesiCHUIMH OJIM30CTH JOKYMEHTOB K IIEHTPY KOJUICKIMU H K HHOPOIHOMY
JOKYMEHTY; ONTHMH3AIMs aITOPUTMOB ITIOUCKA AHOMAJIUH B 3aBHCHMOCTH OT METOI0B BEKTOPH-
3alliM ¥ CHI)KEHHS Pa3sMEpHOCTH. BEeKTOpHOE MPOCTPaHCTBO CTPOMIIOCH C TIOMOIIBIO Tpeodpa-
3oBanust TF-IDF u Ttemarmueckoro mopemupoBaHus ARTM. TecTupoBaiuch aaropuTMbl
Isolation Forest (u3onmupytomwmii nec), Local Outlier Factor (;iokanbshblii pakTop BeiOpoca), One-
Class SVM (BapuaHT METO/Ia OIIOPHBIX BEKTOPOB).

DKCIepUMEHT MOATBEPAT 3P (HEKTHBHOCTD MPEITIOKEHHON ONTUMHU3ALMOHHON CTPAaTEr I
JUISL OTIpEeZieNIeHHs MOAXOJIIEro MeToaa OOHApY)KeHHUs aHOMAlHi A7 3aZaHHOH TeKCTOBOM
KoJuIeKuy. [Ipy moucke aHOMAaNIUK B paMKaX TeMaTHIECKOH KIaCcTepH3aluy IOPHINIECKH 3Ha-
YHMBbIX JIOKYMEHTOB 3()()eKTHBEH METOJ] M30MIHpyIolero seca. [Ipu BekTopu3almu JOKyMEHTOB
o TF-IDF nenecooOpa3Ho noxo0pars ONTUMAIbHbIE HAapaMETPhI CIIOBAPS M UCIIOIb30BATH Me-
TOJ] OIIOPHBIX BEKTOPOB C COOTBETCTBYIOMIEH (yHKIMel mpeoOpa3oBaHus IPU3HAKOBOTO IIPO-
CTpaHCTBA.

KiioueBble €J10Ba: BHIABICHHE aHOMAJUi, BBIABICHHE HOBHU3HBI, BBIIBICHUE BHIOPOCOB,
OJTHOPOJHEIE TEKCTOBBIE KOJUICKIMHY, YMEHBIICHUE Pa3MEPHOCTH Pa3peKeHHBIX MPOCTPAHCTB,
TeMaTH4YecKoe MOJCINPOBaHHE.
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1. BBegenne. AiropuT™ BBISIBICHNS] aHOMAJIMH B TEKCTOBBIX JaHHBIX
MOJKET BBICTYIATh B KAYECTBE OJHOI0 U3 KOMIIOHEHTOB PEIIEHHs BO MHOTHX
NPUKIIAJHBIX 33aa4axX. B MOJTHOTEKCTOBOM MOMCKE NMPH PaHXUPOBAHUH IO-
MCKOBOM BBIIa4M MOXKHO YYHTHIBATH KOJIMYECTBO HOBOI MH]opManuu, co-
JlepKalleiicss B HaliJeHHbIX NOKyMeHTax. [Ipu pacrpeneneHuy BXOOAILUX
oOpalleHHH 10 OT/IeNaM MM SKCIIEPTaM I10JIE3HO BBISBIIATH 3asIBKH, KOTOPBIE
HE MOTYT OBITh HHUKEM 00paboTaHbI - HAPUMEp, IIOTOMY YTO OTIIPABJIEHBI
KaK CIlaM WX 1o omuOke. B mporecce Temarnyeckoil pyOpuKay MaccuBa
JIOKyMEHTOB HEOOX0ANMO ITOMeYaTh TOKYMEHTBI, KOTOPBIC HE BIIMCHIBAIOTCS
HU B OJIHY M3 CYHIECTBYIOIIUX TeM. Kpome Toro, BBIIBICHUE aHOMAIIUN B
KOJUIEKIUAX BayKHO AJIS MOAJEPKAHUSA UX OJHOPOIHOCTH, BAMSAIOLIEH Ha Ka-
YECTBO PELICHHS IPH BBIJIENICHNH (aKTOB, TONCKE IIPOTHBOPEUNH U B IPYyTUX
33/1a4aX MHTEIUIEKTYalIbHOTO AHAIN3a TEKCTA.

Jnis MpUKIagHBIX WHTEUIEKTYyaJbHBIX WH()OPMAIMOHHBIX CHCTEM
(ITMUC) HEeoOX0oANMBI TOYHBIE METOJIBI OOHAPYKEHUSI aHOMANNH, TTOKa3bI-
BAlOIIME BBICOKYIO 3(D()eKTHBHOCTh Ha TEKCTOBBIX JOKYMEHTaX, KOTOpbIE
MIPEACTABIISIOTCS. IPOCTPAHCTBOM IPU3HAKOB BBHICOKOH pa3MEpPHOCTH B 00b-
€/IMHSIIOTCS B KOJUIEKIIMH OOJIBIINX pa3MepoB.

AHOManM B TEKCTOBBIX JaHHBIX TpeOyeTcs oOHapy)XMBaTh Ha pas-
HBIX YPOBHSX, B 3aBUCHMOCTH OT PaKTHYECKOW 3aa4un: Ha ypoBHE TeM [1],
Ha YpOBHE JOKyMEHTOB [2], Ha ypOBHE NpeUIoKeHNH [3] 1 B HEKOTOPHIX
Cllydasx Ha ypoBHeE cJOB (Hampumep, B pabote [4] kaKk pe3yJibTaT IMOHCKa
aHOMAJIMH BBIIBIISIIOTCS HOBBIC 3HAUCHHUS cIOB). EcTh u oOpaTHas 3amaya -
HUAEHTH(UIMPOBATH B TOTOKE TEKCTOBBIX IAHHBIX T€ JJIEMEHTHI (JOKyMEHTHI,
oOparmieHns, cooOmeH ), KOTOpbIE He NOOaBIAIOT HOBOH HMH(MOpMAIMU K
YK€ HAKOIUIEHHOM 10 TaHHOM Teme [5].

Paccmorpum dopmanbHOe ornpeeseHne HeCOOTBETCTBUSI HOBOT'O JI0-
KyMEHTa JJOKyMEHTaM UCXOJHOU KOJUTeKIUH. JloyCTHM, YTO KOJUIEKIHs 00-
nmagaer pacnpenencHueM P mo mpusnakam p;. Torma HOBEIH JOKyMeHT d

MOXET NpUHaIeKaTh 1160 P, mubo apyromy pacnpenenenuio Q , 1 BO BTO-
POM cily4yae OH SIBJISIeTCS aHOMAJIBHBIM (OTJINYaeTcst HoBU3HOI). [Ipu aToM 0
CTeIICHH aHOMaNbHOCTH JIOKyMeHTa ropoput Bemudnta D(P,Q), xapakre-
pU3YIOLIas pacxoxkaeHne MeX Iy pactpenenerusmu P u Q .

B cityuae ¢ TekcTamMu st KaXI0To TOKYMEHTa KOJUIEKIMH CO30aeTCst

Ix
BEKTOPHOE MPEJICTAaBIEHNE B ITpocTpaHcTBe P € R Wi , TIe |W|— HaTypaJib-

HOe yrcito. YacTHBIM CJIydacM SIBJIACTCSA 3HAYCHUE I\N , PaBHOE€ KOJIMYECTBY
YHHUKAJIBHBIX CJIOB B KOJUJICKINH, OAHAKO |W| MOYET OBbITh MEHbIIIC — €CJIH B

PE3YNbTATE CHUKCHUA PA3MEPHOCTU MOJYYAOTCA IIJIOTHBIE BEKTOpaA, WA
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GoJTbIITe — KOT/Ia B KAY€CTBE TEPMOB PACCMATPHBAIOTCA N-rpammbl. JIist KoJI-
D
nekiun 13 |D|I0KyMEHTOB CO31a€TCsi BEKTOPHOE MPOCTPAHCTBO RIPHWI,

Z[J'IH Z[O6aBJ'I$ICMOFO JOKYMCHTAa d Tak:ke MOKET OBITh MOJIYYy4€HO BEKTOPHOC
M|

1x
NpEeACTAaBICHUE — B IMPOCTPAHCTBE P € R . I[06aBHeHI/Ie HOBOT'O IOKY-

MEHTa B KOJUIEKIHIO MOXKET II0-pa3HOMY HOBJIMSATH Ha M3MEHEHHUE IIPOCTPaH-
CTBa KOJUIEKLIMU B 3aBUCHUMOCTH OT TOTO, KaK CTPOUTCSI BEKTOP HOBOTO 3JIe-
MEHTa — 00y4as MOJIeJIb 3aHOBO (TIOJTHOCTHIO OOHOBJIAS MaTPHUIy Ha OCHOBE
M3MEHHUBIIETrOCs CJI0OBapsl KOJUIEKINH) JINOO0 AoCTpanBasi Mozeib (popMupys
BEKTOp HOBOT'O IOKYMEHTa Ha OCHOBE UCXOIHOTO cioBapsi). B mepBom ciry-
4ae CIIOBaph JOMONHSCTCS: W| — ’W UW/|; Bo BTOpoM ocraetcs Oe3 n3mMeHe-

HUH: ‘W‘_)‘W"

PaccmorpuMm monpoGHee, 9To moapazyMeBaeTcs Mo 0OHapyKeHHEM
agoManuu. Pe3ympTaToM paboOTHl anropuTMa 1mo oOHapyKEHHIO aHOMAIIUi
(HEBa)XHO, HOBU3HBI WU BBIOPOCOB) SIBJISIETCS BEKTOP I[J'II/IHLIlDl, COCTOSI-

H_[I/Iﬁ 13 pallMOHAJIBHBIX YUCEII, XapaKTCPUIYIOIHUX CTCIICHb aHOMAJIbHOCTHU
KaXJI0Tro JOKYMCHTA. B omucanusax AJITOPUTMOB 3TH pallMOHAJIBHBIC YK CJIa
Ha3bIBAIOTCS O-PA3HOMY: CTEIIEHBIO MIIM HHIEKCOM aHOMAIIBHOCTH [6], cko-
PHHIOM JH00 (aKTOPOM aHOMAIBHOCTU (MPEHMYIIECTBEHHO B aHIJIOS3bIY-
HbIX paborax) [7] umu decision-dynkimeit [8]. AHOMATBHBIMH CUHTAIOTCSI
9JIEMEHTBI, HHJIEKC aHOMaJIbHOCTH KOTOPBIX MPEBBIIIAET 33aHHOE MOPOro-
BOE 3HauCHHUE (MM OKa3bIBAETCs HIKE €Tr0), THOO K TAKOBBIM OTHOCHUTCS He-
KOTOPOE YHCIIO 3JEMEHTOB ¢ HaHOONBIINM (WM HAMMEHBIINM) WHIEKCOM
AQHOMAaJIbHOCTH.

OOGHapy>kKeHHe aHOMAaJIMi MOXKHO YCIIOBHO Pa3JICINTh Ha JIBE 3a/1a4H:
obOHapyxeHne BBIOpocoB (outlier detection) m oOHapyXeHHE HOBH3HBI
(novelty detection). OGHapyXeHHE BEIOPOCOB IMOIpa3yMeBacT aHAIN3 KOJI-
JICKOUU C LECJIBI0 BBIABJICHUA HECTAHAAPTHBIX JOKYMCHTOB CPE/IU BCEX UME-
oIuxcs. 3aga4a 0OHapy>KeHUsI HOBU3HBI IIPEAIOJIaraeT OLeHKY HOBOTO J10-
KyMEHTa U SIBIISICTCSl aKTyaJIbHOM JJIsl OJTHOPOJIHOM KOJUIEKIIMH, COOpaHHON
10 OJIHOMY WJIM HECKOJIbKUM KpPHUTEpHSM: NpeaMeTHas o0iacTh, KaHp U
CTWJIb TEKCTa, Ha3HaueHKHEe HH(POPMAIMU U CIIOcOo0 ee MPUMEHEHHS, CXOIHas
CTPYKTYpa HOKYMEHTOB. IIpMepoM Takoi KOJJIEKIHH MOXeT ObITh 0aza
TEeXHUYECKUX 33/1aHHH, [T0J00pKa HOPMAaTHBHO-IIPABOBBIX aKTOB I10 OTIpee-
JIHHOH c(epe NesITeNbHOCTH, JOTOBOPHI WM JIOBEPEHHOCTH OpPTraHHU3aLUH.
B sTom ciydae 3aaua OOHapYKEHHSI HOBU3HBI COCTOUT B CJICIYIOILEM: €CIIH
NOCTYMAONIMA HOBBIH JOKYMEHT «HE COOTBETCTBYET» HaHHOW KOJUICKIIHH,
OH JIOJDKEH OBITh MICHTH(OUIUPOBAH KaK HHOPOIHBII JIEMEHT 0 OTHOILE-
HUIO K Heil. OTHOPOJIHOCTh caMOH KOJUIEKIIUH UMeeT OONbIIoe 3HaYeHHE AT
MIOMCKa aHOMAJILHO HOBBIX JIOKYMEHTOB, IIOCKOJIBKY ITPH HAJTMYUH BEIOPOCOB
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B KOJUIEKIUHM 3HAYEHHE MHIEKCAa aHOMAJIBHOCTH Y JTHX DJIEMEHTOB MOXKET
OKa3aThCs BBIIIE, YEM Y HHOPOJHOTO HOBOTO JOKYMEHTA.

JanHast paboTta mocBsIIeHa 3aa4e 0OHAPy)KEHUsS] HOBU3HBI — BBISIB-
JIEHUS HOBOT'O TEKCTOBOTO JOKYMEHTa KaK MHOPOJHOIO II0 OTHOILEHUIO K 3a-
JaHHOM Komnekuu. Ha pucynke | cxeMaTHYHO TIOKa3aH KapKac HccieloBa-

n 2. Tn ofyscima o
1. Tam 3amaum noucka 3. Meron dopMupoBanus
asomami npH3HAKOR
C npumieemen yunTes
10 A 1louck eidpocon ABTOMATITIECKOE
. Adtropim musnenis < BLIOp LOIYHCIIE IPHSIOD
AHOMAIHIL -
OByuenie Ges yumres
KoncTpynporarne

Obuapy oBuIIL

Merojt anoprnx sexcropan aGopa ipusaon Moueu, "Mentox eion”
v otopi g o TF-IDF
Tlowumimii daxiop Temurmueeros

EL[\S}'M)Ca MOTETHPOBAHTE

CTpaTenm BLISIBJICHHA AHOMAJIHH «"["Dlpflﬁ} T
CeMaHTHKa (word2vec)

B TEKCTOBOH ROJLIECKUHH

HzonsnnoRkeri nec

5. Merpuia cpasucims

pacnpe/enennii

TOJ| CHHKCHHA

Pa3MEpHOCTH

Pacerostne Xeammrepa

Jnncimnie Merojs e B 6. [TapameTpEr I THGaK-
Y looGyuenne monen 7. Meipiia paccrosing i Ampeprenus KynsGaka
Teiituiepa
MEKITY BEKTOPaMH
Tenmaeiinnie MeTomR ARTCHIE Re .
Flobanicrue kexopa npi Jlmamazon n-rpaxma Teperpectiag Hupoins

; caomaps Koennyenas vepa

Pacrmipenne cnoBapsa 1

PeCUET Mol D crosaps
UepecueT MoteLE IO paectonie

Mamorieuekoe
PAcCTOARIE

Puc. 1. Kapkac ucciieioBaHMsI: STanbl pelieHus 3a1a4 00OHapyKEeHHsI aHOMaJIui B
TEKCTOBOH KOJIEKIHH

Perrenue 3agauu mo oOHAPYKCHHUIO aHOMAJIUI COCTOUT U3 HECKOJIb-
KHUX 9TaroB, KaX bl U3 KOTOPHIX JIOMYCKAaeT HECKOJIbKO BAPHAHTOB MOXO-
JIOB WJIA METOJIOB, OT BhIOOpA KOTOPBIX 3aBUCUT UTOrOBas 3(PpPEKTHBHOCTH
Bcero anropurMa. Hymepaiust aTanoB B o0IeM ciiydae COOTBETCTBYET I10-
CJIeIOBATEILHOCTH IIaroB MpHY MOWMCKE aHOMAUN B TEKCTOBOUW KOJUIEKIIMHU.
OpHako npu BEIOOpE OTIPEICIICHHBIX METOIOB HEKOTOPBIE ATAITBI MOTYT OBITH
MPOMYIICHEI, TOT/Ia KaK APYTHE CTAHOBSATCS 00s3aTEIEHBIMU.

Ienp HACTOSIIETO MCCIICAOBAHUS - ONPEACIHTh CTPATETHIO BHIOOpA
ONITUMAITFHBIX METOJIOB U X IApaMETPOB I OOHAPYKEHUS aHOMAIBHOCTH
HOBOTO JOKYMEHTA IT0 OTHOIICHHUIO K CYIIECTBYIOMICH TEKCTOBOI KOJUIEKIINN
C Y4eTOM OTrpaHMYCHHH, HAKIAJbIBAEMBIX MPUKIATHBIMI HH(POPMALINOH-
HBIMH CHCTEMaMH.
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C yd4eToM Kapkaca UCCIIE0BaHUS B KAUECTBE METOIUKH B JAHHOH pa-
00Te MCHONB3YEeTCs] ONTUMU3ALMOHHBIN MOOXOM: ONpeaesieHne (QyHKIHO-
HaJla B IPOCTPAHCTBE CBOOOIHBIX IIAPAMETPOB PA3IMYHBIX CTpaTerui (1emno-
YeK alrOPUTMOB) M TOUCK ONTUMAJIBHOW CTPATETHH.

HoBu3Ha moaxoja cOCTOUT B NPEIIOKEHHOW CTpaTeruy ONTUMH3A-
LUH: METOJIBI ¥ MapaMeTphl MOIOUPAOTCS ISl 331aHHOM KOJUIEKIIMU JIOKY-
MEHTOB, Y ITPY ONTHMH3AINH UCIIOJIB3yeTCst 00paser] aHOMaJIbHOCTH — 3aBe-
JIOMO MHOPOJIHBIH IS KOJUIEKIIMU JOKyMeHT. [lapaMeTpsl anroput™a cunTa-
IOTCSI ONITUMAJIbHBIMH, KOT/Ia MUHIMH3HUPOBAHO YMCIIO HJIEMEHTOB KOJIIEK-
LIUH, 00JIQIAI0IIMX CTENCHBI0 aHOMAJIBHOCTH BBIIIE, YEM Yy HHOPOIHOTO JI0-
KyMEHTa; B CIy4ae OJHOPOIHOHN KOJUIEKIMH IIPH ONTUMAIBHBIX TapaMeTpax
JITOPUTMa HHOPOAHBIN TOKYMEHT 00/1aaeT MaKCHMaJIbHOM CTETIEHBIO aHO-
MaJIbHOCTHU CPEIH BCEX 3JIEMEHTOB KOJUICKIIHH.

Cratbsi COCTOUT U3 BBEJICHUS, 0030pa OCHOBHBIX aJITOPUTMOB ITOHCKA
AQHOMAJIMH JUISl TEKCTOBBIX KOJUIEKIIUI, METOJAUKHU ()OPMUPOBAHUS CTPATETUH
BBISIBJICHUSI aHOMAJIBHO HOBBIX JIOKYMEHTOB, SKCIIEPUMEHTA MO ITOUCKY OIl-
TUMAJBHBIX CTPATETH BBISIBICHNS] aHOMAJIbHO HOBBIX JOKYMEHTOB JJIS IBYX
Ha0OpOB JaHHBIX, ONTCAHHS PE3YJIETATOB H BO3MOXKHOCTEH UX HHXKEHEPHOTO
MIPUMEHEHHSI.

2. O030p. MccrenoBanust Mo anropuTMaM OOHAPYKEHHSI aHOMAJNH
akTUBHO BeayTcs ¢ 1980-x rogos [9]. MeTop! pemenus 3a1a4n NOUCKa aHO-
MaJIM B TEKCTOBBIX KOJUICKIMSIX MOTYT OBITh KIaCCH(UIIMPOBAHbI pa3iny-
HBIM 00pazoM. B pabore [10] moaxos! K BEIIBICHAIO aHOMAITHI JIEIISITCS Ha
JIBE KaTETOpUH: CTATUCTHUYECKIE U HelpoceTeBble. B padore [11] pasnudansie
METO/Ibl aHATTM3UPYIOTCS B TOM YHCIIE C TOYKH 3PEHUS] IPUMEHUMOCTH K TOH
WM MHOU NPUKJIAJHOM 3a/1a4e, OIpenesieMON TUIIOM UCCIIEyEMbIX JaHHBIX
(300paxkeHusl, TEKCThI, METUIIMHCKHE CBE/ICHHs, OAHKOBCKHE TPaH3aKIIHH,
OMpIKEeBBIE CIIENIKU, CTATUCTHKA TeIe()OHHBIX 3BOHKOB U T.1.). s ananusza
TEKCTOBBIX KOJUIEKIIMH MpeJylaraeTcsi NCIOJIb30BaTh TAKUE METOJIBI, KaK MO-
JIeTMPOBAaHHUE Ha OCHOBE CMECH PaCIIpelieNIeHNH, CTaTUCTUUECKOE MPOHIIH-
pOBaHHE C HCIIOJIb30BAHHEM T'HCTOIPaMM, METOJ[ OIOPHBIX BEKTOPOB,
HEHPOHHBIE CETH, KIACTCPHU3ALHIO.

B 0030pHoii cratee [12] paccmaTpuBaercst o0mmas 3a1ada oOHapyxKe-
HUSI HOBH3HBI B KOJUICKIHAX 3JIEMEHTOB 0e3 yueTa gopmara (Tuma JaHHBIX)
9THX JIEMEHTOB, M BBIACISIIOTCS CIICAYIONINE MOIXO/BI K €€ PEIICHHIO: Be-
POSATHOCTHOE OOHApy’>KCHHE AaHOMAJIBHBIX JIEMEHTOB; METOJABI Ha OCHOBE
BBIYHMCIICHUS] PACCTOSHUN B NMPOCTPAHCTBE KOJUIEKIMH; METOMBI CHIDKCHUS
Pa3MEpHOCTH M MOCIEAYIOMEH PEKOHCTPYKIIUK; OOHApyKEHNE aHOMAJIHH C
y4eTOM 3HaHMH O TpeaMeTHO# obiacTu. B [13] aHanu3upyroTcs pasindHbie
acrexThl 0OHapyKEHUsI HOBU3HBI B TIOTOKE JaHHBIX: aBTOHOMHAsI U OHJIai-
HOBas (ha3bl ArOPUTMA, KOJIMYECTBO KJIACCOB, PACCMATPUBAEMBIX Ha KaXKI0M
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¢aze, aHcamMOJIeBbIe METObI CPABHHUBAIOTCS C PEIICHHEM HA OCHOBE EAWH-
CTBEHHOTO KJacCH(HKATOpa, pacCMaTPHBAIOTCS IOAXOIBI K 00ydeHuro (¢
yuuTeneM u 0e3 Hero), a TaKkKe BOMPOCH OOHOBJICHHST MOJIEIN IIPUHSITHS pe-
LIEHUH U ApyTHUE.

C pocToM HHTepeca K HeHpoCceTeBbIM OAX0aM KiIacCH(pHUKAIIUI Me-
TOJIOB OOHApy>KeHUI1 aHOMaJIbHBIX JIEMEHTOB IpeTepIiesia n3MeHeHus. Tak,
aBTOPBI 0030pHOM paboOTHI 3TOTrO TO/a [14] BEIIENSIOT [BE OOMIMPHBIE KaTe-
TOPUU METOJOB IIOWCKAa AHOMAIMH B 3aBUCHMOCTH OT KOX(QUIMEHTOB
HelipocereBoit Momenu (feature map): rirybokue m HerimyOokue (deep u
shallow), oTHOCS K TTOCTIETHUM H T€ METOJIBI, KOTOpPBIC (hOPMAITEHO HE SIBIISI-
IOTCSI HEHPOCETEBBIMH.

CoBpeMeHHbIE METO/IbI OOHAPYKEHUSI AHOMAJIMH B TEKCTOBBIX JaH-
HBIX CTJIKHMBAIOTCS C HECKOJIBKHUMH NTPOOIEMaMH, BKITFOUasi CHIIBHYIO pa3pe-
JKEHHOCTh JIaHHBIX, 3aBUCHMOCTb OT METPUKH PACCTOSHHS MPOCTPAHCTBA
NPU3HAKOB, BOBHUKHOBEHHUE OOJIBIIOTO KOJIMUECTBA KIIACTEPOB, a TAKKE He-
U3BECTHbIE IPU3HAKN aHOMAJIbHBIX AJIEMEHTOB. AKTYaJIbHOCTh TOI MJIM HHOI
Mpo0eMbl 3aBUCHT OT KOHKPETHOW INPHKIaTHON 3ahaud, OIpeneseMoit
OM3HEC-TIPOLIECCOM M 0COOEHHOCTSIMH TEKCTOBOTO KOpITyca.

[MoxHblid anropuT™M oOHAapyKEHHUsI aHOMAJIMI B peaJIbHOM MpHKIIaI-
HOW MH(POPMAIIMOHHOHN CHUCTEME CKJIabIBACTCS U3 ITOCIIEA0BATEIbHOCTH II1a-
TOB, Ha KaKI0M M3 KOTOPBIX pelIaeTcs ONpeesieHHas MoA3aaada 1 J0Iyc-
KaeTcs HECKOJIbKO BapHaHTOB METO/IOB ee perreHus. Ha pucynke 1 mokasana
COBOKYIHOCTb IT0/[33/1a4 ¥ METO/IOB, KOTOpPBIE OBLIIM PACCMOTPEHBI B paMKax
HACTOSIIET0 HCCIICTOBAHUSL.

2.1. Tun 3aga4m: NOUCK BHIOPOCOB WM 00HAPYKEHHE HOBU3HBI.
BONBIIMHCTBO METO/IOB MOWCKA aHOMAIHMH BBIYUCISIIOT (PYHKIMIO OLICHKU
BbIOpoca (outlier score), XapaKTepH3YIOILYIO0 CTeNeHb aHOMABHOCTH KaX-
Joro o0bEeKTa MPOCTPAHCTBA, a TAKXKE ONPENEINSIOT MOPOrOBbIe 3HAYCHUS
9TO OLEHKH [Tl OOHAPYIKEHHUS] MHOPOIHBIX 2JIEMEHTOB Koyuiekuuu. Hanbo-
Jiee IIMPOKO HUCII0JIb3yEeMbIE METO/IbI IOPOrOBOi 00pabOTKKM OCHOBaHbI Ha Ta-
KHX CTaTUCTUYECKHMX JIAaHHBIX, KaK CTAHJapTHOE OTKJIOHEHHE OT CPEIHEro,
Me/MaHHOe a0COIOTHOE OTKJIOHEHHE M MEXKBAPTWIIBHBIHN nuana3oH. K co-
KaJICHUIO, TIPH TIPOBEPKE HOBBIX JIEMEHTOB Ha aHOMAJIbHOCTh MO OTHOIIE-
HUIO K MCXOJHON KOJUICKI[MH TaKas CTATUCTHUKA MOXKET OKa3aThCsl HEOOBEK-
THUBHOM, MCKaXasCh 38 CUET MMEIOUINXCS BHIOPOCOB. MUHNMH3HPOBATh MX
BIIHMSHHUE HA BHIYMCICHNE OLIEHKH aHOMAIBHOCTH MOKHO 3a CUET IpPebsIBIIC-
HUsI IOTIOJTHUTENBHBIX TPEOOBAHMH K KOJJIEKIMU ¥ YTOYHEHHUS yCIOBUH 3a-
JauM: K OOHOPOAHON KOJIEKIUH J0OaBIsI€TCS POBHO OJHMH IOKYMEHT, KOTO-
pBIi aHaNM3UpyeTCs Ha MPEAMET aHOMAIbHOCTH; 3a TOUKY OTCUETa MpHU
OLIEHKE NMPUHHMMAETCsl LEHTP KoJuleKuuH. Takasi ImocTaHOBKa 3ajadd pac-
CMAaTpPUBAETCS B HACTOSIIIEM HUCCIIEJOBAHHH.
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2.2. Tun o0y4yeHMsi: c MPUBJIeYEHHEM yunTe s u 6e3 Hero. /1y 06-
Hapy KEHUs] aHOMAJIMH B TEKCTOBOM KOJUIEKIIMH MOTYT IIPUMEHSTHCSI Pa3HbIE
moaxoabl K O6y‘ICHI/I}O. I[J'[H peuIcHuA 3TOU 3aga4r MOTYT HUCIIOJIb30BATHCA
METOBI ¢ yuuTesieM (supervised) TuOO ¢ YaCTUYHBIM MPHUBIICYCHUEM YUH-
tens (semi-supervised) [1, 15]. BeisiBieHne aHOMaHii B pesxume 0e3 yuu-
Tens Takoke npuMensiercst [16], Oymyun BocTpeOOBaHHBIM B CUTYalUsX, KO-
I7la HEBO3MOKHO COOOIINTH AITOPUTMY IpEAIIojaraeMble XapaKTepUCTUKN
AHOMAJIBHBIX JIOKYMEHTOB HJIM IIPEAOCTAaBUTh UX 00pa3ipl. Kpome Toro, Ta-
KH€ METO/IBI HE TPEOYIOT TPYAOEMKOM pa3MeTKH OOJIBIIOrO KOINIECTBA JIaH-
HBIX HAa OCHOBaHMH 3KCHEPTHHIX 3HaHUH. OHAKO AJIS 3aJa9H ITOUCKA HECO-
OTBETCTBYIOIINX 3JIEMEHTOB B KOJUIEKIIMH OOBEMHBIX TEKCTOBBIX JIOKyMEH-
TOB, KOTOpPasi pacCMaTPHUBAETCs B paMKax JaHHOTO HCCIIEI0BaHMsA, Hanboiee
MOJXOSIT METOABI OOYYEHHUs ¢ YaCTHYHBIM MPUBJICYEHHEM YUHTENs, IO-
CKOJIBKY B PCAJIbHBIX MPUKIIAAHBIX CUCTEMaX HM3BCCTHBI O6HH/I€ XapaKkTepu-
CTHKU «KOPPEKTHBIX» JOKYMEHTOB, U y TIOJIb30BaTEIIeH €CTh ITPEACTaBICHNE
0 TOM, KaKUM€ JOKYMCHTBI TOYHO HE JOJI)KHBI IIOIMAaCTh B KOJUICKIIUIO.

2.3. Ilpunnun ¢opmMupoBanns Habopa npu3HakoB. IIpu noucke
AHOMAJIMH JIOKYMEHTBI PACCMaTPUBAIOTCS KaK OOBEKTHI ¢ HEKOTOPHIM Habo-
POM NpH3HAKOB. BekToph! nMpu3HaKkoB MOTYT (hOPMUPOBATHCSI aBTOMATHYE-
CKH, TIPH ITOCTPOESHUH MOJIENM KOJUICKIINM Ha OCHOBE CTATHCTHYECKUX JaH-
HBIX CJIOBapsi, 100 B pe3yJsibTaTe Ipolecca KOHCTPYHPOBAHMS MPU3HAKOB
(feature engineering) [17], xoraa 1uisi KaXKIOTO U3 JOKYMEHTOB OTPEICIIACTCS
Ha0O0p XapaKTEPUCTHK, KOTOPBIE C TOUKH 3PEHHS IKCIIEPTA SIBIISIOTCSA 3HAYH-
MBIMH IJIS pa3JelIeHus siapa KOJUISKIINY U ee aHoManui. Hanmpumep, Takumun
MIPU3HAKaMU MOT'YT ObITh NMEHOBAHHBIE CYII[HOCTH, KOTOPBIE BCTPEYAIOTCS B
TEKCTE, WK YacTH pedr Kakaoro u3 ciios [18]. IIpu sToM drcaoBbie 3HaYC-
HUS IPU3HAKOB TaKKE MOTYT 6BITI) BBIYHCJICHBI B aBTOMAaTUYCCKOM PEKUME,
B TOM YHCJIC HA OCHOBE CTATHCTHKH CJI0BApPS UIIH XapaKTEPUCTHK rpad)OBOro
npeacTaBieHust TekcToB [19].

[Titoc mepBOro MeTo/ja COCTOUT B €r0 YHUBEPCAIbHOCTH U HE3aBUCH-
MOCTH OT IIPEIMETHOM 00JIaCTH, YTO Ha IIPAKTHKE 03HAYAET IIUPOKYIO chepy
MIPUMEHEHHS aJITOPUTMa M OTCYTCTBHE HEOOXOIMMOCTH CYIIECTBEHHOMH me-
PEHACTPOMKH NMPUKIIaJHON HHPOPMAIMOHHON CHCTEMBI TS KX I0TO 3aKa3-
ynka. K mpenmymecTBam BTOporo cmocoba (opMHpOBaHUS MPU3HAKOB
MOJKHO OTHECTH YMEPEHHYIO BBIYMCIHUTENBHYIO CIIOKHOCTH M BOBMOXXHOCTh
MaKCHMaJIbHOH afanTaliy NOA KOHKPETHYIO MPUKIIAAHYIO 3a/1a4y.

Crenyer OTMETUTb, YTO aBTOMATHYECKOE KOHCTPYHPOBAaHHE TIPH3HA-
KOB 0e3 yueTa cenu(puku o00padaTpiBaeMbIX JaHHBIX IPUMEHHUMO HE BCETa.
Hanpumep, merox COPOD (Copula-Based Outlier Detection) [20], nemon-
CTPUPYIOIIUI Pe3yIbTATUBHOCTh HAa Pa3HOOOPA3HBIX HA0OPAX JTAHHBIX, OIIH-
paercst Ha HaOOp MPHU3HAKOB, cHOPMHUPOBAHHBIA HAa OCHOBAHHMHU KOILYJIBI -
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(GYHKIMHM OT MHOTOMEPHOT'O PAaCIIPEACIICHNS, TI03BOJIAIONIEH OTACIUTD YacT-
HBIE PACHpENENICHNs OT CTPYKTYPbI 3aBHCUMOCTEH JaHHOTO MHOTOMEPHOTO
pacnpenenenus. CynieCTBEHHBIM MPEUMYILECTBOM 3TOTO METOJa SIBIAETCA
OTCYTCTBHE MapaMeTpoB (B OTIMYHE OT APYTHX METOJOB, Te BHIOOp mapa-
METPOB CIIOCOOEH CYIIECTBEHHO MOBIHATH Ha PE3yJIbTaT) U BBICOKAs IPOU3-
BOJIUTEIBHOCTD, B TOM YHCIIE Ha TPOCTPAHCTBAX OONIBIION pasmepHocTH. On1-
HaKo 3asBJIEHHAsl B CTaThe d(PPEKTUBHOCTH METOJa HE Obljla SKCIEPHMEH-
TaJIbHO MTOKAa3aHa €ro aBTOpaMH Ha TEKCTOBBIX KOPIIyCax U HE MOJATBEPIH-
Jach B paMKaxX HAacCTOAIIETO HCCIEIOBaHMS, II03TOMY METO/ OBUT HCKITIOYEH
13 PaCCMOTPEHHUSL.

2.4. MeTtoa mocTpoeHusi BEeKTOPHO# Moaeu. ba3oBbIM BapHaHTOM
aBTOMATHUYECKOTO KOHCTPYHMPOBAaHUS HaOoOpa NPH3HAKOB IS KOJJIEKINHU
TEKCTOBBIX JJOKyMEHTOB SIBIISIETCS] IOCTPOCHUE MX BEKTOPHOTO MPEICTaBIIE-
HUS Ha OCHOBE CTaTHCTUYECKUX XapaKTEPUCTHK CIOBaps KouleKuuu. B oc-
HOBE TaKOTO MpecTaBIeHus JIexuT Mojesb Bag Of Words («Meriok ciioBy,
BoW), B KOTOpOI1 IOPSAIOK CIIOB B UCXOJHBIX TEKCTAaX HE YUUTHIBAETCS.

IIpu 0TCYTCTBUM MIIN HESBHOU BBIPAXKEHHOCTHU COAEPKATENBHOM Clie-
IU(QHUKN KOJJIEKIUH JIOKYMEHTOB IIPOCTPAHCTBO IPHU3HAKOB MOKET OBITH I10-
CTPOEHO C IMOMOUIBIO METOJIOB JUCTPUOYTUBHOIM CEMaHTHKH Ha OCHOBE yiKe
M3BECTHBIX IAHHBIX O paclpeAeleHUH CIIOB B YHHBEPCAIBHBIX SI3BIKOBBIX
Kopmycax (word2vec [21]).

OnHaKo, €cly yYNTHIBaTh OCOOEHHOCTH JICKCHKH JIOKYMEHTOB B paM-
Kax OIpPEeAEICHHON MPUKIATHONW CHCTEMBI, TOYHOCTh PEIICHHUS MOXKET OKa-
3aThCs CYNIECTBEHHO BhImIe. ISl peanu3aniy 3TOro MpeuMyIIecTBa CTPo-
WTCS MaTPHIA TEPM-TOKYMEHT», COJIep Kalllasi BeCa, BEIYHUCIIIEMbIE KaK 3Ha-
yenus pyunxunu TF-IDF.

Eme omgauM croco6om MmocTpoeHHs BEKTOPHON MOJENH TEKCTOBOM
KOJIJIEKIIMY SIBJIETCSI TEMAaTHYEeCKOe MOJENMpoBaHue. B aToM cimywae mms
MIPEICTaBICHUS KOJUIEKI[UH CTPOSATCS ABE MOJIEIH: «TEpM-TEeMay U «TeMa-J0-
KYMEHT», U BEeKTOP KaXKI0TO JOKYMEHTa COAEpKUT Beca TeM. IlmocoM Ta-
KOTO TIPEJICTAaBJICHHS TEKCTOBOW KOJUIEKLUH JUIS OOHApy>KCHUS] aHOMAaIui
SIBJIIETCSI TOPA3/10 MEHBIIAs, 0 CPABHEHHIO C MPEABLAYIUMH JIBYMs CIIOCO-
6amMu, pa3MepHOCTh MMPOCTPAHCTBA MPH3HAKOB, a TaK)Xe Oosee BhICOKast 00b-
SICHUIMOCTB PEIICHHS, YTO BaKHO ITPH pa3pabOTKe MPUKIAIHBIX HH(OpMaIH-
OHHBIX cucTeM. OJHAKO MPOIECC MOCTPOCHHUSI TEMATHYECKOH MOJENH Tpe-
OyeT OOIbIIIe BEIYMCIUTENHFHBIX PECYPCOB U O0JIee TyBCTBUTEICH K BEIOOPY
MapamMeTpoB AJIrOPUTMA.

2.5. MeTpuka cpaBHeHHs1 pacnpejejeHuii. HeooxoauMpIm 3Tarmom
IIPY PEIICHNH 3aJja4y IOMCKAa aHOMAINH B KOJUIEKIUH SIBIISIETCS] BBIOOP MET-
PHUKH aHOMaJIbHOCTH HOBOT'O JIOKyMEHTa (CKOPHUHIOBOM (PYHKIIMH, CKOPHHTa
AQHOMAJIBHOCTH).
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B pemaemoii 3agade BbIYMCIIEHHE CKOPUHTAa aHOMAJIbHOCTH HOBOTO
JOKyMEHTa MOJKET OBITh CAEIaHO Ha OCHOBE CPABHEHHS PACCTOSHHS OT KaX-
JIOTO TOKYMEHTa UCXOJIHOM KOJUIEKIMH 10 JIByX OOBEKTOB: JI0 €€ LIEHTPajb-
HOT'O 2JIEMEHTA U JI0 HOBOro oKyMeHTa. [lonyueHHbIe 1Ba Habopa paccTosi-
HUM MeXIy TOKYMEHTaMH CPAaBHUBAIOTCS MEXAY COOOH ¢ MOMOIIBI0 MET-
PUKU pa3IHyus MEXKAY paclpeleIeHUsIMHU.

B kauecTBe Takoil METPUKH MOTYT OBITH PacCMOTPEHBI, HAIpHMeED,
paccrosiHue XeyuHrepa, ausepreniys Kynpoaka-Jleitbnepa, nepexpectHas
SHTponHA ¥ Apyrue ¢pyHkn. Ha 3ToM sTane pemenns 3a1aau He0OX0ANMO
ogo0patk HanboJIee BHIPA3UTENBbHYI0 METPUKY CPaBHEHHS PACIpeIesICHAI
JUISL TaHHOM KOJUIEKIINH TEKCTOBBIX JOKYMEHTOB, KOTOPAsl M CTAHET Pe3yJIb-
TUPYIOIIEH CKOPHHTOBOM (DyHKIHEH IUIS pacCMaTpUBAEMBIX BXOJHBIX TaH-
HBIX: KOJUIEKIIUH TOKYMEHTOB 1 00pa3iia HHOPOIHOTO JOKyMEHTA.

2.6. [lapameTpsbl ToKeHN3alUH TekcTa. [lpyu mocTpoeHnU BEKTOp-
HOW MOJEJH KOJJIEKIIMA Ha OCHOBE CTATHCTHUKH CIIOBaps BO3MOXKHBI Pa3iiny-
HBbIE BapUaHTHl TOKCHU3AIINH TEKCTa: B Ka4eCTBE TEPMOB MOTYT pacCMaTpHu-
BaThCs YHUTPAMMBI, N-TpaMMBbl, CyOCIIOBapHbIE €AMHMIIBI (JAaCTH CJIOB) pa3-
HOM JUIMHBI TM00 MX KOMOWHAIus. BeIOOp MprUHIMNA TOKEHU3AIMH BIUSET
Ha BBIYMCIUTENBHYIO CIOXKHOCTh alrOPUTMa M OJJHOBPEMEHHO Ha €ro To4-
HOCTb. [IpH 5TOM A1 HEKOTOPBIX NPUKIAIHBIX 3324 JOIMYCTUMO HE IPUBO-
JIMTH CJIOBa K HavyanbHOW (opme. YaaneHnue u3 cioBapst Hanbosiee 4acTo u
HaunboJee pesIko BCTPEUAONIUXCS CJIOB TAKXKE OIIMOHAIBHO, KaK U Jirobas
IpyTas ero (QuiIbTparus.

2.7. MeTpuKa paccTOSTHUSI B BEKTOPHOM MpocTpaHcTBe. B mocTpo-
€HHOM BEKTOPHOM IPOCTPAHCTBE JTOKYMEHTOB KOJUIEKIIMH HEOOXOIUMO 3a-
JaTb METPUKY paCCTOAHUA MEXKTY DJICMCHTAMMU. bauzocts MEXKAY NTOKYMCH-
TaMH B TaKOM IIPEACTABICHUU MOXKET 6BITI) HN3MEPCHA pas3sIMYHbIMU CIIOCO-
6amu, Haubosee 00BSICHUMBIMU CPEAN KOTOPBIX SBISIOTCS MaHXdTTeHCKOe
paccrosiaue, EBKIMI0BO paccTosiHMe U KOocuHycHast mepa. IIpu atom onTu-
MaJIbHOH METPUKOW MPOCTPAHCTBA NMpH paboTe ¢ BEKTOPHBIM NpeE/ICTaBIIe-
HUEM TEKCTOBBIX JIaHHBIX SIBISETCS KOCHMHYCHas Mepa, 4TO, B YaCTHOCTH,
MPOJEMOHCTPUPOBAHO B paboTe [22].

2.8. Cniocod noodyuenusi moaesn. IIpy no6aBiIeHNH B KOJUIEKIIUIO
HOBOTO JIOKYMEHTa, KOTOPBIN JJOJDKEH OBITH OIICHEH Ha MMPEMET aHOMAIBHO-
CTH 110 OTHOIIECHHUIO K JaHHOHM KOJUICKIINH, 7SI HETO HEOOXOANMO MOCTPOUTh
BEKTOp B MMEIOIIEMCS CEMAaHTHYECKOM ITIPOCTpaHCTBE. B ciyuae, ecnm uc-
MOJB3YIOTCA METOJbI AUCTPHUOYTHBHOM CEMAaHTHKH, BEKTOP CO3/4aeTcs IO
TEM K€ MPUHIMIAM, YTO U BCSI MOJENb. ECiU e BCronb3yercst MeTos mo-
crpoenust maTpuilbl kouiekuu o TF-IDF unu ctpoutcs Tematnyeckast Mo-
JIeNlb, TO CYIIECTBYIOT JIBAa BapHaHTa CO3/aHHUsS BEKTOPA Ui HOBOTO JOKY-
MEHTA.
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IepBe1it ctoco6 - mOCTpoeHNE BEKTOpa HOBOTO JOKYMEHTA B HMEIO-
IIeMCsI IPOCTPAHCTBE 0€3 yBENMYEHHsI €ro pa3MepHOCTH. B 3ToM cimydae
CJIOBaph KOJUICKI[MHM HE MEHSETCs, IIOCKOJIbKY HOBBIM JOKYMEHT He o0ora-
nraet ero. Bropoii crioco6 - mepecyer Beeil MoeH ¢ y4eTOM T00aBICHUS B
KOJUIEKIIMIO HOBOT'O JIOKyMEHTa. B 3TOM citydae cioBapb pacummpsieTcs 3a
CUET CJIOB HOBOTO JIOKYMEHTA.

[Ipu perennn peanbHBIX 3a7a4 B paMKaxX MPUKIAIHBIX HHPOPMAIH-
OHHBIX CHCTEM BHIOOp BapHaHTa IIOCTPOCHHUSI BEKTOpa HOBOTO JIOKYMEHTa
OTIpeIeTISIeTCST MEIOIMMUCS BBIYHCIUTEIBHBIME pecypcaMn U HeoOXoau-
MOH CKOPOCTBIO, a TAK)KE IPEIIOoIaraeMbIM CLIEHapHeM paboThI ¢ HOBBIM JI0-
KyMmeHTOoM. [Ipy mocnenyiomemM coxpaHeHHH HOBOTO TOKYMEHTa B CHCTEMeE
TIOTTHBIN MepecyeT MOJETH SBJISIETCS OTPaBJaHHBIM PEIIEHUEM, a €CIIH aHO-
MaJIBHBIM JTOKYMEHT yJalseTcsl cpa3y IOCIE aHaln3a, TO BKIIOYaThb €ro
CJIOBa B CJIOBaph MOJIENM HEIEIeCO00pa3HO, U BEKTOP JOJDKEH PacCUHTHI-
BaThCS 110 CYHIECTBYIOIIEMY CJIOBapIO.

2.9. MeToabl CHU:KEHUsI pa3MepHOCTH BeKTOpOB. [Ipu ¢popmuposa-
HUM BEKTOPHBIX NPE/ICTABICHUH TEKCTOBBIX KOJUIEKIUA HA OCHOBE CTaTH-
CTHKH HX CJIOBapsi CTPOSTCS INPOCTPAHCTBAa OOJNBLION pa3MepHOCTH, HPH
9TOM BEKTOpHI JOKYMEHTOB IOJIy4YalOTCSl CHIIBHO Pa3peKeHHBIMH. JTO 3a-
TPyZIHSET pabOTy MHOTHX JITOPUTMOB OIPENCIICHHUs aHOMAJMH, Jenas ux
Hea(h(hEeKTUBHBIMU IS aHATM3a TEKCTOBBIX JaHHBIX. TaKue allrOpUTMBI Tpe-
OyIOT peBapUTEIbHON TPOIETy Pl TOHMKEHHST pPa3MEPHOCTH MaTPHIL.

YMeHbIIEHHE Pa3MEPHOCTH C IIOMOIIBIO INHEHHBIX aJITOPUTMOB, Ta-
KHX Kak MeTo[ r1aBHBIX KoMoHeHT (PCA) 1 pa3noskeHue o CHHTYIISIPHBIM
gmncnam (TruncatedSVD), He mprHOCHT OONBIIOH MOIB3BI U3-3a TOTO, YTO ITH
AITOPUTMBI JIMHEHHBIC. J[axe CoXpaHss B MOJCIH OOJIBIIYO YacTh Pa3HO00-
pas3usi JaHHBIX, IPH CBOPAYHMBAHUN H3MEPEHUI OHU HE CIIOCOOHBI K HEJTMHEH-
HBIM TMPeo0pa3oBaHUsIM, KOTOpPbIE MOTYT YYHMTHIBaTh HMH(POPMAIHIO O
COBCTPEYAEMOCTH CIIOB.

B TO e Bpems aJlrOpUTMBI, OCHOBaHHbBIC HAa HEJIWHEWHBIX peodpa-
3oBanusx (Takue kak SNE u ero moandukanuu [23]) He cOXpaHSIIOT OTHO-
LIEHUs TUIOTHOCTH M paccTosiHui. OHAKO B Cllydae pa3peKCHHBIX JaHHbBIX
COXpaHEHHE JIOKAJIBHBIX 00JIacTell C BBHICOKOW IUIOTHOCTBIO NPHOOpETaeT
0co0yI0 BaXHOCTB. DTO CHOCOOHBI JIeNIaTh HEKOTOPHIC HETHHEHHBIE aJro-
putmbl, Hanipumep, UMAP [24]. Anropurmer denSNE 1 densMAP [25] mo-
TYT COXPaHATh HH(GOPMAIMIO O TUNIOTHOCTH MPU MPAaBMILHOM BBIOOpE Tapa-
METPOB: OHH BBIYHCIISIIOT OLEHKH JIOKAJIbHOW TUNIOTHOCTH U UCIIOJIB3YIOT 3TH
OLICHKH B Kaue€CTBE PEryisipu3aTopa IpH ONTHMHU3ALUN HU3KOPa3MEPHOTO
MIPEICTaBIICHHUS.
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2.10. AaroputMsl BbIsiBJIeHUs1 aHOM Ui, [Tociie mocTpoeHus Bek-
TOPHOM MOJIENTM KOJUICKIIMU M YCTaHOBJICHHS HEOOXOAMMBIX METPHK CIIeITy-
IOIIMM J3TAaIloOM B PCHICHUU 3a/1a4U ABJIACTCA BI)I60p METOAa IIOMCKa aHOMAaJIb-
HBIX 3JICMEHTOB.

B paMKax JaHHOT'O HMCCICIOBAHUA U3YyYACTCA NMPUMCEHHUMOCTL ajIro-
PHUTMOB, OTHOCSIIIUXCS, COrTIacHO Kiaccupukammu [14], Kk kKaTeropun Hery-
0okux. B kauecTBe 6a30BOTr0O TpeOOBAHUS K alITOPUTMAM, HCXOJSIICTO U3 Pe-
QJILHOT'O OTIbITA Pa3pabOTKU MPHUKIIAIHBIX CHCTEM, aBTOPaMH ObLIa YCTaHOB-
JIeHa IOCTATOYHO XOPOIasi 00BSICHUMOCTD TOJTy4aeMbIX perienuit. [1o atoit
MPUYKMHE HE PACCMATPUBAIUCH HEHPOCETEBbIC THIbI AJTOPUTMOB, OTHOCS-
mpecst B ykazanHoMm o63ope k kateropuu deep. Kpome Toro, uckimovaiuch
U3 PACCMOTPEHHS BEPOSTHOCTHBIC aJITOPUTMBI, YTO OOYCIOBICHO TpeOoBa-
HUSIMUA BOCIIPOM3BOIUMOCTH PE3YJIbTATOB B PEANbHBIX MPUKIIAIHBIX HHPOP-
MAaIlMOHHBIX CUCTEMaAX.

B tabnuue 1 ans pa3nuyHBIX TPy METOJI0B MAIIMHHOTO O0YYEHUsI
MOKA3aHO COMOCTABJICHHE MX OOBICHUMOCTU M TOYHOCTH, a TAK)KE yKa3aHa
WX BBIYHMCIIUTEIBHAS CII0KHOCTb.

Tabnuma 1. O0mue XapaKTepUCTHKH METOIOB OOHAPYIKEHHUS] aHOMATHH

MeTona Tounocts| O0bsic- Cl105KHOCTHh BHIYHMCIUTEIbLHAS
HHMOCThb

Jloructuue- Huzkas Bricokas O(n‘d )’ rae N - KOJMYECTBO die-

cKas perpec-

cust MeHTOB, d - pasMepHOCTB; UCTIOJB3Y-
eTCs IS IaHHBIX HU3KOW pa3MepHo-
CTH.

ﬂe{’ €0 peme- | Huskas | Bricokas O(n . Iog(n) . d) - BBIYMCIIUTENbHASL

HUMN
CJIO)KHOCTH O0Y9EHUSI MOZIEIIH; O(n)
- CIIO)KHOCTH BO BPEMS BBIIOJTHEHUS;
WCIIOJIL3YyeTCS S JAaHHBIX HHU3KOH
pa3sMEepHOCTH.

Merox 6iu- Cpenusist | Cpennsis O(k -n-d ), rie N - KomMuecTBO

JKaMIIINIX CO-

ceneii (J10- snementos, d - pasmepHocth, K -

KANBHBIH dak- KOJIMYECTBO COCEHEH.

TOp BEIOpOCa)

Krnacrepusa- Cpen- Cpenssist 3aBUCHT OT alropuTMa KiacTepusa-

LHst Hsst LUH:

O(n~k~|), rae K — umcno kmacre-

poB, | — uucno urepanmii st k-
means.
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Ipooonscenue mabnuyor 1.

Metoa TouHocTh | O0bsiC- CJ10:KHOCTh BBIYHCJIUTEIbHAS
HUMOCTh
MeTton onop- Cpennsas | Cpenssist
HBIX BEKTOPOB

O(nz) Wi O(n3)- BBIYUCITUTEb-
Hast CJIOKHOCTH OOYHYEHHS MOJIETH B
3aBHCHMOCTH ~ OT  HCTIONB3YEMOTO
anpa; O(k~d) - CJOXHOCTH BO
BpeMsl BHITIONHEHHs, rae K - Komude-

CTBO ONOpPHBIX BekTopoB, d - pas-
MEPHOCTh JAHHBIX.

Amncamb6bneBsie | Bricokas | Huskas O(nolog(n)~d ~|() ———

METOABIl (CITy-

YaHBIN JIeC) Hasl CIIOKHOCTH OOyYCHHs MOJICIH,
rme K - KONMYecTBO JEpEBHEB;

O(n . k) - CJIO)KHOCTb BO BpEMs BbI-

TIOJTHCHM.

Hetiponnslie Bricokast | Huskas

(0] ( n* ) — IPSIMOE PacIIPOCTPAHEHHUE;
cetH

O(ns) — obpaTHOE pacmpocTpaHe-

HU€ OIINOKH.

Hcxonst 3 TpeboBaHMA pearbHON 3aJa9i — TOYHOCTH PEIICHUN MPH
JOCTaTOYHO BBICOKOM YPOBHE HMX OOBSACHHUMOCTH M BOCHPOHM3BOIUMOCTH
(4TO Ha MpaKTUKE O3HAYAET HaJIeKHOCTh PEeKOMEHAaii HHPOpMaLMOHHO
CHCTEMBbI) — B paMKax JIaHHOM pa0oThI ISl MOCTPOSHHSI ONTHMAIBLHOM CcTpa-
TErWy BBIABICHHUS aHOMAJIMH B KOJJICKIIMH JOKYMEHTOB PacCMaTPHUBAIOTCS
CJIE/TyFOIIIE METO/IBI: JIOKAJILHBIH yPOBEHb BEIOpOCa, MATKast KilacTepu3alys,
METO/1 OTIOPHBIX BEKTOPOB, & TAK)KE OJUH M3 aHCAMOJIEBBIX METOJIOB — U30-
JIMPYIOUIUH Jiec.

Meron Ommxalmmx cocenel xapakTepusyercsi Hanbosee BBHICOKOH
00BSICHUMOCTBIO, TTOCKOJIbKY HHTYUTHBHO IMTOHSTHO, YTO B BEKTOPHOM IIPO-
CTPAHCTBE y aHOMAJIMU MaJIo OJIM3KUX COCENEH, a y TUITUIHON TOYKH (OTHO-
CsIIIEHCS K T. H. AAPY KOMIEKIHHU) nX MHOTO. Ilo3TOMy BennunHa «paccrosi-
HEe 10 K-ro coce/a» MOXKeT CIy>KHTh MepOii aHOMaJIbHOCTH TOKyMeHTa. Me-
TOJ, XOpOUIO PaboTaeT Ha OAHOPOAHBIX KOJUIEKIMAX, MO3BOJIAIOIINX 33JaTh
€IMHBII MOPOT aHOMAJIBHOCTU JUIA BCEX JIEMEHTOB KOJJIEKLIUH, JIMOO Ha
KOJUIEKLUSIX, COCTOSIIIUX M3 HECKOJIBKMX KJIACTEPOB, INIOTHOCTH KOTOPBIX
IPUMEPHO pPaBHA.

B 10 5xe Bpemst [1sl MeHee OTHOPOAHBIX KOJJIEKIMH 3HAYMMBIM MOXKET
OKa3aTbCs OOHApY)KEHHE JIOKAJbHBIX aHOMAJIUi, TO €CTh BHIOPOCOB, B TOM
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qucIIe Ui 3a7a91 IPUBEACHHS KOJUIEKIIMHU K OTHOPOJHOMY COCTOSIHHIO. Me-
ToI JIoKambHOTO (pakTopa Beiopoca (Local Outlier Factor, LOF) mo3Bossiet
NPUCBOUTH K&XKJOMY O0OBEKTY CTENeHb JIOKaJIbHOW aHOMaJIbHOCTH (JIOKaJIb-
HbI1 (hakTop BEIOpOCa). OHA MOKA3bIBAET, HACKOJIBKO O0BEKT N30JMPOBAH OT
JPYTHX B OKpYKalolleii ero OKpECTHOCTH, TO €CTh OT COBOKYITHOCTH €0 OJIH-
x)aimux cocenedt. [IpeumymectBo LOF mepen npyruMu aaroputMaMu 00-
Hapy>XCHHUs] aHOMAJIMH NPOSIBIIETCS B CIIOCOOHOCTH 00padaThIBaTh HAOOPHI
JAHHBIX C KJIacTepaMy pa3HOi IUIOTHOCTH.

PesynbTaTsl paboOTHI QITOPUTMOB 3aBHUCAT HE TOJIBKO OT BHIOPAHHBIX
Bapualyii ¥ MapaMeTpoB, HO M OT CBOIMCTB HaOOpa TaHHBIX, HA KOTOPBIX 3TOT
AITOPUTM OTIpeNIeIICHUsT aHOMAIIMi IpuMeHsercs. B pabote [26] sxcmepu-
MEHTAJIFHO ITOKa3aHO, YTO aJTOPUTM OJIKAWIINX cocelel Mo-pa3HoMYy pa-
00TaeT Ha pa3NUUHBIX J[aTa-CETax, XOTS BCE OHHM PEINPE3CHTATUBHBI U CO-
3JIaHbI CIIEUAIILHO ISl HCCIICIOBAHUSI 33141 BBISIBIICHHS aHOMAaJIHH.

Meropl KJIacTepu3aluy ONPENeITIOT aHOMAINH KaK 3JIEMEHTHI, KO-
TOpbIE HE MOTYT OBITh BKJIFOUEHBI HU B OJIMH M3 OOHAPYKEHHBIX KJIACTEPOB.
Knacrepuszanusi MOXeT IIPOBOJUTHCS IO Pa3IMUHBIM KPUTEPHUSAM: IO TeMa-
THUYECKOH NMPUHAJIEKHOCTH SJIEMEHTOB, M0 IUIOTHOCTH UX paclpeaeieHus,
Ha OCHOBAHUH JIOTIOJIHUTEJILHBIX TIPH3HAKOB.

Kiactepusanust no IIOTHOCTH pacrpeneieHus [27] A TeKCTOBBIX
JIOKyMEHTOB Hea(dexTrBHA M3-32 OONBIIONH pa3MEpHOCTH MPOCTPAHCTBA B
COBOKYIHOCTH C CHJIBHOM pa3peXeHHOCTHIO BEKTOPHBIX IpeAcTaBieHni. B
MaTpuiax Moaenn BoW mons HeHyneBBIX 3Ha4eHWH cocTaBiseT okoio 1%
1 Jaxe MEHee, 4To 3aTpyaHseT popMupoBanue kiactepos. [loaTomy Takue
anroputMbl kinactepusanuu, kak HDBSCAN [28], OPTICS [29], wenprme-
HUMBI JJIS TOJTHOPa3MEPHBIX BEKTOPHBIX MPECTABICHUN TEKCTA.

Anropurwm knactepusain CHAMELEON [30], ocHoBaHHBI#T Ha cer-
MeHTanuu rpada meromamu cemerictea METIS [31], Taxke moaBepikeH
IPOKJISATHIO Pa3MEPHOCTH». AJITOPUTM PabOTaeT CO CBA3HBIMH rpadamu,
TOT/Ia KaK MO pa3peXKeHHOMY MaTpUYHOMY IIPEJICTaBICHHIO (POPMUPYIOTCS
MHOTOYHMCIICHHBIE CBSI3HBIE KOMITOHEHTBI MAJIOTO pa3Mepa, U aHaIn3 TaKoro
rpada craHoBUTCS HEAPPEKTUBHBIM.

B pabore [32] ms onpeneneHnss aHOMaIHH HCIOIB3YETCs allTOPUTM
KIIACTEpU3aNUH C TOMOIIBI0 MOAU(DHUKAIIMK HEOTPUIATETBHOTO MATPUIHOTO
pasnoxernus: (Non-negative Matrix Factorization, NMF), u aHOMansHbEIMH
CUUTAIOTCS JOKYMEHTBI, KOTOPBIE HE COOTBETCTBYIOT IIOCTPOCHHON TeMaTu-
YeCKOW MOJEIIN.

Kpome Toro, xiactepsl caMu MOTYT OBITH OCHOBOM ISl (pOpMHpPOBa-
HUS HaO0Opa MPHU3HAKOB: HampuMep, B padore [33] ommcaHa BEPOSTHOCTHAS
KJIacTepHU3alysl, U XapaKTePUCTUKU KJIACTEpPOB IepeatoTcsi Kiaccuduka-
TOPY B Ka4ECTBE AOTOJIHUTEILHBIX TIPU3HAKOB AJIEMEHTOB KOJUIEKIIHH.
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Meron omopHbIX BekTOpoB (Support Vector Machine, SVM) moxer
paccMaTpHBaThCA B 33/1aue OOHApYKEHHsI aHOMAINH KaK METOA KJlacTepH3a-
UM C EIUHCTBEHHBIM KJIACTEPOM. DTOT MOJXOJ PEAIM30BaH B alTOPUTME
One-Class SVM [34]. Byayuu 4yBCTBUTENbHBIM K BBIOpOCAM, OH IydIlie
HOAXOIMT JJIsl OOHAPY>KEHHs1 HOBU3HBI, KOT/Ia 00y4aromas BBI0opKa JocTa-
TOYHO OlHOposHa. TeM He MeHee, OOHapyKeHHE BEIOPOCOB B IIPOCTPAHCTBE
0O0JBIIION Pa3MEPHOCTH, a TAKKe 0e3 KaKUX-THO0 TPEAOIOKEHHIA O pacipe-
JIeTICHUHU BXO/ISIIMX JAHHBIX SIBJISIETCS OYSHb CIIOKHOM 3a1aueii, u One-Class
SVM MoxkeT oka3aTbcsl MOJIC3HBIM, €CITH BHIOpATh IMOAXOIALINE 3HAUCHUS
€ro TUIepIapaMeTpoB.

AHcamOIeBble METOJIBI TIOMCKa aHOMAIHMK KaK MPaBHIIO IpeIroia-
raroT 00y4YeHHE C MPUBIICUCHUEM YUHUTEIS, XOTS aHCAaMOJIsIM 0e3 yuuTens mo-
CBSIILIEHBI HEKOTOPbIE HccnenoBanust [35]. UToObI aBTOMATU3UPOBATH OLICHKY
3¢ PEKTUBHOCTH Pa3IMYHBIX aHCAMOJIEBBIX METOJIOB, B pabore [36] mpeamna-
raeTcs UCIOIb30BaTh CKOPHHTOBBIE (DYHKIIUH.

K aHcamOieBbIM MeTOJaM OTHOCHUTCS METO]| M30JIMPYIOLIETo Jjeca
(Isolation Forest, iForest [37]), peanu3oBaHHbIi Ha OCHOBe ancamOiist Extra
Tree Regressor. B aBTopckoM BapuaHTe MakCUMajibHas TIyOMHA Ka)JIO0TO
JilepeBa yCTaHABIIMBAETCSI PABHOW KOJIWYECTBY COMILIOB, MCIIOJIB30BaHHBIX
JUISL TIOCTPOCHUS JIepeBa, YTO YBEJIMYMBAET CKOPOCTh PabOTHI METOAaA.
Kpowme Ttoro, iForest fomyckaer pacnapauiennBaHue IPH BBIYUCICHUH, YTO
TaKKe yckopseT ux. K rmocam 3Toro MeToza TakyKe OTHOCHTCS €ro CIoco0-
HOCTB 3P (PEKTHBHO PadOTaTh C MyJIFTUMOIATBFHBIMI HA0OPaMH JAaHHBIX; TO
ke xapakrepusyet u meton LOF.

00630p 6OIBIIOTO YHCIIA HAYIHBIX paOOT C OIMMCAHIEM METOIOB U MO-
nuduKkaui, 1eMOHCTPUPYIONIMX XOPOIIYIO TOYHOCTh M BBICOKYIO d(dek-
TUBHOCTD, ITO3BOJIACT CACTIATH BBIBO, UTO PE3YJIbTATHI JOCTOBCPHBI ITPEUMY -
MIECTBCHHO JIMIIIb HA ONMCBIBAECMBIX OKCIICPUMCHTAJIbHBIX TaHHBIX J'II/I6O Ha
AQHAJIOTMYHBIX UM. B 4acTHOCTH, HE BCe METO/IbI TECTUPYIOTCS HA TEKCTOBBIX
KOpITycax, B TOM YHCJIE Ha PYCCKOS3BIUHBIX - OOJBIINHCTBO IKCIIEPUMEHTOB
MIPOBOAMTCS C AaHHBIMK Ha aHTIMHCKOM si3bIke. [loaTOMy, HECMOTps Ha pe-
3yJIFTATUBHOCTH IPE/ICTABIEHHBIX BO MHOTHX paboTax aJropuTMOB, OHH HE
MOTYT OBITH HEMOCPEACTBEHHO NPUMEHEHBI /ISl aHAIN3a PYCCKOS3BIYHBIX
JnokymeHTOB [38], uist 3TOro Tpedyercs uX afanTalys ¢ y4eToM Creuduku
pycckoro si3bika. Kpome Toro, 04eBHIHO, YTO TaKUE XapaKTEPUCTHKU KO-
myca, KaK JJIMHa TeKCTOB, IUPOTAa TEMATUKH, CTPYKTYPHPOBAHHOCTh JOKY-
MEHTOB ¥ OZTHOPOJHOCTH KOJUIEKIIMU HMEIOT OOJIbIIIOE 3HAUCHUE TIPH BEIOOpE
aJropuTMa MOMCKa aHOMAJIUH.

3. Metoasl. B pamkax qanHO# pabOThI H3y4anack BO3SMOXKXHOCTb BbI-
0opa ONTHMAJILHOTO AJITOPUTMa Ul OOHAPYKEHHsI aHOMaJbHOCTH HOBOTO
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JOKYMEHTA [10 OTHOLICHHIO K OHOPOIHOM KOJUIEKIIMU PYCCKOSA3BIYHBIX TEK-
CTOBBIX JOKYMEHTOB CpPeIHeH M GONBIION IJIHMHBI, 00JaaloIX I0pUITde-
CKOM 3HaYMMOCTBIO.

s peuienust 3anaun Oblia BRIOpaHa CIEAYIONIAs CTPATETHUs: CPeIn
Pa3INYHBIX AITOPUTMOB OOHAPYIKEHUS] aHOMAJIMI T0100paTh ONTUMAITBHBIH
JUISl KOHKPETHON KOJUIEKIIMH JTOKYMEHTOB, C Y4E€TOM IMKIHYECKOTO Iepe-
Oopa runepnapaMeTpoB Ha KaXJOM IIare ajJroputMa M HaIudus oOpasna
AQHOMAJIBHOTO JIOKYMEHTA.

PaccmarpuBanuch METOMBI MOMCKA aHOMAIMK M3 YHCIIa TOCTATOYHO
OOBSCHUMBIX H CHOCOOHBIX 00ECIIeYHNBATh IPHEMIIEMYIO TOYHOCTB. [lepBo-
HavyaJbHBIIl BBIOOP METOJOB OBLT OOYCIIOBICH HAKOIUICHHBIMH Y aBTOPOB
CBEICHUAMH 00 MX OOBSICHHMOCTH, XapaKTEPUCTUKAMH BBIYHCIUTEILHON
CIIO)KHOCTH, a TaKXKe M3BECTHOH TOYHOCTBIO pe3yNbTaToB. McXons U3 3TUX
TpeboBaHuil HelipoceTeBbIe METO/IBI HE paCCMATPUBAIUCH. TakuM 00pazoMm,
JUISL KCCIIETIOBaHMsI OBUTH BBIOPAHBI CIEIYIOIINE METOJIBI: JIOKAJIbHBIA (ak-
Top BeiOpoca (LOF), nzonsumonnstii sec (iForest), MeTos omopHBIX BEKTO-
poB aist ogHoro kiacca (One-Class SVM).

st neseit ucenenoBanus ObLIa MpOBe/ieHa CEpPHs SKCIIEpUMEHTOB. B
Ka4yecTBE DKCIIEPUMEHTAJIbHBIX JaHHBIX OBbLIM BBHIOpPAHBI JIBE OJHOPOJHBIE
KOJUIEKIIUM HOPMAaTHBHBIX JIOKYMEHTOB, MPEACTABISIONINX COOOH CTPYKTY-
PUPOBaHHbBIE TEKCTHI OONBIIONW M CPEAHEH JTMHBI, CXOXHE 110 TEMAaTHKE.
BekropHoe npencraieHe KOIJIEKINN JOKYMEHTOB ()OPMHPOBAIOCH IBYMS
cnocobamu: Ha ocHOBe QyHKIMN TF-IDF 1 MeTonoM TeMaTudeckoro Moje-
JTUPOBAHUSL.

st BBIOOpa MEeTPUKH OBIT MCIIONB30BAH CIISTYIOIIHMI ITOJX0 B paM-
Kax 00y4YeHUs C MPUBJICYCHUEM YUHUTEIS: K HICXOJAHOW KOJUIEKIMU J100aBIsi-
€TCsl allPHOPU MHOPOHBINA JOKYMEHT U CPEIIU Pa3IMYHBIX METPUK PacCTosi-
HUS MEX]1y pacripe/ieJICHUsIMU BEIOUpaeTcs Takasi, KOTopas OKa3bIBaeT pas-
JIMYUE MEXAY SIPOM KOJUIEKIUH W MHOPOJHBIM 3JIEMEHTOM MaKCHUMalbHO
«KOHTpacTHO». Ha ocHOBe 3TOW METpUKH, ONTHMAIBLHON Ul JaHHOHM KO-
JIEKIIMU, MOXET OBITh MOCTPOEHA METPHKA aHOMAJIbHOCTH.

B xone nmpeaBapuTeNbHOTO aHAIN3a B KAYECTBE METPUKU PACCTOSHHS
MEXIy pacrpeaeseHusIMH ObUTO BBIOPaHO paccTosiHNE XeIUTHHTepa, KOTOpoe
paccuauTsiBaetcs o ¢popmye (1).

H(P.Q)= (XL —a) 0
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rne P= ( Py, Py ) — HOPMHUPOBAHHBIA BEKTOP KOCHHYCHBIX PACCTOSHMIT OT
BCEX JJOKyMEHTOB KOJUIEKIIMH /10 €€ LeHTpa, Q = (ql, v Oy )— HOPMHPOBaH-

HBIIl BEKTOpP KOCUHYCHBIX PACCTOSIHAN OT BCEX JOKYMEHTOB KOJUICKIHH JIO
HWHOPOJTHOTO JOKYMEHTA.

Jis obenx KoJUTeKIuil ObLUT BEIOpaH HA0Op 00pa3IOB aHOMATBHOCTH
— UHOPO/HBIX JIOKYMEHTOB pa3HOro Tuma. OyHKIUs OIEHKH aHOMaJIbHOCTH
yCTaHaBJIMBAJIACH B 3aBUCHMOCTH OT aJITOPUTMa, OHAKO OOIINIT IPUHIIAII ee
BBIYHMCIICHUS 0a3MpoBaJiCsl HAa CPaBHEHUH PACCTOSHUHA OT HOBOTO 3JIEMEHTA
JI0 IBYX TOYEK: JI0 IEHTPa KOJIEKIIUH ¥ 10 OHOTO U3 HHOPOIHBIX JOKYMEH-
TOB. LIeHTPOM KOJNJIEKINHU CUUTAETCA JOKYMEHT, CyMMa PacCTOSHUM OT KO-
TOPOTO JI0 BCEX OCTAIBHBIX JOKYMEHTOB MHHUMaJIbHA (110 KOCHHYCHOM MET-
puKke).

Jlist KayKIoro M3 paccMaTpUBaeMBbIX AJITOPUTMOB OBLI IPOBENIEH MPO-
necc noadopa ONTUMAaJIbHBIX apaMeTpoB. B kayecTBe KpUTEpHEB ONTHUMU-
3aIlUM BBICTYIIAH CIIEYIOIIHE BEIMUUHBI: KOJIMYECTBO JOKYMEHTOB KOJIIEK-
LI1H, OIIEHKA aHOMaJIbHOCTH KOTOPBIX BBIIIE, YeM Y HHOPOJHOTO JOKYMEHTa,;
paccTosiHHE OT IIEHTpa KOJUIEKIMU JI0 THOPOIHOTO NoKyMeHTa. Takum oOpa-
30M, LIENBI0 ONTUMHU3AIMH OBUIO TIOJTyYeHHE TAKUX IapaMeTpoB, IIPH KOTO-
PBIX HHOPOJHBIC JIOKYMEHTBI OKa3aJIHCh OBl 3JIeMEHTaMHU ¢ Hanboiee BBICO-
KOI OIIEHKOH aHOMAJIBHOCTH (C Y4YETOM YCIIOBHSI OJZHOPOIHOCTH KOJUIEK-
[IWH), ¥ TIPH 3TOM KapTHHA pacHpeAeNICHUs OIICHOK aHOMAJIbHOCTH ObIIa OBl
HauboJIee BRIpa3UTENbHAS.

4. JxcnepumeHT. Llens sKcIepuMEHTa COCTOsIIa B IPOBEPKE CTpaTe-
UM OOHApYXXEHUS aHOMAJIUA, IPUBEIEHHOH B pa3zene «MeToasl», Ha 3KC-
NECPUMEHTAJIBHBIX JaHHBIX. 21_]'[5{ JOCTUKCHUA MOCTaBIECHHOMN Ja(s5 6I)IJ'II/I BbI-
JICTICHBI DTAIIbI:

1. TloaroroBka HaboOpa JTaHHBIX JJIS TPOBEJICHUS SKCIIEPHUMEHTA.

2. Bpibop MeTos1a MOCTPOEHHS BEKTOPHON MOJIEITH.

3. Bpi0op mapaMeTpoB ocTpoeHHs cI0Bapsi BEKTOPHOW MOJIEIH, KO-

Topast obecrieynBaeT HanbOoIIbIIIEe PACCTOSIHUE OT LICHTPA KOJIIEK-
IIH 10 THOPOJIHOTO JOKYMEHTA.

4. Tlonbop MeTon0B OOHAPYKEHNSI HOBU3HBI/BEIOPOCOB JUIS BEKTOP-
HOW MOJENN TOKYMEHTOB, ITOJIy9eHHOH C MTOMOIIBI0 Ipeodpaso-
Bauus TF-IDF.

5. TlomGop mMeTo10B 0OHAPYKEHUST HOBU3HBI/BEIOPOCOB ISl BEKTOP-
HOH MOJENH AOKYMEHTOB, NOJYYEHHOH C MOMOIIBIO TeMaTH4de-
CKOTO MOJIEJIUPOBAHMUSL.

st mpoBenieHnst SKCrepruMeHTa ObLI0 BHIOPAHO 2 KOJUIEKIHHU IOpH-
JIu4eck 3HauuMbIX JokyMeHToB ['OCT:
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e OTHOCSMIMXCS K TeMaTHKe HHPOPMALMOHHBIX TEXHOIOTHH (nanee
-TOCT UT) — 1198 nokymeHTOB;

® OTHOCSIIUXCS K TeMaTHKe jkele3HbIX nopor (nanee - FOCT XI)

— 458 OKyMEHTOB?.

B kauectBe 00pa3ioB aHOMaJIbHOCTH JIJIsl BBIIIEYKa3aHHBIX KOJUIEK-

i ObIIO BEIOpAHO 5 MHOPOAHBIX AOKYMeHTOB (naiee - /1), koTopble sB-
JISIOTCS. aHOMAJIBHBIMHM JUISl JIaHHBIX KOJUIEKIMH COIJIAaCHO 3KCIEPTHOU
OLICHKE, CITUCOK JOKYMEHTOB M (pparMeHThl TEKCTOB (IJIs IpUMepa) IpHBe-
IIeHbl B Ta0umax 2 u 3.

Tab6auma 2. O6pa3iibl aHOMAJIBHOCTH - HHOPOJHBIC JOKYMEHTBI

3

Oo6o3Hauenne Kareropus Ha3Banune U] Jumna 10-
B JKCIepHU- KyYMEHTa
MeHTe
nuo Hayunas craTbs udposoii nBoHHUK | 1505 cioB
COPTUPOBOYHON TOPKH
na1 ®duHaHCOBas OT- 3axmoueHne mo pesynb- | 14842 cnosa
YETHOCTh TaTaM 0030pHOI Tpo-
BEPKH IIPOMEKYTOTHOI
¢uHaHCOBOI wHH(pOpMa-
uuu OAO «PX» u ero
JIOYEPHUX KOMIaHUN
N2 Cratba 8 CMU Ckonbko ctpouts U B | 1712 cnos
9YeM BO3HUTH: TPAHCIOPT-
HO€  MAIIMHOCTPOECHHUE
Ha MPOCTPAHCTBE
nas3 [Ia6non noro- Jorosop ¢ OAO «PX[» | 4327 cnos
BOpa Ha OKa3aHHUE YCIyT, CBs-
3aHHBIX C IIEPEBO3KOMU
Ipy30B
na4 XynoxecrBenHass | OtpbiBok u3 pomana JI. | 4815 cios
IuTepaTypa H. Toncroro «Boiina u
Mup» (1.1, 4.1, ron. I-111)

! Toxyments! u3 pasaena 35. UHpopMalMOHHbIE TEXHOIOTMH. MalIMHbl KOHTOPCKUE
B ObmepoccuiickoM knaccudukatope cranaapros (OKC)

2 lokyMeHTBI u3 paszena 45. XKenesnomopoxuas Texauka B OKC
3 Bce mepeuncenHbIe TOKyMEHTHI pa3MENIEHE! B OTKPBITOM JI0CTyTE B IHTEpHETE.
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Tabumua 3. @parMeHTh HHOPOIHBIX JOKYMEHTOB

O0o3HaueHUe | Ha3Banune 1o0kymeHTa
DparMeHT TeKCTa JOKYMeHTa
nao | udpoBoii TBOHHUK COPTHPOBOYHOM TOPKH

B nensix MozienupoBaHus HauboIee ONTHMAIBHBIX PEXUMOB PabOThI 00b-
€KTa aBTOMaTn3anuu (B 3aBUCHMOCTH OT KOHKPETHOH CHTyalldH U BBIOPaHHOTO
KPUTEpHsl ONTUMHU3AIMHN U aHAKM3a BO3SMOXKHOCTH ONTHMH3AIUH YHCICHHOCTH
nepcoHana, 00CIy )KUBAIOIIEro U YIPaBIISIOIEro 00bEeKTOM) BeeTcs pa3paboTka
U(POBBIX JTBOMHUKOB KaK 3JIEMEHTOB CTAHIMOHHOW MH(PACTPYyKTyphHl, TaK U
COPTHPOBOYHOMN T'OPKH B LIEJIOM — KaK HanboJiee CII0XKHOH B IIaHE aBTOMATH3ALIH
MPOIIECCOB M 00ecTIeueH s 6€30IIaCHOCTH YaCTH COPTHPOBOYHON CTaHIIHN.

Co3nanne nU(POBBIX TBOIHMKOB AJIEMEHTOB XeIe3HOTOPOXKHOI HH(pa-
CTPYKTYPHI H TIOJBIDKHOTO COCTaBa SBJIAETCS JIOTHUYHBIM Pa3sBUTHEM KOHIETIIIHN
I (POBOI CTAHINK M TEXHOJIOTUH IPOMBIIUICHHOTO MHTEPHETA BelIe.

Iudporoit neoiinuk (digital twin) — 310 mepeHeceHHbIl B UU(POBYIO
cpefy OBOMHHUK (M3MYECKOTO yCTpOWCTBA, Iponecca Wi cucTeMsl. Llnpposoit
JBOMHUK — 9TO MaTeMaTHYeCKasi MOJIENIb BEICOKOTO YPOBHS aIeKBaTHOCTH, KOTO-
past TO3BOJISET ¢ OOJBIIOI TOYHOCTHIO OMKCHIBATH IIOBEACHHE 00BEKTa BO BCEX
CHTYyalHsIX, Ha BCEX dTalaX jKM3HEHHOTO LUK, BKIIIOYasi aBapuiiHble. [Ipumene-
HHe HU(PPOBBIX JBOWHUKOB MO3BOJSET OBICTPO CMOJCIUPOBATH PA3BUTHE COOBI-
THH B 3aBUCHMOCTH OT TeX HJIM MHBIX (HaKTOPOB, ONpPENCIUTH MOTCHIHAIbHBIC
puckH, Haiiti HauGonee 3((eKTHBHBIE PEXUMBI PAbOTHI, BBICTPOUTH IIArH IO
obecrieyeHuI0 6e30MacHOCTH.

nai 3akIroYeHue 110 pe3yIbTaTaM 0030pHOI MPOBEPKU TPOMEKY-
TouHOH puHaHCcOBOH MHPOpManmn OAO «PX/I» u ero mo-
YEepPHUX KOMITAHUIT

B coctaB cymm B Tabmmiie Bhimie o cocTossHuto Ha 30 urons 2020 1. BKITIO-
YEeHBI CyMMBI 110 JIOTOBOPaM, 3aKIIOYEHHBIM CO CBSI3aHHBIMH CTOPOHAMH — COB-
MECTHBIMH TIpenpuaTHsaMA KoMnaHuy n KOMIaHUSIMHU IO KOHTpoieM Poccnii-
ckoif denepanum, B pazmepe 36 503 munmnona pyoieit u 68 328 MHIITHOHOB pyO-
Jneit, coorBeTcTBeHHO. 10 coctosamio Ha 30 urors 2020 1. 00s3aTeNbCTBA 10 AaH-
HBIM JIOTOBOPaM CO CBSI3aHHBIMH CTOPOHAMH COCTaBIIHN 7 496 MUIITHOHOB pyOiei
u 36 424 munnoHa py0Jieid, COOTBETCTBEHHO.

JloroBopsl Ha MpHOOpETeHHEe TOKOMOTHBOB, 3akiaoueHHbie B 2018-2019
rofax, TaKke MpeayCMaTPUBAIOT 00513aTeNbCTBA O 00ECTIEYeHUIO CEPBHCHOTO 00-
CITy)KMBaHHUS B IIEPHO]] )KU3HEHHOTO IIMKJIA HA CPOK JI0 28 JIeT, He BKIIOYECHHBIE B
CYMMBI B TaOJIHIIE BBIIIE.

Kpowme Toro, B 2017-2020 rogax I'pynmna 3axirouniia JOrOBOPHI HA BbI-
TIMOJIHCHHUEC pa60T 110 KalTaJIbHOMY PEMOHTY W MOJACPHU3ALMN IOJABHUIKHOT'O CO-
CTaBa, KAIUTAJIBHOMY PEMOHTY OOBEKTOB JIEKTPU(DHUKALNHI U 3TEKTPOCHAOKEHUS
Ha o0mryto cymmy 170 950 musunonos py6:eit (B Tom uncne 123 397 MuuinoHoB
py6eit mo noroBopaM, 3aKJIIOUYEHHBIM CO CBSI3aHHBIMU CTOPOHAMH — COBMECT-
HeIMH npennpustusamMu Komnanuu no cocrosiauio Ha 30 urons 2020 r.). Crou-
MOCTh PabOT, MIAHUPYEMBIX K BBIIOJIHEHHIO 1O AaHHBIM Aoroopam mocie 30
utonst 2020 r., cocrasnser 105 873 Muirona pyoneii (B Tom gucie 66 315 mun-
JIMOHOB PyOJIeH 10 JOroBOpaM, 3aKJIIOUYEHHBIM CO CBS3aHHBIMH CTOPOHAMH I10 CO-
crosiauio Ha 30 urons 2020 r.).
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Ipooomicenue mabruyot 3.

O0o3HaueHUe | Ha3Banune 1o0kymeHTa
DparMeHT TeKCTa JOKYMeHTa
na2 CKOJBKO CTPOUTH U B U€M BO3UTh: TPAHCIIOPTHOE MALIMHO-

CTPOCHHUE Ha IIPOCTPAHCTBE

Pasz0anancupoBka pbIHKa

BonpmIKMHCTBO 2KeNe3HOJOPOXKHBIX KOMIAHUN CTpaH IPOCTPAHCTBA SBJIS-
I0TCS KPYHNHEHIINMH CHCTEMOOOPasyOIUMHI JIEMEHTaMH SKOHOMHKH U KIFoUe-
BBIMU 3BEHBSIMHU TPAHCIOPTHBIX cUCTEM CBOUX rocyJapcTB.

B Poccun 2010-2019 rT. 65U JOCTATOYHO INIOZOTBOPHBIME C TOUKH 3pEHHS 110~
SIBIICHUSI COBPEMEHHOU NPOAYKIUU AJIs1 TPAHCIIOPTHOI'O MAIIMHOCTPOCHHUS.

IIpaBna, B mocneaHee BpeMs U3-3a IEPEHACHILICHUS PhIHKA I'PY30BbIX Ba-
TOHOB JIMHAMMKA IIPOU3BOJICTBA B OTCUECTBEHHOM XKEIE3HOAOPOKHOM MAIIUHO-
CTPOCHUH 3HAYUTEIBHO yXyAIIMIach. Takas TEHICHIMs HaOIIogaeTcs yXe He
HEpBBIHA TOl, a ceiyac Ha Hee HATOXKIIINCH €IIe U ITOCIEACTBHS ITaHIEeMUH KOpPO-
HaBHpYCa, 3-32 KOTOPBIX IPOHM30IILIO PE3KOE CHIDKCHUE TPY30BBIX NIEPEBO30K U
COKpAIleHHEe NHBECTUIIMOHHBIX IUIAHOB TPAHCHOPTHBIX KOMIAHUH.

Mo marreM PXK]I, BCero B 3TOM roy INIaHUPYETCS MOASPHU3UPOBATH 449
BaroHoB. Kpome Toro, 2 okTs0pst Ha [laBenerikom Bok3ane MOCKBBI COCTOSIIACH
MPE3CHTAIMS HOBOTO KOHIIENTA IUTAI[KapTHOTO NTAaCCaKMPCKOT0 BaroHa IS 110e3-
JIOB JTAITbHETO CIIEJOBAHUSI.

Ha ¢oHe manzeMun BarOHOCTPOHUTENH CTOJKHYJHCH C CEPHE3HBIM Iajie-
HHEM CIIpoca U MPOTHO3aMHU Ha €r0 3aMOPaXMBAaHNE B CPETHECPOUHOHN IMepCHeK-
TUBE. 3aMecTHTeNb reHepanbHoro aupekropa UITEM Brnagumup CaBuyk mosc-
HSET, YTO CHIDKEHHE CTPOCca Ha HOBBIE TPY30BbIe BaroHsl B Poccun mporuosupo-
BaJIOCH 3apaHee U MaKCHMAaJbHBIE PUCKU cpean 3aBoaoB Obutn y HITK «Ypansa-
rouzaBoa» (YB3, Bxomur B «PocTex») n3-3a KOHIEHTPALUH JTUHEHKHN BBITyCKae-
MOTO NPEATPUSATHEM HOABIKHOTO COCTaBa B HanOoJIee PUCKOBAHHBIX CEIMEHTaxX
pBIHKA — MOJIyBaroHax 1 HedTeOeH3MHOBBIX UCTEPHAX.

na3 Jorosop ¢ OAO «PX/I» Ha oxa3aHue yciyr, CBSI3aHHBIX C
NIEPEBO3KOM TPYy30B

5. OrBercTBeHHOCTE CTOPOH

5.1. CTOpOHBI HECYT OTBETCTBEHHOCTH 32 HEHCIIOHEHNE WM HeHAJIekKa-
IIee MCMOHEHNE CBOHX 00s3aTeNILCTB M0 HACTOsIIEeMy JJoroBopy B COOTBETCTBHH
¢ IEUCTBYIOIIMM 3aKOHOJATeNbCTBOM Poccuiickoit @enepanyu.

5.2. 3a mpocpouky miarexeii mo Hacrosiuemy Jorosopy OAO «PXKI»
BIpaBe NpeabsBuTh Kianenty TpeboBanus 06 ymnate menu B pasmepe 0,1 % ot
CYMMBI 33/I0JDKEHHOCTH 32 KaXIbIil I€Hb TPOCPOYKH.

5.3. B cayuae orcytctBus B OAO «PXK]» yBenomienus 06 H3MEeHEHHH
MECTOHAXOK/ACHHUS, OYTOBOTO ajpeca, IPYruxX pekBm3uToB KimeHra, yupemu-
TEJNIBHBIX, YCTaBHBIX JOKYMEHTOB, a TaKXKe HenpeacTaBiaeHust KimmenTom 3aBepeH-
HBIX HaJJIEeXKAIIUM 00pa3oM KO MOATBEPKAAIONINX JOKyMEHTOB B CPOKH, yCTa-
HOBJIEHHBIE oanyHKTaMu 9.1 n 9.2 Hacrosmero Jlorosopa, OAO «PXK/I» Bnpase
MPUOCTAHOBUTH BHINOJIHEHHE CBOUX 00s3aTENBLCTB [0 HACTOsAIEMY JloroBopy 10
npenocTaBieHus KieHToM yka3aHHBIX CBEIEHUH U JJOKYMEHTOB.

5.4. Ucnonnutens mo HacrosueMy Jlorosopy He saBistercs ['pysoormnpa-
BUTENIEM U HE HECET OTBETCTBEHHOCTH, NMPEAYCMOTPEHHYIO 3aKOHOJAATENIbCTBOM
P® xak I'py3ooTtnpaButens.
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Ipooomicenue mabruyot 3.

O0o3HaueHUe | Ha3Banune 1o0kymeHTa
DparMeHT TeKCTa JOKYMeHTa
na4 | OtpeiBok u3 pomana JI. H. Toncroro «BoitHa 1 Mupy»

Tl'octunast Aunbl [TaBIOBHBEI Hauana MOHEMHOTY HAaNoOJHATHCS. [Ipuexana
BBICIIIas 3HATh [leTepOypra, 0K caMble pa3HOPOIHBIC IO BO3PACTaM M XapaKTe-
pam, HO OIMHAKOBBIC MO OOIIECTBY, B KAKOM BCE JKUIIH; IpHUEXaja J0ub KHs3s Ba-
CHIIMSI, KpacaBHla JJIEH, 3aeXaBIlas 3a OTLIOM, YTOOBI ¢ HUM BMECTE €XaTh Ha
Mpa3gHUK nocnaHHuka. OHa Obuta B mmdpe u 6anpHOM Iutathe. [Ipuexana u us-
BecTHas, kak la femme la plus séduisante de Pétersbourg, monopas, ManeHbkas
KHATHHS BOTKOHCKAs!, IPONLTYIO 3UMY BBIIICIIIAS 3aMyX H TEIepPh HE BHIE3)KAB-
mass B OOJBIION CBET IO MPUYHHE CBOCH OEPEeMEHHOCTH, HO €3/IMBIIAs €IIe Ha
HeOompInue Beuepa. [Ipuexan kua3p Unmomut, chiH KHs13s Bacwms, ¢ MopTema-
POM, KOTOPOTO OH TPEICTABUI; MpUeXas U abbaTr Mopro U MHOTHE APYTHE.

— Bbl He Bujany ele? uian: — Bl He 3HAKOMBI ¢ ma tante? 35 — rosopuna
Anna [laBnoBHa mNpHE3kXaBUIIMM TOCTSM M BEChbMa CEPhE3HO IMOIBOIMIA HX
K  MaJCHBKOM CTapyIIKe B BBICOKHX OaHTaX, BBILIBIBIICH U3 IPyroi KOMHATEHI,
KaK CKOpO CTaJIi MPHUE3KaTh TOCTH, Ha3bIBaJIa MX 110 IMEHH, MEIUICHHO TIEPEBOIS
rnasa ¢ rocts Ha ma tante,% u morom orxomuna.

OKCIEepUMEHT IO ONPENIeNeHUI0 ONTHUMAIBHBIX XapaKTEPUCTHK CIIO-
Baps BEKTOPHON MOJIeN IpoBoamics i ooenx koyutekiuii 'OCTos, B ka-
yectBe 1/] ObLT BEIOpaH HanOOJICe OTIMYAIOIINANCS OT HUX JoKyMeHT 14 —
COTIOCTaBUMBIHA 10 00BEMY OTPBIBOK U3 poMaHa «BoiiHa u Mupy.

st montGopa onTUMaIbHONW METPUKH aHOMAJIbHOCTH OBLIH BHIOpPAHBI
CJIEAYIOUIVE BAPUAHTHI IOCTPOCHUS CIOBaps BEKTOPHOM MOJAEIH JOKyMEH-
TOB:

e cyGcroBapHbIe TepMbI (N-TPaMMBbl U3 2—4 CHMBOJIOB);

e cyOcnoBapHbie TepMbI (N-rpamMMbl U3 2—4 CUMBOJIOB) C PEAYIUPO-
BanueMm cnoBaps (PC): ynmameHsl pycckwe CTON-CIOBa, 4acTo
BCTPEYAIOLINECS U PEAKHE TEPMBI;

® YHUIPaMMBbI U OUTPaMMBbI;

e yHUrpammsl u ourpammesl ¢ PC.

BexTopusanus 1OKYMEHTOB OCYLIECTBISUIaCh B JABYX BapHaHTax: ¢
nomo1usko anropurma pacuera TF-IDF u Ha ocHOBe KoIHUYeCTBa BXOXKICHUN
cJIoBa B I0OKyMeHT. BexTopHoe npeoOpaszoBanne TF-IDF ocymecTsisiiocs ¢
HopManuzanueit L1 (Hopmanuzamus BeKTopa Ha CyMMY aOCONIOTHBIX 3Ha4e-
HUH BceX €ro KOMIIOHEHTOB). J[JI TOKeHU3anuy MPUMEHSUINCH JBa METOAA!
TweetTokenizer (nanee - TT) u RegexpTokenizer (manee - RT). Pe3yaprars!
pacdera paccTOSIHUS XeJUIMHTepa MEXIY LEHTPOM KOJUICKIIMU U JOKyMEH-
tom WMJ14 npeacrasiensl B Tabumie 4.
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Tabnuna 4. 3Ha4eHus: pacCTOSHUS X eJUIMHTepa MEXK/Ty LIEHTPOM KOJUIEKIIUH U 10-
xymeHToM 1/14 (oTpsiBoK u3 «BoiHBI U Mupay) NpH pa3IUYHbIX BapuaHTaxX IOCTPO-

€HUs1 BEKTOPHOH MOJIeNn

Ci10Bapb BEKTOPHO

Kosnexkuus: TOCT UT

Kosuekuus: TOCT K]

MOIeJIH TF-IDF Cyerunk TF-IDF Cyerunk
CJIOB CJIOB
T RT TT RT T RT TT RT

Cyb6cnoBapHslit 0.1 0.1 0.1 0.1 0.1 0.1 0.1 0.1
Cy6cnoBapasiii ¢ PC 0.04 | 0.04 | 003 |005 |0.06 | 006 |0.07 |0.07
YHurpamms! u 6u- 0.03 0.03 0.05 | 005 | 0.04 | 0.04 | 0.09 | 0.1
rpamMMel
YHHUrpamMmel 1 6u- 003 | 003 | 005 005 | 004 | 004 |005 | 005
rpammsl ¢ PC

W3 Tabnuiibl BUIHO, YTO HAWIIYYIIUHN pe3ybTaT (MaKCUMaIbHOE pac-
CTOSIHHE MEXAY pacupeAeseHUsAMH) Ul 00eux KOJUIEKLMH IoKa3aja MeT-
pHKa aHOMaJIBHOCTH Ha OCHOBE PacCTOSTHMS X eJUITMHTEpa ISl CyOCIOBapHBIX
2—4-rpamm 0Oe3 peayLMpoBaHus CIoBaps 1o yacrtoram. JlanpHeimmii moadop
METO/IOB BBISIBIICHHSI aHOMAJIMH B TEKCTOBBIX KOJJICKIHUSIX MPOBOAMICS MPU
9THX MTapaMeTpax clIoBapsl.

B pamkax mombopa METOZOB M ITapaMeTpoB Ul OOHAPY>KEHUS aHO-
MaJIBHBIX JaHHBIX OBUT IPOBEAEH Ps SKCIEPUMEHTOB C IPUMEHEHHEM Cle-
JYIOIINX aJrOPUTMOB:

e JoKanbHEIA (hakTop BEIOpoca (LOF): anroputM — mouck MeTogomM

nepebopa, KOIUIECTBO cocenel — 2. MeTox npoBepsuics st pas-

HBIX 3HAUEHUH METPUKH PAacCCTOSIHUS: cosine u L2;

e u3ossAMoHHBIH Jec (iForest): KomuyecTBO JepeBbeB (ICTHMATO-
poB) — 500;

® METOJ OTIOPHBIX BEKTOPOB st ojiHOro Kiacca (One-Class SVM):
B KauecTBe (DYHKIUH NPpeoOpa3oBaHusl MIPU3HAKOBOTO MPOCTPaH-
crBa-snpa (kernel) paccmarpusanics nuHelHas yHkuwus (linear)/
curmona (sigmoid)/ pamuanbnas 6asucHas ¢pynkius (RBF).

Hcnone3oBanace peanusanms anropuTtMoB B Python-O6mubGnmoreke

Scikit-learn.

Yka3zaHHBIE AJITOPUTMBI NTPUMEHSUINCH JUI BEKTOPOB JOKYMEHTOB,
c(OPMHUPOBAHHBIX C IOMOIIBID BeKTOpHOTO mpeodpazoanus TF-IDF mms
cyOcioBapHBIX 4-rpaMM 0e3 peayIIUpOBaHHS CIIOBAPS IO YaCTOTAM.
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J1st KaXKJ0T0 U3 JITOPUTMOB OBIJIO MCCIIEIOBAHO BIMSHHIE Pa3MEPHO-
CTH BEKTOPOB JOKYMEHTOB Ha pe3yJsbTar padoTsl. [IpoBepsuiacy pabora ai-
roputMa 0e3 CHIDKEHHS pa3MEPHOCTH, a TaKkKe C TPUMEHEHHEM CIIEAYIOIINX
METOIOB €€ CHIDKEHUS:
e HeNMHEHHBII MeToJ cHmkeHus pasmepHoctd UMAP: pasmep-
HOCTB KOHEYHOTr0 IpocTpancTBa — 300, MeTpHKa pacCTOSHUS — KO-
CHHYCHOE PacCTOSTHHE;

® JIMHEHHBIA METOJ Ha OCHOBE CHHIYJSIPHOIO PAa3JIOKCHUS
(Truncated SVD: pa3mepHOCTh KOHEYHOTO npocTpancTsa — 300).
Merton TecTupoBaics MPH IBYX BapHaHTaX aJITOPUTMA Pa3IoxKe-
HUSL: UTEPAlIMOHHBIM MeTooM ApHoibau (SVD arpack) n ycko-
penHbIM anroputMoM Xaiko (SVD random)).

OOHapyXeHHe aHOMAJIUH ITPOBOAMIOCH KaX/IBIM M3 aJITOPUTMOB TO-
OYepeTHO B BYX PEXKHMMax, COOTBETCTBYIOIINX BUIYy 33/1a4H: IIOMCK BBIOPO-
coB (0OyueHHe MO/IENIN Ha KOJUIEKIUAX JIOKYMEHTOB C 100aBJICHHBIMHA HHO-
POIHBIMH TOKyYMEHTaMH) U OOHapyKeHHe HOBH3HBI (00ydeHHe MOJAeIH Ha
KOJUIEKIUSIX IOKYMEHTOB 0e3 100aBJIeHHBIX HHOPOIHBIX JTOKYMEHTOB).

[ocie monmyuerns GYHKINK TPUHSTHS pernerus (decision-¢pyHkimm)
10 Ka)XIOMy aJrOpUTMY OblIa IPOM3BE/EHa OIEHKAa KadecTBa ee palboThI:
OBLIH OTIPE/IENICHBI IOKYMEHTBI KOJIIEKITNH, KoTopbie decision-dyHkims oT-
Hecsa K aHOMalusIM ¢ uHaekcoM Bbite, yeM MJ12 (crates B CMU). Pesyb-
TaThl aHAJHM3a TIPEICTABIEHBI B TabnuIe 5.

W3 Tabauibl BUJHO, YTO HAWITYUIINH pe3yabTaT sl 00euX KOJUIEK-
LIUH MTOJTyYeH Ha IMOJHOPa3MEPHBIX BEKTOPAX JOKYMEHTOB 0€3 HCIONIb30Ba-
HHS METOJIOB CHIDKCHUS Pa3MEPHOCTH JUIs 3a]1a4d OOHAPYKEHHs] HOBH3HBI.
[Tpn TakoMm BapmaHTe HaliIEHO HaUMEHbIIEE KOJINYECTBO JOKYMEHTOB KOJI-
JIEKIIMU, OTHECEHHBIX K aHOMAJBbHBIM C WHJIEKCOM BBIIE, YeM WHOPOIHBIN
JnokyMeHT. Taxoke ObI7I0 00HApY)KEHO, YTO B JTAaHHOM BapHUaHTe HET JOKYMEH-
TOB C MHAEKCOM aHOMAJIBHOCTH BBIIIE, YeM y XYA0KECTBEHHOTO TEKCTa
(cM. puc. 2). Hanxyammii pe3ysnbTat noydeH Ipu HCIOIb30BaHNH HEIIMHEH-
HOTO MeTo/a CHIKeHHs pasmepHocTd UMAP.

Haubonee craOmiibHBIN pe3ynbTaT Juisd 00enX KOJUICKIMH BHE 3aBH-
CHUMOCTH OT BBIOOpa METO/1a CHIDKEHHSI Pa3MEPHOCTH MOKa3ajl alrOPHTM, OC-
HOBaHHBIM Ha MeTO/Ie ONIOpHBIX BeKTOpoB (One-Class SVM). Pabora meTozna
ObLTa IpOBEepeHa Ha MOJICIISIX 00EHUX KOJUIEKITH, TOCTPOCHHBIX Ha BEKTOPax
JIOKYMEHTOB, C()OPMHUPOBAHHBIX C TIOMOIIbIO npeodpasoBanuss TF-IDF mms
CJIOBaps M3 YHUTPAaMM U OUTpaMM C pelylUpOBaHHEM IO dacToTaMm (yxa-
JICHBI 4aCTO BCTPEUAIOLINECS U PEJIKHUE TEPMbI) — TaKasi BEKTOpHasi MOJEIb
Hamboee gacto ucrons3yercs B [IMUC.

DkcnepuMeHT mokasai, 4yro Metoq One-Class SVM ¢ dynkumeit mpe-
o0pa3zoBaHus mpu3HaKoBoro npocrpancTsa RBF myume onpenenser anoma-
JIUM TPU HOPMAJIM3alliM BEKTOPHOM Mojenu mo L2, mpu KOTOpoi BEKTOp
HOpMAJIU3yeTcss Ha CyMMy KBaZpaTOB BCEX €ro 3HaueHWH (cM. Tabi. 6).
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Taroke 06110 0OHAPY)KEHO, YTO HAMIYYIINE PE3yIbTaThl IOTyYeHBI IIPH Je-
TEKTUPOBAHUU HHOPOJHBIX TOKYMEHTOB KaK HOBBIX JUISI KOJJISKIIHH.

Tabmmma 5. Uncmo 10KyMeHTOB, OTHECEHHBIX K aHOMAIBHBIM C HHIEKCOM
BEIIIE, 4eM y JokyMeHnTa /12 (ctatbs B CMU), pa3nuyHBIME aITOPUTMAaMH Ha OC-
HOBE IIOJIHOpa3MEPHOM BEKTOPHOM Mojenu

CHuKenue Bux3a- | iForest LOF One-Class SVM
pa3MepHOCTH aaqymn cosine L2 | sigmoid linear RBF
Kosmnexknus: 'OCT UT
Be3 cumxennst Bri6pocsr 13 460 496 2 2 291
Hosuzna 31 3 5 2 2 292
UMAP Bs16pockr 1029 792 863 1102 593 818
Hosuzna 1036 123 117 1102 593 818
SVD arpack BriGpocs! 170 902 897 2 2 380
Hosuzna 146 9 11 2 2 380
SVD random Bri6pocst 156 881 864 2 2 384
Hosuszna 182 7 10 2 2 384
Komnexkuus: T'OCT X/
be3 cHmxeHus Br16pocs! 12 20 36 5 5 202
HoBu3zHa 7 2 1 5 5 200
UMAP BriGpocst 443 312 305 458 156 417
HoBu3zHa 442 255 246 458 156 416
SVD arpack Bri6pocs! 112 20 41 5 5 194
HoBu3zna 151 2 3 5 5 192
SVD random Bri6pocs! 129 18 41 5 5 194
HoBuzna 136 2 2 5 5 193

AnropuT™m BeIBNEHHA aHoManui: LocalOutlierFactor

+ AHOMancHHE

= HopMansHuie

I'panuna (HI10)
- I'panuna (MI11)
- [pannuna (MIO2)
- Tpanuua (M13)
Tpanuua (M14)

-

HHIeKc aHoMankHOCTH

(X}

roCT UT

+ AHoManbHEE

HopmManeHeie
---- TI'pannua (U10)
== T'panuua (M]1)
-+ I'pannna (MO2)
- Tpannua (U]I3)
—— Tpanuma (M]14)

104

@

Hnnexc aHoMansHOCTH

rocT x4
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Ne
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Puc. 2. Uunexc anomansHOCTH 10KyMeHTOB B Koyutekuusax ['OCT UT u TOCT XK.
AnroputM Local Outlier Factor, Bexroprast monens TF-IDF 6e3 monmxkenus pas-
MEPHOCTH
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Tab6muna 6. Unciio JOKyMEHTOB, OTHECEHHBIX K aHOMAaJIBHBIM C HHJIEKCOM BBIIIE,
4yeM y nokymenta /12 (cratest B CMU), anropurmom One-Class SVM Ha ocHOBe
M10JIHOPA3MEPHOIN BEKTOPHON MOJEIU

CHukenue Bun 3a- One-Class SVM (L1) One-Class SVM (L2)
pa3mepHo- aaqu
pi. sigmoid | linear | RBF | sigmoid | linear | RBF
Koanexkuus: TOCT UT
be3s cHmxe- Br1Opocst 4 110 51 8 8 6
HUsI Hosusna 0 0 51 3 2 0
SVD arpack Bs16pocst 3 159 53 10 9 272
HoBuzna 0 0 52 3 3 247
SVD random | BeiGpocst 0 136 53 10 9 264
HosBusna 2 0 53 5 4 242
Komnexuusi: TOCT X/
be3 cHmxe- Bri6pocs! 125 386 5 3 3 1
Hs HosusHa 0 0 4 0 0 0
SVD arpack Br16pocs! 117 366 5 3 3 2
Hosusna 0 0 4 0 0 0
SVD random Br1Opocst 118 364 4 3 3 2
HoBuzna 0 0 5 0 0 0

ITockonbky B IIMUC B 3aBUCMMOCTH OT 3aayd MOTYT HCIOJIb30-
BaThCS Pa3HbIE CHOCOOBI BEKTOPHOTO MpeoOpa3oBaHUS ITOKYMEHTOB, TO
JabHEHINe SKCIePUMEHTHl IPOBOIMIINCH JUI BEKTOPHOH MOJEIH JOKY-
MEHTOB, TIOJIy9€HHOH C TTOMOIIBI0 TEMaTHIECKOTO MOICITAPOBAHHS.

Jlst 06enx KoJIeKIuiA BEKTOpHAS MOJIENh TOKYMEHTOB CTPOUJIAch C
METOOAOM TEMATHYCCKOI'O MO}ICHI/IpOBaHI/Iﬂ C a}I)IHTPIBHOﬁ perynﬂpnaauneﬁ
(Additive Regularization Topic Modelling, ARTM). Ilpu dhopmupoBanuu
CJIOBaps TEMATHYCCKON MOJICIIM ObLIa yuTeHA HH(POPMAITUSI O COBCTPEYAEMO-
cTu cnoB. [lanee U3 5 MHOPOAHBIX TOKYMEHTOB Oblia cpopMHUpOBaHa Mart-
pHUlla «JIOKYMCHT-TEMay» IyTEeM MOCTPOCHUS BEKTOPOB HA OCHOBE HMCHO-
LIAXCS TEM.

Just monyuenus decisSion-GpyHKIMK ObLIH MTPOBEPEHBI TE KE METO/IBI,
4yto M Jui BekTopHOM moxenu Tekcra TF-IDF: iForest, LOF, One-Class
SVM. /1511 o1ieHKH KadecTBa padOTHI PYHKINH TaKkKe OBUIH ONpeIeIIeHBI 10~
KYMEHTBI KOJUICKIIH, KOTOPhIe OBLTH OTHECEHBI K aHOMAIUSAM C MHICKCOM
BeIe, geM U/J12 (cratebst B CMU). Pe3yneTathl aHanmsa npencTaBieHb B Ta0-
e 7.
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Tabnuua 7. Uncio 10KyMEHTOB, OTHECEHHBIX K aHOMAJIBHBIM C HHJIEKCOM, ITPEBBI-
LIAIOIIMM HHEKC aHoManbHOCTH nokyMenTa M/12 (ctates B CMU), paznuaHbiME
JITOPUTMAMH Ha OCHOBE TEMAaTHUECKOH MOJIEIH KOJIEKLIUH

iForest LOF One-Class SVM

Bupn 3apaun estiTg(t)ors: estirgg(t)ors: cosine L2 sigmoid linear
Koanexuus: TOCT UT

BriGpocht 0 2 64 68 191 80
Hosusna 0 0 6 97 | 191 77
Koanexuusi: TOCT XK/

Bribpocht 0 339 401 305 27
Hosuzna 0 18 425 | 98 17

W3 Tabnumsl BUAHO, YTO ONpeIeICHAE aHOMAIIMH ISl TeMaTHIeCKOM
MOZENN CTPYKTYPUPOBAHHBIX HOPMATHUBHO-TEXHUYECKUX IOKYMEHTOB Ha
PYCCKOM SI3BIKE HAWTY4IIAM 00pa3oM IMPOU3BEACHO C IIOMOIIBIO aIrOpUTMa
m3onupytorero seca (Isolation Forest), mpu ncnoiap30BaHUM STOTO METOIA
Bce 5 UJI uaeHTHPHUIUPYIOTCS KaK aHOMAJbHBIC: MPAKTHUYECKH HET TOKY-
MEHTOB, MpeBbiatonux NJ1 mo nHaekcy aHoManbHOCTH (CM. puc. 3).

ANropuTM™ BhISBIeHHs aHoMmanui: IsolationForest
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Ne fOKyMeHTa
Puc. 3. Unnekc anomansrocty st komtekuuit 'OCT UT u T'OCT XA. Anroputm
Isolation Forest, Temariyeckast BekropHast Moaeib (ARTM)

Ne moKyMeHTa

IIpu ucCHONB30BaHUH TEMAaTHYECKUX BEKTOPOB KOJUICKIIUH WHOPOJ-
HBIE IOKYMEHTBI H30JIUPYIOTCS AITOPUTMOM TOpa3/io PaHbIIE, YeM HOPMAJb-
HbIe 00BEKTHI (BBIOPOCHI MOMAJAlOT B JUCThS Ha HEOOINBIION TIyOnHEe me-

peBa).
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5. Pe3yabTarthl. Pe3ynbrarel 3KCIEpUMEHTA MPOJEMOHCTPUPOBAIN
3¢ }exTHBHOCT NPETIOKEHHOTO oaxoa. I1py moncke aHOMaJUid B OJTHO-
POAHBIX TCKCTOBBIX KOJIJICKOHAX HO):[60p nmapaMeTpoB ONTUMH3AIIMOHHBIM
CIOCcOO0OM 00ecreYnBaeT MaKCUMAIIbHYIO TOYHOCTh PEIIeHHUs JJIsi KOHKPET-
HOTo HabOopa JAHHBIX C YYETOM IIPEIOCTABIEHHOTO AITOPUTMY 00pa3iia HHO-
POJIHOTO TOKYMEHTA.

[Ipu 3TOM BBIOOp anropHUTMa 3aBHCHUT OT 1ieel u 3axau [TMUC: ecnn
JUISL TOKYMEHTOB IIPEAIIOJIaraeTcsi CTPOUTh TOJIBKO BEKTOPHYIO MOJIENb 110
TF-IDF, To BBIOOp MeToma OIpeneNseTcs OONBIIONH Pa3MEepHOCTHIO TPO-
CTpaHCTBa NMPU3HAKOB. Kak moka3al SKCIIEpUMEHT, B 9TOM CITydae CHIDKCHHE
pa3sMepHOCTH Herlenecoo0pa3Ho: Hanbonee 3((GEKTHBHBIM OKa3aJlUCh Me-
tonel One-Class SVM (Ha ocHOBe MeToa omopHBIX BekTopoB) U LOF (i1o-
KaJIbHBIH (hakTop BRIOpOCa), paboTaromye ¢ MOTHOPA3MEPHBIME BEKTOPAMU
B pexuMe oOHapyXeHUs HOBH3HBL. HamOosiee cTaOWIIBHBIA pe3ynbTar s
O6CI/IX TCCTOBBIX KOJ'[J'[eKI_[I/Iﬁ BHC 3aBUCUMOCTH OT BLI60pa METOda CHMKCHUSA
pasMepHoCcTH mmokasai anroput™ One-Class SVM.

OKCHeprMEeHT TaKKe [MO0Ka3al, YTO HAWTY YU pe3yIbTaT MOKHO I0-
JIYYHTH TIpY GOPMHUPOBAHHH CIOBaps U3 CyOCIOBapHbIX €UHUIL B BUe 2—4-
rpamm. OziHaKo paboTa MeTo/a ObUIa TaKXKe MPOBEPEHA MPU BEKTOPU3ALMU
npeodpazosanreM TF-IDF mo cioBapro u3 yHUTpaMM 1 OUTpaMM C peayLu-
POBaHMEM I10 YaCTOTaM - TaKasi BEKTOPHAsl MOJIEJIb HanOoJIee 9acTo UCTIONb-
syercst B [IMNC. DkcnepuMeHTaIBHO ObUIa yCTaHOBIICHA 3aBHCHMOCTh
MEXIy BBIOOPOM Apa 1 CII0co00M HOpMalTU3alui: INHEHHOE U CHTMOUIHOE
sipa B One-Class SVM nydrme padoratoT npu HopMmanu3anwm L1, Toroa kak
npeobpazoBanue npoctpanctea RBF sa¢¢exTinBHO mpu HopManmzarun L2.

B cnyuae, ecnmu B pamkax [IMHC crtpoutcs TemMatnyeckass MOJAEb,
aHoMmaiuu S(GQEKTUBHO oOmpenenstorcss MeTogoM iForest (M3onmpyromuii
Jiec), MpUYEM Pe3yJIbTaT OKa3bIBACTCS JTXKe JIydllle, 4eM Y ONTHMAIIBHOTO ajl-
roputMa npu Bekropusaiuu MmetogoM TF-IDF.

TemaTnyeckoe MOAEIHPOBAHUE MOXET OBITH PACCMOTPEHO KaK Me-
TOJ| CHIDKEHHUSI Pa3MEPHOCTH MPOCTPAHCTBA: BMECTO BEKTOPOB pa3MEpHO-
CTBIO JICCATKH THICSIY KOMIIOHEHTOB (B COOTBETCTBHHU CO CJIOBAPEM KOJUICK-
LIUH) TIPOCTPAHCTBO (POPMHUPYETCS 3 BEKTOPOB JIOKYMEHTOB Pa3MEPHOCTHIO
B HECKOJIBKO COTEH TEMAaTHUECKUX KOMIIOHEHTOB (YTO COOTBETCTBYET 001IIe-
MIPUHATOMY TIOPSIIKY ONTHUMAJIBHOTO YHCJIA TEM B TEMAaTHYECKOH MOJIEIH).
Jlpyrue MeToabl CHW)KEHHS pa3MEpPHOCTH MIPUBOJST K IIOTEPE BMECTE C H3-
OBITOYHOHN Pa3MEPHOCTHIO M HEKOTOPOW YacTH 3HAYMMOUN HMH(OpMAIUH - B
YaCTHOCTH, CEMaHTUIECKUX MPU3HAKOB TEKCTOBBIX JIOKYMEHTOB. TemaTude-
CKOE K€ MOJENMPOBAHHE II03BOJIAET COXPAHUTH 3Ty HHGOPMALHIO, I10-
CKOJIbKY YMEHBILIEHHE Pa3MEPHOCTH MOJIEIIH IPOUCXOIUT HE 3a CYET YIUIOT-
HEHUsI BEKTOPOB, a 0J1aroaps pa3ioKeHUI0 HCXO0THON MaTPHULIbI «IOKYMEHT-
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TEpM» Ha JBE€ MaTPHLA MEHBILETO pa3Mepa - «TePM-TeMa» M «TeMa-IoKy-
MEHT».

TemaTtuueckas MOJCJIb TAKXKE ITO3BOJIACT 06Hapy)KI/ITI) AaHOMAJIbHBIC
3JIEMEHTHI B Mpoliecce KIacTepu3aiui. AHOMAIUSIMA MOTYT CUUTAThCS JI0-
KyMEHTBI, KOTOpbIE, HECMOTPSI Ha PeryJIsipU3allvIo, «IUIOX0» pPacKIaIbIBa-
IOTCSI 110 MOJYYSHHOW MOJAENH: JUIS HUX HE OOHapy>KHBAaeTCS MOAXOASIIeH
TEMBI C JIOCTATOYHBIM BECOM, BMECTO 3TOTO BEKTOpP TAKOTO JOKYMEHTa CO-
JIEP’)KUT HU3KHE 3HAYEHHs BECOB 110 MHOTMM TeMaM KOJUIEKIWH. Takue J1o-
KyMEHTBI MOTYT paccMaTpuBaThecsl Kak BBEIOpOCkl. OJHAKO MPU TaKOM IOA-
XOZIe BO3HMKAET HEOOXOAMMOCTH SMIMPUYECKOTO BBIOOpA BEIMUYMHBI I10-
pora, KoTopasi B 00IIeM cirydae 3aBUCHT OT CBOMCTB Kosuiekuuu. Iloporosoe
3HaYeHHE HEOOXOIMMO BEIOMPATh TaKUM 00pa3oM, 9ToOBI cobIrocTH O6ananc
MEXIY YHMCIIOM KJIACTEPU3YEMBIX JOKYMEHTOB M YHCIIOM JOKYMEHTOB, OTIpe-
JCIISIEMBIX KaK aHOMAJIbHBIC. KpOMC TOT'0, Ha IPAKTUKE 3TOT MOAXOd HEBO3-
MOEH JUIsi 0OHapYKEeHHsI HOBU3HBI, TIOCKOJIbKY HOJIHOE Mepeo0ydeHue Te-
MaTUYECKOM MOACIN NpH TOCTYIUICHHUH KaXXI0TO0O HOBOI'0 JOKYMCHTa B
[HNHC neuenecoodbpasHo.

Ecnu sxe BeKTOpU30BaTh HOBBIH JIOKYMEHT 110 UMEIOIIeMycsl Habopy
TEM, TO JJIs OOHApy>KEHUS] aHOMaJIMH HeoOXoAMMO (GopMaM30BaTh ajro-
PUTM TIPHHSTHS PEIICHHUS OTHOCHUTEIHHO KaueCTBa PA3JIOKCHMS KOHKPET-
HOTO JIOKYMEHTA 110 UMEFOLIECHCS] TEMaTHUECKOH MOJICNTH. DTO U JIENIAl0T all-
TOPUTMBI OOHAPYKESHUS aHOMAIINH, TPOBEPEHHBIC SKCIICPUMEHTAIBHO B JIaH-
HOM paborte. [IpuMedaTensHO, 9TO CTpaTeryus MOUCKAa aHOMAINK Ha OCHOBE
temarndeckoir moxennn ARTM oxkazanoce Hambomee 3pQeKTHBHON, TpH
NPUMEHEHUH METO/I0B CHIKEHUS pasMepHOCcTH K Moaenu TF-IDF takux pe-
3yJIbTaTOB JOOUTHCS HE yIaBAJIOCh.

Takum 00pa3oM, IKCIIEPUMEHT MOATBEPAMII, YTO 33]a4a BBIIBICHHUS
CAVMHUYHBIX aHOMAJIbHBIX JOKYMECHTOB IO OTHOIICHUIO K 3a}IaHHOﬁ KOJIJICK-
LUK HE MMEET YHUBEPCAILHOTO perieHus. OHaKo BO3MOXKHO MPUMEHEHHE
Pa3IMYHBIX CTPATErHi BBISABJICHUSI aHOMAIWI B 3aBUCHMOCTH OT MOTPEOHO-
ctu [TMUC.

[IpennoxeHHbI ONTUMU3AIMOHHBIN TTOJIX0]T TIOKa3all BBICOKYIO 3(-
(DEeKTHBHOCTH IPH ITOVCKE CMBICIOBBIX aHOMAJIMH HA UCCIIEAYEMBIX TaHHBIX.
[Tpn 3TOM HEOOXOANMO OTMETHTH CYIIECTBYIONINE OTPAHNUCHUS TEKYIIETO
nccienoBanus. s JOCTHKEHUs BBICOKOM TOYHOCTH IIPU MOMCKE aHOMAJNN
HEOOXOJMMO HCIIONIb30BAaTh 3HAHUS O THIE U CTPYKTYpE JAHHBIX U 00 MX
MIPEAMETHOM 001acTH. DTO 3aTPyIHSIET OLECHKY U CPaBHEHHE C PE3yJIbTaTaMu
JpYTHX HCCIEIOBaHUN: HACKOIBKO HaM M3BECTHO, B HACTOSIIEE BPEMs HET
OITyOJINKOBAaHHBIX HCCIIEAOBAHUI, IMOCBSIIEHHBIX IIOMCKY AaHOMAlMi Ha
YPOBHC JOKYMCHTOB B KOJUICKIUAX IOPUANYCCKH 3HAYUMBIX PYCCKOA3BIYHBIX
TekcToB. [IpeaokeHHbI NOAX0/] ONTUMH3ALMH AITOPUTMa OOHAPYKEHHS
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aHOMAJIMH C MCIOJIb30BAaHUEM 3aBEIOMO MHOPOJHOTO JOKYMEHTA SIBIISIETCS
HOBBIM, YTO TAKXKe€ SIBJISICTCS IPUYNHON HEBO3MOXKHOCTH COIIOCTaBIICHHUS 10-
JIYYSHHOTO pe3yJibTaTa C MPeablaylMu pabotamu. OmyOJIUKOBaHHBIC UC-
CJIe/IOBaHUsI, MOCBSILIEHHBIE 00HAPYKEHHUIO CMBICIIOBOH aHOMAaJIbHOCTH (HO-
BU3HBI) Ha YPOBHE JOKYMEHTOB, JIEMOHCTPUPYIOT, 4TO 3()()EKTHBHOCTDH
MIpeaJIaraéMbIX METOJIOB CHIIBHO 3aBUCHT OT 00pabaThIBaeMOro KopIryca J10-
KyMeHTOB. B gactHOCTH, B paboTe [2] mpHBOAATCS OLIEHKH TOYHOCTH Mpe/-
JIO’)KEHHOTO HEMPOCETEBOr0 METO/A ONPEAETICHUsI CEMaHTUYECKON HOBU3HEI
Ha yposHe 0,75, 0,76 u 0,86 B 3aBUCUMOCTH OT Habopa JaHHBIX. ONTHMH3a-
LIMOHHBIA MOIXOJ, MPEACTaBICHHBIN B JaHHOW CTaThe, O3BOJISET JOOUTHCS
abcomroTHO# TouHOCTH (61M3K0# K 100%) IIpM ZOCTAaTOYHOM YPOBHE OJTHO-
poaHocTy Koutekuu. Takas pasHuna B 3 (eKTHBHOCTH JEMOHCTPUPYET 3a-
BHCHMOCTH OLIEHOK METOZIOB OT KaU€CTBA TECTOBBIX JAaHHBIX. DTO MO3BOJISIET
YTBEPIKIATh, YTO B MPUKJIAJHBIX 3a]a4ax dTal HOATOTOBKU JaHHBIX H BBIOOD
CaMoro ajaropuTMa MOUCKa aHOMAaJIUi MOTYT OKa3bIBaTh COMIOCTABUMO CHIIb-
HOE BJIMSHHE Ha pe3yJIbTaT aHajgu3a. B To ke BpeMs Ipu ompeesieHHH aHO-
ManbHOCTH Ha CEMAaHTHUYECKOM YPOBHE Ba)KHO pa3rpaHUUYMBATh CIydau, KO-
rza omMOKa BbI3BaHA padOTON CHCTEMBI (QITOPUTMA), U CUTYaIlH OIINOKH
13-32 HEJIOCTaTOYHOM (hopMann3alvy Ka4ecTBa «aHOMaJIbHOCTHY (KOT/ia pe-
3yJIbTaT MOKET OBITh CyOBEKTHBHO BOCHPUHAT Kak ommOo4HbIi). [Ipemmo-
JKESHHBIH 1TOJIX0/1 TO3BOJISIET 00BEKTUBH3UPOBATH CMBICIIOBYIO aHOMAJIBHOCTh
TEKCTOBBIX JIOKYMEHTOB IT0 OTHOLICHHIO K 33/IaHHOM KOJUICKINH, OJiarosaps
YeMy CHIKAETCS YHCJIO OITMOOK M MOBBIIIAETCS TOYHOCTD PEIICHHS.

Ha aByx nccnemyempIX KOJUIEKIUSIX METO/] TOKa3all BHICOKYIO 3 dek-
THUBHOCTB, KOTOPasi, OJHAKO, IOJDKHA OBITH IPOBEPEHA B PEaIbHOM IIPHUMEHE-
HHUM B paMKax MPUKJIaJHON MH()OPMALMOHHOW cucTeMbl. V3yueHne oTKiIu-
KOB IOJIb30BaTeNeH Ha IIPEI0KEHHBIE CHCTEMON OIIEHKH aHOMAaJIbHOCTH J10-
KYMEHTOB IT03BOJIUT ITOATBEPIUTH Ha MPAKTHKE TOYHOCTH NMPEICTaBICHHOTO
METO/Ia U €ro IPHUMEHUMOCTh Ha pa3In4HbIX Habopax JaHHbIX. CocTaBieHne
COOTBETCTBYIOLIUX METPUK JUIl BCTPAauBaHUS B CUCTEMY SIBIISIETCS OJHUM U3
BO3MOJKHBIX HalpaBJICHUH NaJbHEHIINX UCCIeI0BaHUHA.

Kpome Toro, mist DpUKIaAHOTO MPUMEHEHHS MPEUI0KEHHOTIO allro-
pUTMa Iesecoo0pa3Ho aBTOMATH3HPOBATh IPOIECC ONPEIENICHUS TOPOro-
BOT'0 3HAYCHMSI aHOMAJIBHOCTH, KOTOPBIN YCTaHABIMBAETCS Yepe3 BHIOOP J10-
KyMEHTa, 3aBEZJOMO MHOPOAHOTO JUIA KOJUICKIMU. TakuM IOKYMEHTOM MO-
KET SBJIATHCS] BHEIIHUH TOKYMEHT, KOTOPBIH HE COOTBETCTBYET KOJUICKIMN
TEMaTHYECKH U CTHIIUCTUYECKH. B pamkax nanHoON paboTsl mogdop Takoro
WHOPOJHOTO JIOKYMEHTa IMpPOMCXOJWJI BPYUYHYI0, Ha OCHOBE OIKCIIEPTHOM
OLIeHKH. be3 mpuBiiedeHus 3KcrepTa MOpOroBOE 3HAYEHHUE aHOMAIbHOCTH
MOJKET YCTAHABJIMBATHCS Ha OCHOBE MAaKCHMAaJIbHOTO 3HAUYEHHUS CKOpPHHTa
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AHOMAJIBHOCTH JOKYMEHTOB KOJUIEKLUH, C HEKOTOPBIM CIBUIOM 3TOTO 3Ha-
YEHUsI, BBIYMCICHHOTO MPH HAYaJIbHBIX MapaMeTpax alropuTMa. JTa THIo-
Te3a Takke TpeOyeT AajbHEHIIero M3yueHus U SKCIEePHUMEHTAILHON Hpo-
BEPKH.

OOmiee HampaBjieHUE NAIBHEHIINX HCCIENOBaHUN ONpeaesseTcs
JBIDKEHUEM B CTOPOHY T.H. MAllMHOYMTAEMOTO MpaBa M BKIIOYAeT B ceOs
peleHne 3a/1a4, CBI3aHHBIX C OOHAPYKEHNEM CMBICIIOBBIX aHOMAJIMH B IOpH-
JUYECKU 3HAUYMMBIX TEKCTaX: BBISIBICHNE HOBIIECTB B IPOEKTaX POCCUICKUX
HOPMaTHBHO-IIPABOBBIX JOKYMEHTOB U B JIOKAIBHBIX HOPMAaTUBHBIX aKTax,
(hopManbHOE IPeICTaBICHUE CEMAaHTHYECKOTO COJIEPKAHMS PYCCKOS3BIMHBIX
PETYISATUBHBIX JOKYMEHTOB [39], MONCK OTAEIBHBIX aHOMAJIBHBIX CTPYKTYD
B IOPUANYECKUX TEKCTAX, O0OHAPYKEHHE HOPMOTBOPYECKUX KOJUTU3HUH.

6. 3aka0uenne. B pabote nccinenoBanacs 3a1a4a OOHAPYKEHUS aHO-
MaJIui Kak JOKYMEHTOB, 00JalaloIINX HOBU3HOW MO OTHOIIEHHUIO K OJHO-
POJHO TEKCTOBOW KOJUIEKIIMH, C y4eTOM TpeOOBaHH, KOTOPBIH HAKIaIbl-
BAKOTCs Ha BI)I60p METOAO0B PCUICHUSA 3a/la4U IMTPUKITAJHBIMUA UHTCJIJICKTYaJIb-
HeIMH HH(popManmoHHbMH cuctemamu (ITMNC), paboTatommmu ¢ 1opuam-
YeCKH 3HAYNMBIMH JJOKyMeHTaMH. K 3TuM TpeGoBaHUAM OTHOCHTCS BBICOKas
TOYHOCTB pelleHus], pean3yemas 3(p(eKTHBHOCTh alrOpUTMOB, BOCIIPOU3-
BOJIMMOCTB PE3yJIbTaTa M €ro 00bSICHIUMOCTb.

[Ipennoxena crpaTerus BEIOOPa ONTHMAIBHOTO METO/IA TIOMCKA aHO-
MaJIuii ¥ mogdopa ero mapaMeTpoB B 3aBHCHMOCTH OT IpeNIoiaraeMoil B
[MNNC BexTOPHOI MOAETH KOJIICKIINH JOKYMECHTOB.

K xomnexnmu no6aBiseTcs 3aBeJOMO HHOPOJIHBIN JOKYMEHT, C yde-
TOM KOTOPOTO ONPENENAIOTCS KPUTEPHN ONITUMHU3AIMN: MAaKCUMAIIbHOE Pa3-
JINYUC pacnpeﬂene}mﬁ paCCTOﬂHI/If/'I MEXIY JOKYMCHTAMU KOJIJICKIHUU OO0 €€
OEHTpa U A0 HHOPOJHOTO AOKYMCEHTA, OTCYTCTBHUE (J'II/I6O MHHUMAJIBHOC
‘-II/IC.]'IO) JOKYMCHTOB HCXO}]HOﬁ KOJIJICKIUH, KOTOPBIC 110 3HAYCHUIO MHJICKCA
AQHOMAJIBHOCTH NPEBOCXOMAT MHOPOJHBIN JOKyMeHT. Toukoi oTcuera Ajs
HHJIEKCa aHOMAJIBHOCTH CUUTAETCS LIEHTP pacCMAaTPUBAEMON KOJITIEKIIHH.

J11s1 TOUeYHOTO BBISIBIICHUS! aHOMAJILHOCTH HEOOXOIMMO OTIPEEITUTh
B KOJUIEKIUH MOTPaHUYHBIA JOKYMEHT, MMEIONIMA MaKCUMAaJbHYIO BEIH-
YHHY WH/IEKCa aHOMAILHOCTH CPE/IN BCEX JIOKYMEHTOB KOJUIEKIMH ((YHKIIHS
OIIpEeZICTICHUS] aHOMAJIBHOCTH BBIOMPAETCS B 3aBUCUMOCTH OT BEKTOPHOIT MO-
nenmn nokymeHtoB). B pamkax ITMHWC aHOManbHOCTH HOBOTO JIOKYMEHTA
OIIPEIETISIETCSI B PEKOMEHIATEIIbHOM PEXHMME, TIPH 3TOM MOXET OBITh yCTa-
HOBJIEH JIOIyCTUMBIM JINMUT ITPEBBIIIEHUS HHAECKCA aHOMAJIbHOCTH HOBOTO
JOKYMEHTA OTHOCUTEIIBHO TIOTPAaHUYHOIO JTOKYMEHTA.

OKCHEepUMEHT NMPOBOJUICS HA JBYX OJHOPOJHBIX KOJUISKIHSIX FOPHU-
JANYECKU 3HAYUMBIX PYCCKOA3BIYHBIX NJOKYMCHTAX: ITOCYAapCTBECHHLIC CTaH-
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JapThl B chepe MHPOPMALMOHHBIX TEXHOJIOTHH U B chepe KeIe3HOI0POK-
Horo cooOmmeHns. B kauecTBe 00pa3i0B HHOPOAHBIX TOKYMEHTOB HCIIOJIB30-
BaJIUCh OTPBIBOK M3 XYyJOKECTBCHHOI'O ITIPOU3BECACHUA, CTAaThs B CMH, Hay4-
Hasl CTaThsl, (PMHAHCOBAsI OTYETHOCTH U I1a0JIOH JOTOBOpA.

Pe3yJ'[I)TaTI)I OKCIICPUMEHTA I10Ka3aJiu, 4YTO Hpe,[[.]'[O)KeHHI;Iﬁ METOQ
nogdopa alropuTMOB M HapaMeTpoB MO MHUHHUMHU3AIMU BBIOPOCOB OTHOCH-
TEJIFHO 3aBEJIOMO WHOPOJHOI'O JIOKYMEHTa IMO3BOJISIET BHIOPATh ONTHUMAJb-
HBII AITOPUTM OOHAPYKEHUSI aHOMAJIHH JJIsl KYKI0H TEKCTOBOW KOJUIEKLIUH,
a MOJyYeHHAs! TAaKKMM 00pa3oM OLIEHKa aHOMAJIbHOCTH JOKYMEHTa COOTBET-
CTBYET 3KCIICPTHOH OLICHKE.

Jnst 3ana4 moncka aHOMaJIMH B paMKax ITPOIIecca TEMaTHIeCcKOn Kila-
CTEpH3aINH IOPUINIECKN 3HAYMMBIX TEKCTOBBIX JOKYMEHTOB 3()(eKTHBeH
MeTo uzosmpyromero Jyeca (Isolation Forest), mockobKy HHOPOIHBIC TOKY-
MCHTbBI B CUJTY OTCYTCTBHUA IBHO BI)II[GJ'ICHHOﬁ TEMbI U30JIUPYIOTCA 6I)ICTpee,
YyeM JOKYMEHTBI, IpHUHaAJIeKaIlue CEMaHTHYECKH OTHOPOTHOMY KIIacTepy.

Ecnu puist penienyst NpuKIIagHON 3ajaul UCIIOJIB3YETCS Pa3pesKeHHas
MOJIHOpa3MepHasi BEKTOpHAsi MOJIENIb HA OCHOBE CJIOBapHON CTaTUCTUKH, TO
rocie BEIOOpa ONTUMAJIBHBIX TTapaMeTpoB cioBapst moaenu st [TMUC pe-
KOMEHYeTCsl IPUMEHHUTh METO/I OTIOPHBIX BEKTOPOB B Moandukanuu One-
Class SVM c cooTBeTcTBYIOMIICH (hyHKIHEH MTPeoOpa3oBaHUs IPU3HAKOBOTO
pocTpaHCcTBa. [Ipy CHMKEHUHM Pa3sMEPHOCTH HAWITYUIIMH pe3ysbTaT MOKa-
3BIBAIOT JINHEWHBIE METOABI.

B xone manpHENIINMX HCCIENOBAHUMN IJIAHUPYETCSI MPOTECTUPOBATH
MPEAJIOKEHHBIM METOJ Ha NMPAKTUKE B paMKax AEHCTBYIOLIEH MPUKIAIHON
MH()OPMAIMOHHON CHCTEMBI M OIIEHUThH IPUMEHUMOCTh METO/Ia YePe3 BCTPO-
C€HHBIC MCTPUKH, YIYUTHIBAIOIINEC OTKIIUKHU MOJIb30BaTeNC HA MPEII0KCHHBIC
CHCTEMOM OIIEHKH aHOMaJIbHOCTH JOKYMEHTOB. Takke 1ienecoobpa3Ho aBTo-
MaTH3HPOBATH MPOLECC ONIPEICIICHIS TOPOrOBOTO 3HAYEHUS aHOMAJIbHOCTH,
HCHOJb3ys JaHHbIE O CKOPUHIE aHOMAJILHOCTH JTOKYMEHTOB HCXOMHOM KOJI-
neknuu. JpyruM HampaBlieHHEM HCCIIEIOBaHUM CTaHeT 1opaboTka alro-
pUTMa TMOMCKAa aHOMAJIMUI METOJIOM TeMaTH4YecKOoH Kiactepu3anuu. B vact-
HOCTH, TpeOyeT IPOBEPKH MPETOI0KEHUE, YTO NCIIOJIB30BAHKE CIIOBOCOYE-
TaHUH BMECTO N-rpaMM IPU MOCTPOECHUHU CIIOBAPS MOJAEIH YIy4IIHUT OMpe/e-
JICHNE aHOMAJIbHBIX TEM.

B pamkax panpHEHIIMX HCCIAENOBAHUN pPELIEHHE aKTyalbHOM MpHU-
KJIaJTHOH 3a7a4yM BBISIBICHHS CMBICIOBBIX aHOMAIIMH B FOPUIMYECKH 3HAYH-
MBIX, B TOM YHCJIE PETYJIATHBHBIX, JOKYMEHTAaX ITO3BOJIUT CJIENIaTh L1ar B CTO-
POHY MHTEIUIEKTYaJIN3alui HOPMOTBOPUYECKOH AEATEILHOCTH U MALTMHOYH-
TaeMOro Mpasa.

898 WHdopmaTrka n asTomatnaums. 2021. Tom 20 Ne 4. ISSN 2713-3192 (neu.)
ISSN 2713-3206 (oHnaiiH) www.ia.spcras.ru



INFORMATION SECURITY

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

Jlutepatypa

Mahapatra A., Srivastava N., Srivastava J. Contextual anomaly detection in text data //
Algorithms. 2012. vol. 5. no. 4. pp. 469-489.

Ghosal T. et al. Novelty goes deep. A deep neural solution to document level novelty
detection // Proceedings of the 27th International Conference on Computational Lin-
guistics, 2018. pp. 2802-2813.

Zhao L., Zhang M., Ma S. The nature of novelty detection // Information Retrieval.
2006. vol. 9. no. 5. C. 521-541.

Guzman J., Poblete B. On-line relevant anomaly detection in the Twitter stream: an
efficient bursty keyword detection model // Proceedings of the ACM SIGKDD work-
shop on outlier detection and description. 2013. pp. 31-39.

Lau J. H. et al. Word sense induction for novel sense detection // Proceedings of the
13th Conference of the European Chapter of the Association for Computational Lin-
guistics. 2012. pp. 591-601.

I'ypuna A.O., I'yzes O.FO., Enucees B.JI. O6HapyXeHHe aHOMAJIBHBIX COOBITUI Ha XO-
CTe ¢ ucnoib30BaHueM aBTokouposiimka // International Journal of Open Information
Technologies. 2020. T. 8. Ne. 8.

Goldstein M., Dengel A. Histogram-based outlier score (hbos): A fast unsupervised
anomaly detection algorithm // KI-2012: Poster and Demo Track. 2012. pp. 59-63.
Zhao Y., Nasrullah Z., Li Z. Pyod: A python toolbox for scalable outlier detection //
arXiv preprint arXiv:1901.01588. 2019.

Denning D.E. An intrusion-detection model // IEEE Transactions on software engineer-
ing. 1987. no. 2. pp. 222-232.

Markou M., Singh S. Novelty detection: a review—part 1: statistical approaches // Sig-
nal processing. 2003. vol. 83. no. 12. pp. 2481-2497.

Chandola V., Banerjee A., Kumar V. Anomaly detection: A survey // ACM computing
surveys (CSUR). 2009. vol. 41. no. 3. pp. 1-58.

Pimentel M.A.F. et al. A review of novelty detection // Signal Processing. 2014. vol. 99.
pp. 215-249.

Faria E.R. et al. Novelty detection in data streams // Artificial Intelligence Review.
2016. vol. 45. no. 2. pp. 235-269.

Ruff L. et al. A unifying review of deep and shallow anomaly detection // Proceedings
of the IEEE. 2021.

Hendrycks D., Mazeika M., Dietterich T. Deep anomaly detection with outlier exposure
[l arXiv preprint arXiv:1812.04606. 2018.

Gorokhov O., Petrovskiy M., Mashechkin 1. Convolutional neural networks for unsu-
pervised anomaly detection in text data // International Conference on Intelligent Data
Engineering and Automated Learning. Springer, Cham, 2017. pp. 500-507.

Yang Y. et al. Topic-conditioned novelty detection // Proceedings of the eighth ACM
SIGKDD international conference on Knowledge discovery and data mining. 2002.
pp. 688-693.

Ng K.W. et al. Novelty detection for text documents using named entity recognition //
2007 6th international conference on information, communications & signal processing.
IEEE, 2007. pp. 1-5.

Amplayo R.K., Hong S.L., Song M. Network-based approach to detect novelty of schol-
arly literature // Information Sciences. 2018. vol. 422. pp. 542-557.

Informatics and Automation. 2021. Vol. 20 No. 4. ISSN 2713-3192 (print) 899
ISSN 2713-3206 (online) www.ia.spcras.ru



NHPOPMALIMOHHAA BE3OMNACHOCTb

20.

21.

22.

23.

24.

25.

26.

217.

28.

29.

30.

3L

32.

33.

34.

35.

36.

37.

900

Li Z. et al. COPOD: copula-based outlier detection // arXiv preprint arXiv:2009.09463.
2020.

Mikolov T., Yih W., Zweig G. Linguistic regularities in continuous space word represen-
tations // Proceedings of the 2013 conference of the north american chapter of the asso-
ciation for computational linguistics: Human language technologies. 2013. pp. 746-751.
Kpacnos ®@.B., Cuasnesuy U.C. PakTop 00BICHUMOCTH aJITOPUTMA B 33/1a4ax HOMCKA
CXOKECTH TEKCTOBBIX JIOKYMeHTOB // Boruncnurensabie rexnonoruu. 2020. T. 25. Ne. 5.
C. 107-123.

Schubert E., Gertz M. Intrinsic t-stochastic neighbor embedding for visualization and
outlier detection // International Conference on Similarity Search and Applications.
Springer, Cham, 2017. pp. 188-203.

Mclnnes L., Healy J., Melville J. Umap: Uniform manifold approximation and projec-
tion for dimension reduction // arXiv preprint arXiv:1802.03426. 2018.

Narayan A., Berger B., Cho H. Density-preserving data visualization unveils dynamic
patterns of single-cell transcriptomic variability // bioRxiv. 2020.

Campos G.O. et al. On the evaluation of unsupervised outlier detection: measures, da-
tasets, and an empirical study // Data mining and knowledge discovery. 2016. vol. 30.
Ne. 4. pp. 891-927.

Amarbayasgalan T., Jargalsaikhan B., Ryu K.H. Unsupervised novelty detection using
deep autoencoders with density-based clustering // Applied Sciences. 2018. vol. 8.
no. 9. pp. 1468.

Campello R.J.G.B. et al. Hierarchical density estimates for data clustering, visualiza-
tion, and outlier detection // ACM Transactions on Knowledge Discovery from Data
(TKDD). 2015. vol. 10. no. 1. pp. 1-51.

Ankerst M. et al. OPTICS: Ordering points to identify the clustering structure // ACM
Sigmod record. 1999. vol. 28. no. 2. pp. 49-60.

Karypis G., Han E.H., Kumar V. Chameleon: Hierarchical clustering using dynamic
modeling // Computer. 1999. vol. 32. no. 8. pp. 68-75.

Karypis G., Kumar V. A software package for partitioning unstructured graphs, parti-
tioning meshes, and computing fill-reducing orderings of sparse matrices // University
of Minnesota, Department of Computer Science and Engineering, Army HPC Research
Center, Minneapolis, MN. 1998. vol. 38.

Kannan R. et al. Outlier detection for text data // Proceedings of the 2017 SIAM inter-
national conference on data mining. Society for Industrial and Applied Mathematics,
2017. pp. 489-497.

Zhang J., Ghahramani Z., Yang Y. A probabilistic model for online document clustering
with application to novelty detection // Advances in neural information processing sys-
tems. 2004. vol. 17. pp. 1617-1624.

Manevitz L. M., Yousef M. One-class SVMs for document classification // Journal of
machine Learning research. 2001. vol. 2. no. Dec. pp. 139-154.

Zimek A., Campello R.J.G.B., Sander J. Ensembles for unsupervised outlier detection:
challenges and research questions a position paper / ACM SIGKDD Explorations
Newsletter. 2014. vol. 15. no. 1. pp. 11-22.

Marques H.O. et al. Internal evaluation of unsupervised outlier detection // ACM Trans-
actions on Knowledge Discovery from Data (TKDD). 2020. vol. 14. no. 4. pp. 1-42.
Liu F.T., Ting K.M., Zhou Z.H. Isolation Forest // 2008 Eighth IEEE international con-
ference on data mining. IEEE, 2008. pp. 413-422.

WudopmaTnka n asTomatusaums. 2021. Tom 20 Ne 4. ISSN 2713-3192 (neu.)
ISSN 2713-3206 (oHnaiiH) www.ia.spcras.ru



INFORMATION SECURITY

38. Kpacnoe @.B. CpaBHUTEINIbHBIA aHAIN3 TOYHOCTH METOJI0B BU3YalIM3alMH CTPYKTYpBbI
kosuekimu TekctoB // International Journal of Open Information Technologies. 2021.
T. 9. Ne. 4. C. 79-84.

39. Iumernog B.1., Boporos M.B. ®opmanuzanus perysTuBHbIX TekctoB // MHpopmaTnka
u apromaruszanus. 2021. Ne 3 (20). C. 562-590.

Kpacnos ®eop BiiaiuMupoBHY — KaHIHAAT TEXHUYECKUX HAYK, OKCIEPT, ACMapTaMeHT ce-
mantuueckux cucreM, NAUMEN R&D. O6iacTh Hay4HbIX HHTEPECOB: HHTEIUIEKTYalIbHAs aHa-
JTUTHKA TeKcToB. Yncno Hayunsix mybmukarmii — 69. fkrasnov@naumen.ru, www.naumen.ru;
620028, Exarepun0ypr, yi1. Tarumesa, 49A; p.1.: +7 (981)781-48-47.

CMma3HeBHY I/Ipmla CepreeBHa — GHSHCC-aHaHI/ITHK, ACnapTaMEHT CEMAHTHYECKUX CUCTEM,
NAUMEN R&D. O6nacTh Hay4HBIX HHTEPECOB: IPUMEHEHUE HHTEIUIEKTYAJIbHBIX aJITOPUTMOB
B IPHUKIAAHBIX HMH)OPMALMOHHBIX cucTeMax. UYucno HaydHeIX —myOmukammit — 2.
ismaznevich@naumen.ru, www.naumen.ru; 620028, Exarepun0ypr, ym. Tartumesa, 49A;
p.T.:+7(916)722-66-39.

BackakoBa Einena HukonaeBHa — BeyLMil CHCTEMHBIN aHAJINTHK, JEAPTAMEHT CEMaHTH-
yeckux cucteM, NAUMEN R&D. O6acth Hay4HbIX HHTEPECOB: IPUMEHEHUE UHTEIUICKTYasb-
HBIX QITOPUTMOB B NPUKIATHBIX HH()OPMALMOHHBIX cucTeMax. enbaskakova@naumen.ru,
Www.naumen.ru; 620028, Exatepun0ypr, yi. Tatumesa, 49A; p.1.: +7(903)258-75-93.

Informatics and Automation. 2021. Vol. 20 No. 4. ISSN 2713-3192 (print) 901
ISSN 2713-3206 (online) www.ia.spcras.ru



NHPOPMALIMOHHAA BE3OMNACHOCTb

DOI 10.15622/ia.20.4.5

F. KRASNOV, |. SMAZVEVICH, E. BASKAKOVA
OPTIMIZATION APPROACH TO SELECTING METHODS OF DE-
TECTING ANOMALIES IN HOMOGENEOUS
TEXT COLLECTIONS

Krasnov F., Smaznevich I., Baskakova E. Optimization Approach to Selecting Methods of
Detecting Anomalies in Homogeneous Text Collections.

Abstract. The problem of detecting anomalous documents in text collections is considered.
The existing methods for detecting anomalies are not universal and do not show a stable result
on different data sets. The accuracy of the results depends on the choice of parameters at each
step of the problem solving algorithm process, and for different collections different sets of pa-
rameters are optimal. Not all of the existing algorithms for detecting anomalies work effectively
with text data, which vector representation is characterized by high dimensionality with strong
sparsity.

The problem of finding anomalies is considered in the following statement: it is necessary
to checking a new document uploaded to an applied intelligent information system for congru-
ence with a homogeneous collection of documents stored in it. In such systems that process legal
documents the following limitations are imposed on the anomaly detection methods: high accu-
racy, computational efficiency, reproducibility of results and explicability of the solution. Meth-
ods satisfying these conditions are investigated.

The paper examines the possibility of evaluating text documents on the scale of anomaly by
deliberately introducing a foreign document into the collection. A strategy for detecting novelty
of the document in relation to the collection is proposed, which assumes a reasonable selection
of methods and parameters. It is shown how the accuracy of the solution is affected by the choice
of vectorization options, tokenization principles, dimensionality reduction methods and param-
eters of novelty detection algorithms.

The experiment was conducted on two homogeneous collections of documents containing
technical norms: standards in the field of information technology and railways. The following
approaches were used: calculation of the anomaly index as the Hellinger distance between the
distributions of the remoteness of documents to the center of the collection and to the foreign
document; optimization of the novelty detection algorithms depending on the methods of vec-
torization and dimensionality reduction. The vector space was constructed using the TF-IDF
transformation and ARTM topic modeling. The following algorithms have been tested: Isolation
Forest, Local Outlier Factor and One-Class SVM (based on Support Vector Machine).

The experiment confirmed the effectiveness of the proposed optimization strategy for deter-
mining the appropriate method for detecting anomalies for a given text collection. When search-
ing for an anomaly in the context of topic clustering of legal documents, the Isolating Forest
method is proved to be effective. When vectorizing documents using TF-IDF, it is advisable to
choose the optimal dictionary parameters and use the One-Class SVM method with the corre-
sponding feature space transformation function.
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Abstract. This paper employs the overarching concept of communities to express the social
contexts within which human creativity is exercised and learning happens. With the advent of
digital technologies, these social contexts, the communities we engage in, change radically. The
new landscape brought about by digital technologies is characterized by new qualities, new op-
portunities for action, new community affordances. The term onlife is adopted from the Onlife
Manifesto and used to distinguish the new kind of communities brought about by the modern
digital technologies, the onlife communities. Design principles are presented to foster such com-
munities and support their members. These principles constitute a framework that emphasizes
the concept of performativity, i.e. knowledge is based on human performance and actions done
within certain social contexts, rather than development of conceptual representations. To demon-
strate the use of the framework and the corresponding principles, the paper presents how they
can be used to analyze, evaluate and reframe a concrete system addressing creativity and learning
in the field of cultural heritage (history teaching and learning). One of the most significant results
is the adoption of principles that facilitate students’ engagement in rich learning experiences
moving from the role of end-user towards the role of expert-user with the support of so called
maieuta-designers. The result of this process is the use of the studied software not only to con-
sume ready-made content but the creation of new, student generated content, offering new learn-
ing opportunities to the students. As the evaluation shows, these new learning opportunities en-
able students to develop a deeper understanding of the topics studied.

Keywords: Learning Communities, Performativity, Creativity, Evaluation.

1. Introduction. With the proliferation of modern computing technol-
ogies and the wide use of social networks to promote new personal learning
opportunities, many people worldwide are engaged in technology-enhanced
learning communities to pursue a personalized approach to technology use
and learning while at the same time collaborate with other people pursuing
common goals [1]. Official educational systems try to take advantage of these
new opportunities and transcend traditional ways of teaching towards new
approaches that put learners at the center of learning process and enable them
to become creators of new content using appropriate tools and exploiting
plenty of materials available online. This new way of learning is ideal for
addressing any kind of learning theme ranging from official school curricu-
lum subjects to life-long learning settings, especially when it comes to the
need to continuously update and extend the knowledge of professionals and
teachers in related disciplines [2].
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Recognizing and promoting technology-enhanced learning within the
above overall framework, there is a clear need to design and develop appro-
priate learning tools and platforms and use them within adequate learning and
training frameworks. They offer diverse learning modes that are informed by
modern pedagogical approaches that promote personalization and rich inter-
actions and give opportunities for knowledge construction in a personally
meaningful manner.

An overarching approach that can effectively address all these distinct
learning settings can be based on the notion of community. A community is
essentially a group of people who share an interest or have a common goal.
The group can evolve naturally because of the members' common interest in
a particular domain or area, or it can be created specifically with the goal of
gaining knowledge related to the interests of its members. This knowledge
development aspect can be effectively supported by an appropriate frame-
work that provides an effective connection between learning and certain skills
that can be demonstrated via specific performed tasks of the learner.

It is through the process of sharing information and experiences with
the group that the members learn from each other, and have an opportunity
to develop themselves. Communities can exist online, such as within discus-
sion boards and newsgroups, or in real life, such as in a lunch room at work,
at the institution or elsewhere in any social setting.

The goal of the work reported in this paper and its scientific novelty,
following the discussion above, is to provide a comprehensive approach to
technology-enhanced learning that is based on the concept of community as
a central notion for enabling learning and creativity. The approach is in-
formed by current trends in re-conceptualizing and rethinking about our so-
cieties facing the so called “hyperconnected era” [3]. This is reflected in the
term “onlife”, which has been employed in The Onlife Manifesto [3]. This
term stresses the fact that the deployment of information and communication
technologies and their uptake by society radically affect the human condition,
modifying our relationships to ourselves, to others and to the world. Conse-
quently, the term onlife communities is employed to signify a social context
that emerges from these developments.

To elaborate a framework for the establishment and support of onlife
communities, valuable lessons can be drawn from work reported in [4, 5]. In
particular, that work criticizes the so called engineering mythology that is
based on a set of certain assumptions. These assumptions are related to the
fact that digital systems consist of parts that interact according to certain pat-
terns that are defined and understood at design time. Designers seek to dis-
cover these patterns, or even invent them, with the aim to achieve a certain
way of operation of the system under consideration. On the other hand, users
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are expected to interact with the final system in certain ways following certain
rules that are effectively imposed by the internal logic of the system.

Following the engineering mythology in technological projects there
are cases when the emergence of certain patterns in end-user usage of the
systems or desirable features that go beyond initial assumptions during to ad-
dress these emergent patterns, an alternative mythology has been proposed
that goes beyond the legitimacy of design as a process done by computing
experts with the participation of representatives of end-users in order to guide
the development of digital systems [4]. This alternative mythology points to
the fact that digital systems can be realized by the composition of elementary
components with limited initial design and be put to work by end-users, fa-
cilitated by computing experts that play the role of catalysts of change and
evolution of those systems towards directions not initially fore-seen [4].

Elaborating on this alternative design approach, this paper presents
PerFECt, a Performative Framework to Establish and Sustain Onlife Com-
munities, i.e. communities of creators using digital tools in a certain domain,
emphasizing creativity and learning. This framework is then employed to an-
alyze and evaluate the use of ViSTPro, a spatiotemporal process visualization
platform. Spatiotemporal processes are a generic model for representing var-
ious types of content knowledge [6, 7, 8]. Such processes are difficult for
learners to conceptualize with traditional teaching and learning approaches
due to their complexity and inherent dynamic nature [9]. Consequently, a ge-
neric approach on dynamic spatiotemporal process modeling could be used
in supporting many educational domains, promoting an active inquiry-based
style to learning [9].

The ViSTPro platform presents features that can be analyzed via the
PerFECt framework concepts: it fosters active explorations of spatiotemporal
processes as rich scenarios prepared by educators and offered to learners
through a web-based player. Playing a scenario involves graphic representa-
tion of formations, movements, and interactions on Google Maps. This way,
learners interact with graphical entities in an intuitive manner. In contrast,
traditional ways of learning depend upon a painful and difficult process to
develop abstract mental images with no real-world direct mapping. Addition-
ally, the platform enables learners to make questions and receive personalized
explanations. Therefore, learners can watch the representation of the pro-
cesses’ evolution in space and time, and actively intervene. Furthermore,
ViSTPro can offer new learning opportunities to leaners if they are enabled
to use the functionality initially offered to teachers (scenario authoring). This
means, the students can be supported to act as creators of their own scenarios,
thus becoming expert users, in the terminology of the PerFECt framework.
This is an option that clearly demonstrates the applicability of the concepts
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of the framework to foster learning communities and facilitating a transfor-
mation process for end-users to become expert users.

The rest of the paper is organized as follows: Section 2 presents the
details of the PerFECt framework along with links to the related literature
that provides important concepts used in the framework. Section 3 presents
the core features of the ViSTPro platform and links ViSTPro to the PerFECt
framework by presenting its use in order to interpret how users apply or could
apply ViSTPro. Section 4 presents experimental evaluation results on the us-
age of ViSTPro in the domain of learning communities (learning his-tory)
that confirm the hypotheses drawn from applying the PerFECt framework.
Section 5 concludes and presents directions for future work.

2. The PerFECt Framework and Background Work. As exposed
in [5, 10], end-users of digital systems are increasingly more required to act
as active contributors at use time, thus becoming “producers” of contents and
functionalities. The term expert-user is to signify a person that is an expert in
a particular domain with main goal to develop the capabilities of available
software tools. An expert-user subsumes all those roles denoting people in
charge of carrying out creative/authoring activities without being a profes-
sional software developer. Usually, the role of end-user and that of an expert-
user is played by different people that may also belong to different commu-
nities. Furthermore, [5, 10] suggest the role of meta-designer to describe pro-
fessionals who create the socio-technical conditions for empowering expert-
users to engage in continuous system development. Meta-designers create
open systems at design time that can evolve by their users acting as co-de-
signers. Yet another important role is that of maieuta-designer who is mainly
oriented at organizational and social issues, rather than technical ones, for
supporting the task of the expert-users: ensuring the socio-technical prereg-
uisites that are necessary for enabling expert-users working out new solutions
by using the available technological means. This task undertaken by expert-
users addresses as many end-users as possible in the process of continuous
refinement of the available technology, thus promoting and strengthening
participation, as the ultimate goal of maieuta-designers. The word “maieuta”
is used in direct analogy to the well know learning method employed by Soc-
rates, the philosopher. It signifies the facilitation of people to address chal-
lenges by enabling them to develop knowledge and self-confidence and ulti-
mately transform themselves from passive consumers of technology to active
creators, i.e. moving from the role of end-user towards the role of expert-user.

Starting from the above conceptualization of user roles of meta-de-
signers, maieuta-designers, end-users and expert-users, the PerFECt frame-
work seeks to adapt these concepts within the so called hyper connected con-
text that is framed by modern digital technologies. This is captured in the
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term onlife that is borrowed from the Onlife Manifesto [3] to describe the
type of communities that this framework is trying to describe and establish.
The Onlife Manifesto is the result of work within the Onlife Initiative that
started as a project envisioned and implemented directly by the European
Commission’s Information Society Directorate-General in 2012. The project
was intended to explore the extent to which the digital transition impacts so-
cietal expectations towards policy making. The project outcome was the
Onlife Manifesto [3]. The baseline of this text is that advent of digital tech-
nologies in all aspects of life has fundamental consequences in the human
condition. It affects our reference frameworks, in a number of different do-
mains including:

« our self-conception (who we are);

« our mutual interactions (how we socialize);

« our conception of reality (our metaphysics);

* our interactions with reality (our agency).

The members of the Onlife Initiative decided to adopt the neologism
“onlife” to refer to the new experience of a hyperconnected reality within
which it is no longer sensible to ask whether one may be online or offline.
Within this new reality that is brought about by digital technologies and their
ever-increasing pervasiveness four important transformations are happening:

« the blurring of the distinction between reality and virtuality;

« the blurring of the distinctions between human, machine and nature;

« the reversal from information scarcity to information abundance;

- the shift from the primacy of entities to the primacy of interactions

Following these developments, the PerFECt framework suggests the
term onlife community to signify aggregations that emerge in hypercon-
nected spaces when humans engage with other humans as well as with ma-
chines and natural entities in mindful interactions with sufficient human feel-
ing to form webs of personal relationships. Furthermore, by adopting the four
user roles of end-user, expert-user, meta-designer and maieuta-designer it
seeks to provide a certain structure to onlife communities and provide a
mechanism to enable rich learning experiences.

To further analyze how these user roles are understood in their dynam-
ics, it is important to note that they interact with each other and with digital
artifacts and digital tools to form a co-evolution phenomenon. The meta-de-
signer is focused on designing and providing the most effective tools that may
sustain the co-evolution between end-users and expert-users. The maieuta-
designer facilitates the migration from the role of end-user to the role of ex-
pert-user to empower end-users to appropriate and contribute to the use of
available digital tools. In cases when an end-user is not interested or fails to
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evolve into the role of expert-user, the maieuta-designer may facilitate par-
ticipation in system evolution by systematizing the reporting of shortcomings
and system faults as identified by the end-user and proposing solutions that
are handled by expert-users.

Consequently, the above four roles give rise to two co-evolution pro-
cesses: The first one refers to the use of software targeted to the end-user
where there is continuous (cyclical) interaction between the end-user and the
system. This is depicted in Figure 1 (left) with three homocentric cycles of
arrows that represent the action-interpretation cycle at the lower level, the
task-object cycle at the middle level and community-technology cycle at the
upper level. In an analogous way, there is a second cyclical process depicted
in Figure 1 (right) that refers to the use of software components as building
blocks of the system in continuous evolution from the perspective of expert-
users. This process corresponds to yet another three homocentric cycles of
the same nature: action-interpretation, task-object, and community-technol-
ogy layers.

The inner interaction cycle in each co-evolution process refers to ac-
tions (triggered by the corresponding user or software) that are interpreted by
the other party (software or user respectively). The task-object cycle in the
middle refers to the co-evolution of the user task and the corresponding arti-
fact within the boundaries of the system. Finally, an outer community-tech-
nology cycle captures the idea that the overall environment within which a
user is working (community), co-evolves with the technology that supports
the operation of the environment.

Before describing in more detail the two co-evolution processes, one
pertaining to end-users and the other to expert-users, we need to present the
concept of universality. This concept refers to blends of machines and phys-
ical objects that generalize the notion of software or tool within a hypercon-
nected landscape. Universality addresses the issue of causality in digital rep-
resentations, as Brenda Laurel puts it in her seminal book “Computers as
Theatre”: “The fact that people seek to understand causality in representa-
tional worlds provides the basis for Aristotle’s definition of universality. In
the colloquial view, an action is universal if everybody can understand it,
regardless of cultural and other differences among individuals. This would
seem to limit the set of universal actions to things that everyone on the plan-
et does: eat, sleep, love, etc. Aristotle posits that any action can be “univer-
salized” simply by revealing its cause; that is, under-standing the cause is
sufficient for understanding the action, even if it is something alien to one’s
culture, back-ground, or personal ‘reality’.” [11]. Consequently, a Universal
Object is an artifact that presents itself in a way that is meaningful and under-
standable through casual relationships that enable the user of such an object
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to effectively manipulate it and understand it, i.e. link it to casual interpreta-
tions. A Universal Object can be acted upon to produce certain effects be-
cause its casual interpretation enables the user to know what will happen if
certain manipulations are made. Furthermore, its response to certain manip-
ulations is predictable and thus can be used to produce the desired effects
within the context used. The essence of digital technologies is, in this respect,
to transform plain objects into Universal Objects.

Universal Objects are considered a core element of the PerFECt
framework and their use by end-users in combination with their development
(as Universalizing Assemblies) by expert-users constitute the two aforemen-
tioned co-evolution phenomena in three co-eccentric cycles built around
them to describe the relationship between end-users/expert-users and the end-
tasks/expert-tasks that they engage in. This phenomenon has been first de-
scribed in [12] and has been linked to an approach to effectively address end-
user needs during system design and evolution. End-user needs evolve as the
end-users use a specific technology meaning that the system developers need
to support the evolution of the systems as well as to adapt and address the
evolving end-user needs. In a similar way, expert-users’ needs evolve as well.
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Fig. 1. Main components of the PerFECt framework

Let us see in more detail the co-evolution phenomenon around Uni-
versal Objects as depicted in the left part of Figure 1:
1. At the higher level, there is the community-technology of co-evolution
cycle meaning. Relationship of people and technology is dynamic and
evolves people working with a certain technology to learn how to do
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certain things. As a result of this evolution their expectations and con-
ceptualizations with respect to available technology change and give
rise to evolution of the technology itself that triggers further evolution
of the community of end-users. This higher level of co-evolution cycle
entails the motives of people, i.e. their needs and how they satisfy their
needs via their activities. By offering new interaction possibilities,
technologies employed change end-user habits and this means that the
social and work organization evolves with the use of certain technol-
ogies.

2. At a lower level, there is the task-artifact co-evolution cycle that refers
to the tasks that end-users are able to do with a specific version of a
system and the corresponding artifacts that they manipulate or use dur-
ing their work. Consequently, at this level, end-users articulate their
behavior towards certain goals that form a cause-effect chain in order
to pursue the motives of the upper level. Furthermore, the use of cer-
tain artifacts to support end-users’ tasks suggest in many caseS new
possible tasks and these new tasks mean that new artifacts should be
created.

3. At the lowest level there is an interaction cycle during which end-users
are expected to do certain operations to effectively use the available
technological features. Such interactions call for a certain interpreta-
tion of their actions in order to be able to effectively use the available
features. This lowest level cycle could thus be conceptualized by suc-
cessive materialization and interpretation, representing meaningful
actions that support and trigger the upper levels of the co-evolution
phenomenon.

At the center of the three end-user cycles (left part of Fig. 1) the Per-

FECt framework suggests the concept of Universal Object, a concept that

generalizes the concept of software and it is based on the concept of univer-

sality as already presented. Such Universal Objects, can be the result of the

work of expert-users, as will be described next, to address the evolving needs

of end-users within the wider context provided by the PerFECt framework.
The co-evolution cycles that address the expert-user role (right part of

Fig. 1) are structured around the concept of Universalizing Assembly. This is
a complementary concept to the concept of Universal Object. A Universaliz-
ing Assembly is essentially a synthesis of performative artifacts (pArti-facts)
that enables the creation of Universal Objects supporting the task of end-us-
ers. Consequently, the task of expert-users is to enable this universalization
of plain objects by exploiting the available tools in the form of performative
artifacts (pArtifacts) to account for the incorporation of the idea of performa-
tivity in digital technologies.
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Performativity underlines the relationship between humans and the ar-
tifacts they create that is triggered by social interaction and continuously rec-
reates the bonds that keep the society as a whole. [13] offers an interesting
concept to capture this idea and link to purposeful and mindful use of physical
objects: the concept of performative object, which is a special type of design
object to facilitate mindful awareness of the physical and symbolic social ac-
tions and their consequences. Considering that performative objects are de-
sign objects, the framework presented here uses the term performative arti-
facts in a broader sense: all artifacts involve a certain level of performativity
that is usually captured by their affordances i.e. clues about how an object
should be used, typically provided by the object itself or its context. However,
this latter term, does not explicitly refer to mindful-ness as a target during the
design process. In this respect, the term performative artifact, is used here to
capture the idea of intentional design for social interaction, to create and sus-
tain social bonds and call for symbolic social actions that recreate the social
contexts within which we live in. To conclude, the three levels of the co-
evolution cycles in the case of the expert-users, are the following:

1. At the higher level, the community-technology co-evolution cycle
captures the dynamics of the relationship of people and technology
using pArtifacts to enable the universalization of certain objects. As
expert-users evolve and learn how to do certain things (i.e. providing
tools in the form of Universal Objects to end-users) their expectations
and conceptualizations with respect to the available technology
change and give rise to evolution of the technology it-self that triggers
further evolution of the community as a whole.

2. At alower level, there is the task-artifact co-evolution cycle that refers
to the tasks that expert-users are able to do with a specific version of
a system and the corresponding pArtifacts that they use to create/ex-
tend the Universalizing Assemblies that constitute the target of their
work. It is important to note that expert-users pro-vide the ground for
end-users to work within a cause-effect framework (this is captured
by the idea of universalization). The evolution of expert-users is re-
lated to the evolution of end-users as well taking into account that the
role of expert-users is to support the evolving needs of end-users. To
this end, there is a critical contribution of maieuta-designers that fa-
cilitate the articulation of end-user needs and their effective commu-
nication to the expert-users.

3. At the lowest level there is an interaction cycle during which ex-pert-
users are expected to do certain operations when they are engaged in
the use of the technological features offered by meta-designers. Such
interactions call for a certain interpretations so that expert-users are
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able to use the underlying technologies in an effective way. At this
level, the interaction between the expert-users and the underlying
technologies are taken without direct reference to their social context
as successive rounds of materialization and interpretation of certain
actions that support and trigger the upper levels of the co-evolution
phenomenon.

To summarize, an onlife community within the PerFECt framework
captures the structure that is imposed by four user roles of the framework:
end-user, expert-user, maieuta-designer and meta-designer along with the ar-
tifacts, tools and even underlying physical objects to account for situations
where technologies are embedded into an underlying reality. In other words,
the adoption of the concept of community emphasizes the fact that all these
user roles, through their interactions within the two co-evolution processes,
create a bigger aggregation of humans. They engage with other humans as
well as with machines and natural entities in mindful interactions, thus creat-
ing the social contexts described as onlife communities to account for hyper-
connectivity as well.

3. A Case Study: ViSTPro. As a concrete case of study, the frame-
work presented in the previous section can be put in action to enable a deeper
understanding of how modern digital technologies can foster social interac-
tion and promote creativity and learning. This section presents ViSTPro and
how it enables the formation of onlife communities within the domain of cul-
tural heritage and, in particular, history learning.

ViSTPro has been developed by the authors of this paper as a generic
tool to enable the visualization of spatiotemporal processes. Such processes
are a generic model for representing various types of content knowledge rang-
ing from historical developments (e.g. representations of battles and other
historical events) to physical processes like the ones studied in geosciences,
life sciences etc. [6, 7, 8]. Such processes are difficult for learners to concep-
tualize with traditional teaching and learning approaches due to their com-
plexity and inherent dynamic nature [9]. Consequently, a generic approach
on dynamic spatiotemporal process modeling could be used in supporting
many educational domains, promoting an active inquiry-based style to learn-
ing.

To address this need, interactive digital maps could be employed, on
top of which appropriate active objects are overlaid representing real-world
phenomena or events. This way, open exploration environments could be as-
sembled and offered to learners as intuitive dynamic spatiotemporal mod-
els [9]. The learner has the opportunity to create symbolic formations, move
them, and determine their interaction with other entities. In other words, a
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“visual narrative” is developed, in such a setting, for the evolution of spatio-
temporal processes trough the animation of imported, process-type specific,
graphical symbols superimposed on maps. Learners are familiar with this
kind of animations because they regularly use digital applications with simi-
lar features [14]. The transfer of this positive experience in a learning context
brings pleasure and offers more opportunities for learner engagement.

To effectively support this type of learning and engage learners, care-
ful design should be employed. ViSTPro employs the concept of scenario for
modeling complex spatiotemporal processes [15]. This concept suggests the
visual representation of the evolution of spatiotemporal processes. Exploita-
tions and semantic maps play an important role in this representation.
ViSTPro distinguishes scenario authoring from scenario playback. During
scenario authoring ViSTPro helps and guides the scenario author through-out
the process. The scenario author initially selects a name and describes the
new scenario. At the same time, active components of the scenario are deter-
mined.

A scenario contains groupings, types of entities and specific entities.
For example, in the case of a historical battle a grouping may represent the
troops that participate in the battle, types of entities may relate to the infantry
or cavalry and certain types of entities can represent leading figures of the
battle. The user selects the characteristic color of each troop and the repre-
sentation of each entity type and also can import additional icons. Specific
types of entities are represented with a larger size in order to differentiate
from other types of entities. In addition, the representation of the different
states of the types of entities providing multiple views for each of them (e.g.
killed, on-fire, etc.) can be supported, while the user can create custom states.
These elements are contained in optional map legends to facilitate the explan-
atory power of the presentation.

The second stage of the authoring process is the structuring of the sce-
nario. The structural elements of a scenario include activities, sub-activities
and events. Activities correspond to main units of action. Each activity is
connected with a title, a description, and may include other activities or ele-
mentary unities of action (sub-activities) where the action unfolds and the
movements, actions and interactions of the active components are visually
described. For each subactivity several properties are available such as its
name, description, start- and end-time, photos, recorded narration and related
activities and other sub-activities of the scenario. Sub-activities may include
events that represent a milestone or a particular incident. An event is identi-
fied by its title, description, timestamp and possibly its correlation with some
type of entities, its state and a semantic object. Each scenario is thus modeled
as a hierarchical structure of activities, sub-activities and events.
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Another important scenario element is the set of formations that will
be visualized. A formation is a set of entities handled as a whole. ViSTPro
offers the necessary tools for the design of formations through predefined
geometrical shapes (square, rectangle, circle, polygon, etc.), varying sizes,
orientations, etc. After formation definition, entity types can be specified
along with their size, location and density, in order to be included in the cor-
responding formations. Furthermore, the existence and position of one or
more specific types of entities can be indicated.

The handling of a specific formation is possible through sub-activities.
When a sub-activity is created, the scenario author chooses which formations
will appear, defines the initial and final position and specifies the path that
will be followed during scenario playback. Furthermore, there is a set of ac-
tions available for each formation. These actions are related to their behavior
and interaction during playback.

The representation of actions is displayed by means of suitable graph-
ical elements, such as icons and arrows. A formation may change its state as
it moves or performs an action or interacts with other formations during sce-
nario playback. For this reason, during scenario authoring, it is possible to
redefine the state of a formation by defining its size, shape and density of
varying types of entities, while their state can be modified.

Another important modeling primitive is graphics. A set of graphical
elements are available such as lines, arrows, and other predefined elements,
which are overlaid on the map during scenario authoring, and they play a
crucial role in the playback of a scenario. Semantic content is provided via
title and description, and can also determine characteristics such as color, size
and orientation. During scenario playback the graphics can remain stationary
or move. They can also change their shape in a manner similar to the state
change of formations.

Process visualization addresses important elements such as human-
made objects and significant locations of the surroundings. The presentation
and provision of relevant information regarding these objects are done
through semantic maps. Semantic maps are collections of important locations
and objects of a region, which are represented on a map. The creation of a
semantic map gives the possibility to create semantic objects each one de-
scribed by its name, description, and one or more images. Thus, during sce-
nario playback, it is possible to interact with the objects of a semantic map
and examine their semantic content. Semantic maps are customizable by se-
lecting certain objects and creating a new semantic map containing them. The
new semantic map can be saved with a new name for future use. An original
or customized semantic map can be used in one or more scenarios in the way
described above.
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During scenario playback individual learning needs are addressed
through the provision of explanations for better understanding the evolution
of the processes represented in each scenario. ViSTPro handles the movement
of formations, involved in each sub-activity from an initial to a final position
and provides an intuitive representation of state changes by changing the size,
shape and density and status of the types of entities employing appropriate
interpolations. Furthermore, during scenario playback each sub-activity title
and description is presented possibly enriched with sound recorded narration.
The playback can be paused to give time for examination of photos, related
information that may have been registered in the sub-activity or even the
physical surroundings. Events are depicted through entitled panels on the
map, with location and time properly indicated. If an event is associated with
a specific type of entities and/or a specific semantic object, those entities
and/or objects are shown emphasized. Event-related additional information
and pictures can be examined if scenario playback is paused.

During the playback of a scenario its hierarchical structure is provided.
Through this structure one can switch to another scenario that describes in
more detail the currently presented sub-activity. Finally, it is possible to speed
up or slow down playback in order to adjust the speed to learner needs.

For more details regarding the design of the ViSTPro and its compar-
ison with similar software targeting spatiotemporal process visualization, see
[15]. The objective here is to present how ViSTPro use in specific learning
settings can be guided by the PerFECt framework. In other words, to present
a comprehensive case study that demonstrates how to employ the concepts
and user roles of the PerFECt framework presented in Section 2. Analyze the
use of software platforms such as ViSTPro so that they can be put within a
wider context that accounts for the rich social interactions that could be pro-
moted towards the establishment of onlife communities. In particular,
ViSTPro can be considered as a representative tool on how a learning com-
munity can be established (in the field of cultural heritage in general and his-
tory learning in particular) that brings together:

o software developers supporting the software and providing further

enhancements to address the needs of the users,

e teachers that prepare animations of historical events, i.e. scenarios

representing the corresponding spatiotemporal processes in
ViSTPro along with semantic maps and digital materials explain-
ing the details of the animated events, and

e students that use the scenarios prepared by teachers to learn about

the animated historical events in a personalized manner.
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Employing the user roles described by the PerFECt framework, the
above categories of participants in a ViSTPro-based learning community can
be presented as follows:

Software developers that support ViSTPro and implement further en-
hancements to address the needs of teachers and students are the meta-de-
signers of the PerFECt framework. As meta-designers, they are expected to
be offered an open system that can evolve by its users as co-designers. To
enable this, ViSTPro offers several capabilities to use various media types,
thus offering the capability to integrate digital materials coming from a di-
verse range of sources. Furthermore, it offers a flexible authoring environ-
ment as a means to support expert-users that wish to develop new scenarios,
thus animating new historical events or providing alternative visualization for
events that have been already described with existing scenarios. Finally,
ViSTPro is also open with respect to creating semantic maps, i.e. providing
semantic information about human-made objects and physical formations on
top of Google maps. Semantic maps can be used within scenario playback to
provide important semantic information that allow for deeper understanding
of the animated events.

Scenario authors (e.g. teachers, but also historians or even students
that wish to engage in activities to apply their historical knowledge in devel-
oping ViSTPro scenarios). They create scenarios in ViSTPro what the Per-
FECt framework describes as expert-users that address the needs of end-users
using the open system capabilities offered by meta-designers to develop new
components in the form of universalizing assemblies of digital objects that
can then be used by end-users in their learning tasks. This is indeed what
teachers are expected to do with ViSTPro: using its features to develop sce-
narios for spatiotemporal processes that represent important historical events.
These scenarios capture knowledge about the corresponding historical events
along with pedagogical content knowledge so that effective scaffolding can
take place that will enable students to develop their historical knowledge
within a rich learning environment supporting social interactions and use of
digital tools to make complex historical events more understandable.

Students that use ViSTPro to see the animations of the scenarios (us-
ing its playback features) are what the PerFECt framework calls end-users.
They essentially use the creations of expert-users in the form of Universal
Obijects, i.e. digital artifacts that represent and present causality within and
across historical events to make the historical knowledge more understanda-
ble and justifiable.

Apart from the above-mentioned roles, which are directly related to
ViSTPro as a tool supporting authoring and playback of spatiotemporal pro-
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cesses, the PerFECt framework introduces yet another (fourth) user role: ma-
ieuta-designers. This is an important role that has a critical contribution in
framing and supporting an onlife community. In particular, as already dis-
cussed, maieuta-designers are addressing the social conditions for supporting
the task of expert-users and the transition from the end-user role to the role
of expert-user. This transition and support of expert-users’ tasks are essen-
tially a learning process that takes place within a social context (i.e. the com-
munity of users). In the case of ViSTPro, the need for maieuta-designers
emerges very naturally from the use of the tool in actual learning situations
when students are enabled to develop their own scenarios (i.e. go beyond the
end-user role toward the expert-user role) and thus learn deeper about the
historical events they study. These enhanced learning results are documented
by the actual evaluation following a controlled experiment approach in actual
school settings presented in the next section.

Furthermore, teachers also express their belief that students can learn
better when they are engaged in expert-user role tasks, thus creating their own
portfolio of digital artifacts that can help them express their creativity and
offer insights and motivation to find more information about the studied his-
torical events using digital resources. Consequently, this approach is directly
related to inquiry-based learning approaches and, more importantly, to con-
structionism: the learning theory that claims learners study better when they
construct things [16].

4. Evaluation results. Teaching spatiotemporal processes, as it is the
case for history courses in school, can be quite difficult and challenging if
traditional approaches are employed. This is due to the fact that teaching of
these subjects forces the student to develop complex cognitive structures. The
task of correlating spatiotemporal information presented linearly when using
traditional means is left to the student to handle without any significant help.
E.g., the description of a battle in a history textbook presents the related
events in a certain sequence although, in many cases, these events may hap-
pen in parallel and trigger other events in complex causal relationships. Con-
sequently, traditional teaching results at construction of a vague cognitive
structure, thus, complicating absorbing the knowledge of complex spatiotem-
poral processes. Using ViSTPro in teaching and learning of such processes
can offer significant advantages and the purpose.

At accounting for the above issues, the purpose of ViSTPro evalua-
tion was to study the performance of the system to facilitate understanding of
spatiotemporal processes for students. Specifically, the evaluation addressed
the system’s use by teachers and students in teaching and learning of histori-
cal events matching the complex spatiotemporal processes. The aim was to
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investigate whether ViSTPro promotes the effective learning at that also of-
fering engagement and opportunities for creative expression. Thus, the inves-
tigation addressed both the use of ready-made scenarios and the creation of
new scenarios by the students to demonstrate their knowledge and exercise
their creativity. Furthermore, the evaluation aimed at studying the usability
of ViSTPro and the emotional response of students when using it. Students
evaluated the usability of the platform in terms of using the existing scenarios
and interacting with them, as well as after experiencing the process of creat-
ing their own scenarios. The emotions evoked by the use of the system were
also explored, as they shape the users’ experience and influence upon the us-
ers’ attitude towards ViSTPro.

The evaluation of ViSTPro was carried out in lower secondary schools
(students aged 12-13) within an important topic of the history course: "The
Battle of Marathon". In Greece the students of the 1st grade of high school
study this important historical event. The experiment involved two classes of
students, one serving as the control group and the other as the experimental
group. Both classes were uniform in terms of the students’ general perfor-
mance. The first class (control group) consisted of 22 students (13 boys and 9
girls). The second class (experimental group) consisted of 17 students
(12 boys and 5 girls). The students were clearly explained the purpose of the
experiment and asked to answer anonymously through the used question-
naires.

The teachers who participated in the experiment also were clearly in-
formed about the experiment purpose. The history teacher of the experi-
mental group was trained to use ViSTPro in order to use it during the exper-
imentation. The experimental group was also supported by the computer sci-
ence teacher of the school since the experimental use of ViSTPro was exer-
cised in the school computer lab. Both teachers and students out of the exper-
imental group created their accounts in ViSTPro, thus, initiating a community
that used the tool to share scenarios and learn through them as well as by
creating new scenarios and sharing them with the other members of the com-
munity. The control group was offered a traditional teaching of the selected
topic without any digital tool.

The experimental process was split in two stages. The purpose of the
first stage was to study the effect of using ViSTPro when the teaching is per-
formed based on ready-made scenarios. The experimental group was taught
the selected topic using ViSTPro. The teaching was structured with due ac-
count for the functionality of the platform so that the features were used ap-
propriately. Specifically, the teacher presented the battle and interacted with
the presented scenario, activating and interrupting playback, and utilizing
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system explanations. The students played an active role throughout the learn-
ing. Then, each student had an opportunity to interact with the scenario indi-
vidually through a separate computer. The students in the control group were
taught the same unit traditionally, covering the same body of knowledge and
covering the same aspects of the selected topic. At the end of the first stage,
students from both the control and the experimental group were asked to an-
swer content questions, while those in the experimental group filled out ad-
ditional questionnaires to give feedback on the usability of the platform, their
emotional response to its use and a final one addressing the creativity aspects
of using ViSTPro.

The second stage of the experimental process aimed at studying the
effect of ViSTPro upon learning when students undertake the role of scenario
creators. Therefore, only the students of the experimental group were en-
gaged in this stage. The students constructed their own scenarios to represent
the "Battle of Marathon". The construction of the students' scenarios addi-
tionally required six (6) teaching hours. Initially the students created their ac-
counts in ViSTPro and were informed by their computer science teacher
about the script creation process. The second lesson dealt with scenario crea-
tion, specification of groupings, and the creation of the necessary types of
entities. The remaining teaching hours were used by the students to represent
the battle stages. After accomplishing this process, the students again an-
swered content questions on the selected topic and filled out the question-
naires on the usability and emotional response.

The content questionnaire used both for the control and the experi-
mental group to measure their performance after the teaching of the selected
topic totally consisted of 27 content questions: 20 multiple choice questions,
2 questions to arrange the facts in correct chronological order, 1 matching
question and 4 free text questions. The completion time for the content ques-
tionnaire comprised 40 minutes.

The questions were categorized following the classification of
Bloom's educational objectives [17]. The corresponding types of questions
were:

— Knowledge (8 questions) — recalling specific facts and data.

— Comprehension (5 questions) — understanding what is taught with-

out necessarily connecting with other materials or seeing full im-
plications.

— Application (5 questions) — generalizing and using abstract infor-

mation in specific situations.

— Analysis (4 questions in total) — splitting a problem/issue into sub-

divisions and detecting relations between them.

— Synthesis (3 questions) — assembling parts to form a whole.
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— Evaluation (2 questions) — using criteria to make judgments.

The results drawn from the content questionnaires are shown below.

Table 1 compares the results of the control group and the experimental
group at the first stage of the evaluation. Table 2 presents the results of the
experimental group comparing between the first and the second stage of the
evaluation. The grading of the student test used was based on a 100 scale.

Table 1. Results of the first stage of evaluation

Experimental Group Control Group
0, 0,
Mean Etrf’r‘g‘: Sc):sofﬁd.T' Mean Etfr‘gf' gc%fﬁdT'
Interval Interval
Knowledge 9485 | 3.23 6.84 | 42.05| 4.39 9.14
Comprehension 9519 | 235 499 | 4091 | 4.00 8.32
Application 77.78 | 587 1245 | 2626 | 411 8.54
Analysis 80.88 3.41 723 | 4205 | 476 9.91
Synthesis 69.12 | 4.17 883 | 1648 | 3.33 6.92
Evaluation 55.29 | 7.77 16.47 | 20.00 | 5.74 11.93

The results of the first evaluation stage (Table 1 and Figures 2, 3)
clearly show the higher performance of the experimental group that used
ViSTPro for all six categories of questions. It is worth noting that most of the
averages of the experimental group exceeded 80/100, while those of the con-
trol group are under 50/100. The lower grades in the categories "Synthesis"
and "Evaluation™ are justified by the complexity of questions in these catego-
ries, in relation to the students’ intellectual maturity. Nevertheless, the per-
formance of the students of the experimental group is much higher disregard-
ing the categories.

Figures 2 and 3 present the box plots of the performance of two groups
so that the results can be seen in finer detail. The mean and median value of
each question category is represented by dashed and bold lines respec-
tively. The minimum and maximum performance scores of each category are
also presented. The box plots confirm the results shown in Table 1: The per-
formance of the students of the experimental group is much higher in all cases
while the performance of the students in the control group is much lower. In
addition, the last two categories of questions that are more demanding,
demonstrate the importance of using ViSTPro in learning: The performance
of the students in the experimental group in most cases exceeds 50/100 with
respect to these two categories (“Synthesis” and “Evaluation”). There exist
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few exceptions of very low scores, which could be considered as outliers and
are presented as small circles on the graph. Therefore, it can be safely con-
cluded that the ViSTPro use facilitates learning and helps students to reach
in-depth understanding and achievement of demanding learning objectives.

Y N .
L]
L)
40
20 - l
0

Knowledge Comprehension Application Analysis Synthesis Evaluation

Fig. 2. Box plot of student performance (experimental group — first stage)

100 -
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20

Knowledge Comprehension Application Analysis Synthesis Evaluation

Fig. 3. Box plot of student performance (control group — first stage)

The experimental data out of the second stage of the evaluation pre-
sent a further improvement in the performance of the students of the experi-
mental group when they have used ViSTPro to create their own scenarios for
the Battle of Marathon. Obviously, the improvement magnitude is small,
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since the students already had, from the first stage, a rather high perfor-
mance. However, the creation of scenarios by the students bore a qualitative
improvement that concerned both the learning process and the acceptance of
the platform as students realized its potential to enhance their learning.

The students got excited, gave better structured answers and got ac-
quainted with the technology. Table 2, below, summarizes the results and
Figure 4 presents the corresponding box plot.

Table 2. Results of the first and second evaluation stages
for the experimental group

First Stage Second Stage
95% T. 95% T.
Mean | S | confid. | Mean | SN | confid.
Error Error
Interval Interval
Knowledge 94.85 3.23 6.84 97.79 2.21 4.68
Comprehension 95.19 2.35 499 | 95.19 2.71 5.75
Application 77.78 5.87 12.45 87.58 5.46 11.58
Analysis 80.88 3.41 7.23 80.88 4.03 8.54
Synthesis 69.12 4.17 8.83 70.59 4.54 9.62
Evaluation 55.29 7.77 16.47 72.94 6.85 14.52
100 ——
so ==
60 .
40
20
0
Knowledge Comprehension Application Analysis Synthesis Evaluation

Fig. 4. Box plot of student performance (experimental group — second stage)

Beyond the learning effectiveness of ViSTPro presented above, an-
other important aspect of the evaluation was the usability of ViSTPro. This
part of the evaluation was made using the System Usability Scale (SUS) ques-
tionnaire [18]. SUS is a general-purpose questionnaire and can be used in
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evaluating the usability of different systems, equipment and products. It con-
sists of 10 questions (statements) graded by the respondents on a 5-point scale
which is numbered from 1 ("Strongly Disagree™) to 5 ("Strongly Agree™). The
final score measures the usability of the system under evaluation.

The usability evaluation was done by the students of the experimental
group at both the first and the second stage of the evaluation. At the first stage
the final value of the SUS questionnaire was equal to 75.88, a value that char-
acterizes the system as acceptable to good. At the second stage, the students
rated the system with a final SUS value of 78.53. This shows that the de-
manding process of creating scenarios was followed without any significant
difficulties and proves for the case as well the usability of the system. Besides
that, the second stage showed that the students dealt with the system with
pleasure, enthusiasm and good mood. Especially for the aspect of learnability
(measuring how easily the users can learn a system), whose value is derived
from two particular questions of SUS, the results are very important. The stu-
dents graded the learnability of ViSTPro at the first stage by 78.68 and at the
second stage by 83.82.

The diagram in Figure 5 shows the SUS score during the first stage
(blue line) and the second stage (green line) of the evaluation on top of the
benchmark graph used to interpret SUS scores as described in [18].

EPTABLE MARGINAL .CEPTABLE
i i

F = Ty G ), .- - L —— B g o
ETABIITY A I N s

GRADE
soae L E [ D 1 [ B T Al

ADJECTIVE ORST BEST
RATINGS IMAGINABLE  POOR oK GO0l [EXCELLENT  iaGINABLE

P RPN B I S At A R B P B O I
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SUS Score
- L~
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Fig. 5. SUS score during the first stage (blue line)
and the second stage (green line) of the evaluation
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In close relation to the usability, the emational response of students
towards ViSTPro was also evaluated. The methodology adopted for the eval-
uation of the emotional response uses emoticon cards [19]. These cards con-
tain sixteen faces, male and female, depicting distinct emotions. These fig-
ures are grouped in pairs, each representing a combination of two emotional
states. Therefore, the cards can be divided into eight sectors: Calm-Pleasant,
Calm-Neutral, Calm-Unpleasant, Average-Unpleasant, Excited-Unpleasant,
Excited-Neutral, Excited-Pleasant, and Average-Pleasant. The scores that fall
into the pleasant sectors are interpreted as positive.

The following two figures (Fig. 6, 7) depict the results of this part of
the evaluation. Both figures refer to the participants of the experimental
group, during the evaluation first and second stages respectively.

The majority of choices in both cases is on the right side of the chart
what means that the students found it pleasant to engage with ViSTPro. It
should be noted that the results improved significantly at the second stage of
the experiment, where the number of students that were excited using the
system doubled. This result is in harmony with usability evaluation results
and demonstrates that while the simple use of the system (first stage) provides
for excellent learning opportunities, students find the creation of scenarios
(second stage) more exciting. Therefore, using ViSTPro by students for the
scenarios creating is an effective learning tool that is highly acceptable by
them, promotes their creativity and ensures their active participation in the
learning process.

Regarding creativity, the corresponding evaluation tool used was a
short questionnaire based on the analysis presented in [20]. In particular, in
the above work the authors suggest the use of a series of questions and met-
rics that examine whether the system under consideration helps to develop
creativity. In resonance with their suggestions, the questionnaires used had
the following questions:

— Q1: Would you use ViSTPro for personal reasons?

— Q2: Would you use ViSTPro to share a scenario with your friends?

— Q3: Would you use ViSTPro to spread a message to many people

you do not know (e.g., online)?

— Q4: Would you use ViSTPro to share something you learned with

your classmates?

— Q5: Would you like to watch scenarios made with ViSTPro?

— Q6: Do you think that ViSTPro could be used for educational pur-

poses?
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Fig. 7. Emotional response results (second stage)

Figure 8 shows the box plot results for the questions above. Students

would use the system for the reasons they were asked, as the average of pos-
itive answers is over 3.7 in all cases. The median value exceeds (except for
one question) the average and consistently has the value 4. The acceptance of
the system by the students as an educational tool is impressive, since the av-
erage of the grades is equal to 4.2 and the median with 5. Therefore, students
would use ViSTPro for personal purposes, to communicate their social envi-
ronment and to follow scenarios and consider it a tool with significant edu-

cational value.

Informatics and Automation. 2021. Vol. 20 No. 4. ISSN 2713-3192 (print)
ISSN 2713-3206 (online) www.ia.spcras.ru



WMCKYCCTBEHHbIV UHTENNEKT, MHXEHEPWA OAHHBIX 1 3HAHUI

To summarize the results presented, using ViSTPro in teaching and
learning with respect to traditional approaches has a significant positive im-
pact. This is documented by the learning outcomes observed between the con-
trol group and the experimental group during the first stage of the evaluation.
Apart from this, the results of the second stage of the evaluation that refer to
students undertaking the role of scenario authors, demonstrate how the con-
cepts of the PerFECt framework can be put in action and foster interactions
to promote creativity and engagement in learning. In particular, the second
stage of the evaluation addresses all three co-evolution processes depicted in
Figure 1 that are in the core of the PerFECt framework. The action-interpre-
tation cycles, referring to the way end-users and expert-users interact with the
underlying system, are captured by the usability evaluation done using the
SUS questionnaire. The task-oriented cycles are captured by the emotional
response evaluation. Finally, the community-technology cycles, are captured
by the creativity questionnaire and the content questionnaire evaluating the
learning effectiveness of ViSTPro.

5

4.5

3.5

[+}] Q2 Q3 Q4 Qs Qs
Fig. 8. Box plot with result for creativity evaluation

In all cases, the positive effects of the students undertaking the role of
expert-users (i.e. scenario creators) are clearly shown. To enable this positive
effect, the presence of maieuta-designers that will facilitate students in their
transition from end-users to expert-users is extremely important. Moreover,
it is important to underline that ViSTPro effectively supports the formation
of a community of users by providing all the necessary features to create and
manage user accounts, create and share scenarios and semantic maps.
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6. Conclusion. The PerFECt framework presented in this paper ad-
dresses issues related to the establishment and support of onlife communities
as rich socio-technical contexts where learning can be promoted, and engag-
ing learning experiences can take place. This framework can be used to in-
form the design and use of educational digital platforms and tools.

As a concrete example of such a tool and its use, this paper presents
ViSTPro, a digital platform that enables the specification of scenarios used
to animate spatiotemporal processes. ViSTPro puts heavy emphasis in the
hierarchical structure of spatiotemporal processes and enables gradual study
from higher level abstractions to more specific detailed representations. Thus,
a learner may initially see a simplified version of process evolution and then
go into more details. The movements, actions and interactions of the for-
mations are graphically represented on maps and those belonging to subac-
tivities are presented synchronized based on a common timeline. This way
the learner becomes familiar with complex spatiotemporal processes and ac-
quires a complete picture of their development in time.

To demonstrate the flexibility of the ViSTPro and its capability to pro-
vide insightful visualizations, a pilot application has been elaborated focusing
on the Battle of Marathon, pertaining to the corresponding chapter in the His-
tory course of the first grade of Greek Gymnasium (grade K-7). Based on this
application, a controlled experiment was designed to evaluate the learning
effectiveness of history teaching by ViSTPro. The evaluation also addressed
ViSTPro usability, emotional response of users and creativity support. The
results clearly demonstrate that using ViSTPro, history teaching becomes
more engaging, and the learning outcomes are much better. An important part
of the evaluation was to offer students the possibility to create their own sce-
narios for the taught topic. This additional task resonates with the PerFECt
framework concept of facilitating the migration from end-user to expert-user
role. The participating students were thus engaged in more deep study of the
subject. An improvement of their performance was observed as well as higher
scores in usability evaluation of ViSTPro and their students’ emotional re-
sponse to it. Furthermore, the students were extremely enthusiastic about the
use of the tool and reported that it was much more interesting and engaging
for them to create their own version of the scenario to study the Battle of
Marathon instead of just watching the playback of a readymade scenario.

Future work will further employ the PerFECt framework to facilitate
the use of ViSTPro in other learning domains to support users with alternative
objectives and address new needs beyond history learning within school cur-
riculum. Such objectives could be related to the study of local history by
members of local communities that gradually evolve to expert-users and de-
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velop their own scenarios to represent the current state of knowledge regard-
ing certain events of the local history. In such scenarios, the supported fea-
tures of ViSTPro can be put under new light to account for supporting new
semantics thus opening up new capabilities for the users.

Future work will further explore the use of the PerFECt framework to
better understand how other software applications and systems promoting
creativity and learning could be enhanced and repurposed to promote rich
social interactions. Such a platform that will be analyzed and enhanced in the
proposed manner is eShadow [21]. eShadow promotes an innovative digital
storytelling approach inspired by traditional shadow theatre and it also pro-
vides extensions addressing other storytelling traditions such as digital mari-
onettes. The analysis of eShadow using the PerFECt framework will identify
interesting workflows that address the transition of its users from the end-
user role to the expert-user role, how related external tools can promote this
transition and facilitate the development of digital media authoring skills. Yet
another domain that will be addressed refers to learning personalization
[22, 23] addressing issues related to the use of digital tools to offer learning
opportunities tailored to personal needs and expectations by individual users.
Finally, a very interesting domain to analyze using the lens of the PerFECt
framework is serious games [24-26] taking into account its importance in de-
veloping student creativity, learning engagement and collaboration within
communities.
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NEP®OPMATUBHAS INJNIAT®OPMA U EE IPUMEHEHUE J1JI51
BBICOKOTEXHOJOI'MYHOI'O OBPA30BATEJIBHOI'O
COOBLIECTBA

Mamyyuc H., Cugaxuc C., Xpucmooynaxuc C., Ilanesa-Mapunosa /., Ilagrosa JI
HepdopmaTuBHass miargopMa H ee NPHMeHEHHE /Il BBICOKOTEXHOJOTHYHOIO
00pa30BaTeILHOrO CO00LECTBA.

AHHOTanus. B 5T0if craThe HCMONB3yeTCsl BCEOXBATBIBAIOIIAS KOHIIETILINS COOOIIECTB ISt
BBIPA)KCHHS COLMANIBHBIX KOHTEKCTOB, B KOTOPBIX OCYIIECTBILIETCS YEII0BEYECKOE TBOPUECTBO
u ipoucxout obydenue. C mosBiIeHneM HU(POBBIX TEXHOJIOTUH 3TH CONUANBHBIE KOHTEKCTEL,
coo0IecTBa, B KOTOPBIX MBI 3a/eiiCTBOBAHbI, pajuKaibHO MeHsoTcs. HoBbiid manmgmadr,
CO3/IaHHBIA LHU(PPOBBIMU TEXHOJIOTHSAMY, XapaKTCPH3YEeTCS HOBBIMH KaueCTBAMH, HOBBIMU
BO3MOXKHOCTSIME JUIsL eficTBril coobmecTs. Tepmun onlife 3anmcrBoBan n3 Manugecra Onlife
U MCIIONIb3yeTcs s 00O3Ha4YeHUs COOOILIECTB HOBOTO THIIA, CO3JaHHBIX COBPEMEHHBIMH
UU(POBBIMH TEXHOJIOTUSIMH - coodmiecTB onlife.

IIpencraBneHbl NPHUHIOWIBI MPOCKTUPOBAHHS, HANpaBICHHBIE HA pa3BUTHE TaKHX
COOOIIECTB M MOJJICPXKKY HX UICHOB. OTH MPUHIMIBI COCTAaBISIOT OCHOBY, KOTOpas
[OIYEPKUBACT KOHIEMIMIO MEeppOPMATHBHOCTH, TO €CTh TO, YTO 3HAHHS OCHOBAHBI Ha
JESATENILHOCTH YelIOBeKa W JIGHCTBHSX, BBINOJHACMBIX B OIPENCNCHHBIX CONUAIBHBIX
KOHTEKCTaXx, a HE Ha Pa3BUTHH KOHLETITyalbHbIX MPEACTaBICHHI. UTOOBI IPOIEMOHCTPUPOBATE
HCIOJB30BAHNUE CTPYKTYPBI M COOTBETCTBYIOIIUX IPUHIAIIOB, B CTAaThE MPEACTABICHO, KaK HX
MO>KHO HCIIONB30BaTh JUIS aHAH3a, OLCHKU M IepedopMyIHpOBaHUS KOHKPETHOW CHCTEMBI,
OTHOCS € K TBOPUYECTBY M OOY4YCHMIO B OOJACTH KyJbTypHOTO Haciequs (IperojaBaHue U
U3y4YCHHE UCTOPHH).

OmunM n3 Hauboiee 3HAYMUTENBHBIX PE3yIbTAaTOB SBISCTCS INPUHATHE IPUHIHIIOB,
KOTOpBIC 00JICTYal0T BOBJICYCHUE CTYACHTOB B Y4eOHBIi IPOLIECC, IEPEX0/s OT PO KOHEYHOTO
[OJIB30BATENsT K PONH SKCIEPTA-MOIb30BATENs MPH MOAACPIKKE TaK Ha3blBaeMBIX maieuta-
ou3aiiHepoB. PesympTaToM 9TOrO0 mpomecca  SBISIETCS  HCIIONB30BaHHE H3yYEHHOTO
MPOrPaMMHOTO 00CCICYCHUsS HE TOJIBKO IS MOTPEOJCHUs TOTOBOTO KOHTEHTAa, HO W NS
CO3/1aHMsI HOBOTO, CTCHEPHPOBAHHOTO CTYACHTAMH KOHTEHTA, MPEUIATaloIIero CTYACHTaM
HOBBIE BO3MOXHOCTU Ui oOydeHHs. Kak IOKa3bIBaeT OIIEHKA, STH HOBBIE BO3MOXHOCTH
00y4eHHs MO3BOJIIOT CTY/ICHTaM Pa3BHBaTh OoJiee IiybOKOoe MOHUMAaHNE H3Y4aeMbIX TEM.

KroueBnle c10Ba: yueOHbIE cO00ImecTBa, NepHOPMAaTHBHOCTD, TBOPUECTBO, OLICHUBAHHE.
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YK 004.65 DOI 10.15622/ia.20.4.7

B.B. MPOHOB, A.C. 'VCAPEHKO, I'.A. TYI'V3EAEB

W3BJEYEHUE CEMAHTUYECKOW HH®OPMALIUA
N3 TPAOUYECKUX CXEM

Muponos B.B., I'vcapenxo A.C., Tyzysbaes I'.A. U3BjIedyeHne ceMaHTHYeCKOH HHpopManun
U3 rpapuYecKux cxem.

AnHoOTanus. PaccMatpuBaeTcs 3a/1ada H3BICYEHNS CEMAHTHYECKOI MH(OPMALIHHU U3 JJICK-
TPOHHOTO JIOKYMEHTa, 3aJaHHOT0 B (hopMaTe BEKTOpPHOI rpaduku u copepxariero rpaduue-
CKYIO MOJIENb (CXeMy), IIOCTPOESHHYIO ¢ IIOMOIIBIO TPadUIecKoro peJakropa. 3ajada COCTOUT
B IPOrPaMMHOM H3BJEYCHHH OIPE/CICHHBIX CTPYKTYPHBIX M IapaMETPHYECKHX CBOMCTB
CXEMBI 1 3aHECEHHUH UX B 0a3y JaHHBIX UL IIOCJEYIOIIEro Heroabp3oBanus. Ha ocHoBe mpose-
JEHHOTO aHaJN3a BO3MOXKHOCTEH rpadueckuX peJakTOpOB CHAETaH BBIBOA 00 aKTyalbHOCTH
9TOM 3aJa4y JUIsl YHHBEPCAIbHBIX PEAKTOPOB, HE NPUBSI3AHHBIX K KOHKPETHBIM rpadUyecKuM
HOTaLHsIM M MCIIOJIB3YIOLINX OTKPHIThIE rpaduueckue (popMaTl JOKYMEHTOB, Y4TO JOIyCKAeT
porpamMMHyro 00padotky. IIpemnaraemslii moaxon paccMarpuBaeT rpadUIecKue TOKYMEHTHI
Ha TPEX YPOBHAX aOCTPaKLUM: KOHIENTYAJIbHOM (CEMaHTHYECKHE CBOMCTBA CXEMBI), JIOrHye-
CKOM (TIpeJCTaBICHNE CEMaHTHYECKUX CBOIMCTB Ha BHYTPEHHEM yPOBHE JOKyMEHTa) U (pu3mde-
CKOM (BHYTPEHHSISI OpraHU3aIys Irpauueckoro J0KyMeHTa). Penrenne 3agadu ocHOBaHO Ha II0-
CTPOCHHUHU KOHLENTYaTbHO-TIOTHYECKOr0 OTOOPAKEHHsI, TO €CTh OTOOPAKEHNUSI KOHL[ETITY aIbHON
MOJIE/TH CXEMBI B JIOTHYECKYI0 MOAEIb rpa)M4ecKoro JOKYMEHTA C y4ETOM ero (GH3HYecKoi
Mozenn. B pamkax moxxona pa3paboTaH alropHTM MOCTPOCHUS YKa3aHHOIO OTOOPaKCHUS,
MPeJCTaBICHHBIH B BUJIE 00BEKTHO-OPHECHTHPOBAHHOTO NICEBIOKOA. MccnenoBanie BHYTpEH-
Heil pa3METKHU B OTKPBITHIX IpadH4ecKux (popMaTax MO3BOIWIO HOCTPOUTH MOJCIH HACHTU(H-
KaIlU¥ JJIEMEHTOB CXEMBI H UX COCAMHCHUH MEXTy COOO0MH, YTO HEOOXOIMMO JUIsi KOHKPETHOTO
MPUMEHEHHs anroputMa. [lomydeHbl BEIpaKeHHS IS aApECcaliii JJIEMEHTOB CXEMBI M I0CTyIIa
K X cBoiicTBaM. [IpeanoKeHHBIH OIXO0/ Pealin30BaH Ha OCHOBE CHTYAIIOHHO-OPUEHTHPOBAH-
HOI mapaJiurMel, B paMKaxX KOTOPOH IPOIecC M3BICUCHUS YIPABISICTCS HepapXUIecKoil CHTya-
LHOHHOW Mozenbio. O6pabaThiBacMble TaHHbIC 33/IAI0TCS B CUTYAlIMOHHOI MOJICIN B BUJIE BUP-
TyaJbHBIX JOKyMEHTOB, OTOOpaKaeMbIX HA Da3HOPOJIHBIC BHEIIHHE HCTOYHHKH JAHHBIX.
Jlns perraeMoif 3a1aun paccMaTpHBaeTcsl 0TOOpakeHUE Ha IBa BApHaHTa (JopMaToB BEKTOPHOIT
rpadMKu: Ha «IUIOCKHiD» (aill pa3MeTKH U Ha Habop Takux (aiIoB B JIEKTPOHHOM apXUBE.
IpakTHYeCcKOe UCIIOIB30BaHNE PE3YIIBTATOB HILTIOCTPHPYETCS Ha MPHMEpPE U3BICYCHHUS CeMaH-
THYECKOH MH(popManuu U3 rpadhHIecKux Mojelnel, pa3padaTbiBacMbIX Ha PA3INYHBIX dTarax
MPOCKTUPOBAHHUS 0a3 TaHHBIX.

KiioueBnle c10Ba: O10K-cXeMa, BEKTOpHas rpaHKa, H3BJICUCHHS CBOICTB, CHTYAI[HOHHO-
OPHEHTHPOBaHHAs NapauIrMa, CHTyallHOHHAsl MOZIEIIb, BUPTYaIbHBIH JOKYMEHT.

1. Beenenne. B nporecce pa3pabOTKH CHCTEM Pa3IMYHOIO Ha3Have-
HHUS [IUPOKO MPUMEHSIOTCSI CXeMBI (rpaduecKre MOJIENHN ) Pa3InYHbIX BUIOB
(mH(DOpMAIMOHHBIE, ANEKTPUYECKUE, THAPABIMYCCKHE, THEBMATHYECKHUE)
1 THITOB (CTPYKTYpHBIE, (QyHKIIMOHATbHBIE, IPUHIMITHAIBHEIE U 1p.), KOTO-
PBIE C TIOMOIIBIO YCIOBHBIX Ipaduueckux 0003HAYCHUI OKA3BIBAIOT HA TOM
WJIM MTHOM YPOBHE a0CTpaKINK, KaKhe KOMIIOHEHTBI COAEPIKUT CUCTEMA U KaK
oHHU cooTHOcATcA Mexay coboit (TOCT 2.701-2008 ECK/I. Cxemsl. Bugpt
u tunbl. O0mue TpeGoBaHMs K BBITIOJHEHUIO). B HacTosiee BpeMs CXeMbl,
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KaK MPaBUIIO, CTPOATCS Pa3pabOTUMKaMH B BH/E HJIEKTPOHHBIX JIOKYMEHTOB
B (hopmare BEKTOPHOH TpauKk C MOMOIIBIO TI'PaPHUCCKHX PEIAKTOPOB.
B nanpHelinieM BU3yaJIbHOE IIPEICTABICHUE CXEMBI UCIIOJIB3YETCS KaK CaMo
1o ce0e, Tak M B KAUeCTBE OCHOBBI ISl Pa3pabdOTKU IPYTHX CXeM M HHOW KOH-
CTPYKTOPCKOM [TOKyMEHTaluu. B ycrnoBusix cTpemieHHs K aBTOMaTH3aluu
MIPOLIECCOB Pa3padOTKH CHCTEM TaKWe JOKYMEHTHI JIOJDKHBI HE TOJIBKO YETKO
U SCHO JOHOCHThH JI0 MOJIb30BaTeNell MH(POPMAIMI0 B BU3YyaJbHOH (opme
(MIpEe3eHTAIIMOHHBIN ACTIEKT), HO M TIPEAOCTABIATH (hopMajbHbIC Crielu(puKa-
LMW CHCTEMBI, 3aJI0KCHHBIE B cXeMe (CeMaHTHYECKHI acTIeKT).

B cBs31 ¢ 9THM BO3HHKAeT 3a/1a4a M3BICUCHUS (POPMAITBHBIX CHEIH-
(ukanmii (ceMaHTHYSCKOH MHPOPMALIUH) U3 TpapHIecKoro TOKyMeHTa, KO-
TOpasi pacCMaTpyBaeTcsl B JaHHOH crathe. Hike aHAIM3HpYyeTCsl COCTOSHUE
00JIacTH McChneNoBaHus, 00CY)KIaeTcs 3amada M3BJICUEHUS M IIpearaercs
NOAXOJ K ee pemenuto. [Ipenaraercst Monienb, 3a/1aromias 0To0pakeHHe KOH-
HEeNTyaJIbHON MOJIENN CXEMBI B JIOTHYECKYIO MOJIENb IPa(yuuecKoro JOKy-
MEHTa, U PaCCMaTPHBAETCsl OO arOPUTM 3aJaHus KOHIIENTYaJIbHOM MO-
nenu. O6cyskaaeTcs HACHTU(GUKALHS SIEMEHTOB CXEMBI ISl Pa3IMYHbBIX IPa-
¢uueckux (opmaTtoB. OnKCHIBacTCs pealu3anysl MPeaokeHHOro MOAX0/1a
Ha OCHOBE CHTYallHOHHO-OPHEHTHPOBAHHON MapajurMbl U NPHMCHEHUE pe-
3yIbTATOB B Y4eOHOM IpoIiecce.

2. Cocrosinue obaactu mcciaenoBanus. ['paduueckue penakTopel,
NpUMEHSIeMBIE JUIS TIOCTPOCHUS rpadUUuecKiX MOJeseil, MOXKHO pa3IeiHTh
Ha ClIeNUaIN3UPOBAHHbIC U YHUBEPCAIbHBIE.

Crenuanu3npoBaHHbIe PENAKTOPBl OPHEHTHPOBAaHBI HA CO3/IaHUE
cXeM (amarpaMM) B y3KOH IpeaMeTHOW oOiact. Hampumep, mormynsipHBINA
penakrop Erwin Data Modeler maet BoamoxuoCTh IocTpoenust ER-aunarpamm
0a3 nannbix B Hotanuu IDEF1X, pexakrop IBM Rational Rose XDE npejo-
CTaBJsieT pa3paboT4UKy Cpely pa3pabdoTKH MPOrpaMMHOTrO OOecHedYeHHs B
Horaumu UML. DOtu pemakTophl mMeroT cnenuduyeckyo (pyHKINOHAb-
HOCTb, TaKyIO KaK reHepalys JuarpaMm U3 MporpaMMHOT0 KoJia B COYETaHUH
C TeHepalueil mporpaMMHOro koja u3 aguarpamm (roundtrip engineering). B
JOCTYIIHBIX HAayYHBIX MyONUKALHAX HUCCIEIYeTCs MOBBILICHUE HAIEKHOCTH
ABTOMATH3UPOBAHHBIX CHCTEM B X0OZI€ TpaHC(HOPMALIMU TUATPAMM 32 CYET Cer-
MeHTHpoBaHus Momen [1]. O6CyKmaroTcs MporpaMMHBIE CPEICTBA st aB-
TOMAaTHYECKOTO CO3JaHHsl BU3YaJbHBIX KOMIIO3ULIMA HA OCHOBE JHa-
rpamum [2]. PaccMaTpuBaroTCsS HHCTPYMEHTAPUH, HOIYCKAOIINE UCIIOIb30Ba-
HHe HH)OPMAIIMOHHBIX COOOIIEHHI, BCTPOEHHBIX B rpaduky [3, 4]. Ananu-
3UPYIOTCS IPEUMYILECTBA U HEAOCTAaTKU Haubosiee MOy IIPHBIX PeJaKTOPOB
00BEKTHO-OPUEHTHPOBAHHOTO MOEIMpOBanus [5].
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B memoMm cnenmanu3upoBaHHBIE PENAKTOPHl  OPHEHTHPOBAHBI
Ha JKECTKO 3aJaHHbIe rpad)UuecKie HOTaluH (CHCTEMBI yCIOBHBIX 0003Have-
HHUH U IIPaBUJI 3alIMCH CXEM) U IIPEIOCTaBIISIOT OTpaHUUEHHbIN Habop cBefe-
HUH 0 CBOICTBaX CXeMbl (TaKHX, KaK CTATUCTHKA — KOJHYECTBO SIICMEHTOB,
cBs3eil u T. 11.). C UX MOMOIIIBIO HEJNb3s 337aBaTh CXEMbI B HEIPETyCMOTPEH-
HOM HOTallMM M HENb3sl M3BJIEKAaTh CEMAaHTUYECKHE CBOWCTBA CXEMBI,
HE MPe/yCMOTPEHHBIE NCXOAHON (PYHKIIMOHAIBHOCTHIO.

YHuBepcanbHble rpaduueckue penakTopbl HE OTrpaHMYEHBI KaKOH-
mbo rTpadudeckoir HoTammer. Habopbl ¢uryp, MO3BOILIIOIINE 3a1aBaTh
YCJIOBHBIE rpadudeckie 0003HaYeHNs B TOM WM MHOW HOTAalWH, TOCTaBIIs-
IOTCSI BMECTE C PEJAKTOPOM WJIM CTOPOHHUMH pa3paboTynKaMu, a TAaKXKe MO-
ryT OBITH CO3/1aHBI CAMHMH TOJIb30BaTeIsIMH. [lOMyIApHBIMU yHUBEpCAIb-
HBIMH pelakTopaMu BeKTOpHO# rpaduku sistroress Microsoft Office Visio
(mpompueTapHbIii), a TaKXe ero CBOOOAHO pPACIpPOCTpPaHsIEMBbIC AHAIOTH
OpenOffice Draw, LibreOffice Draw u ap. [6]. B MHOTOUYHCIICHHBIX Ty0ITH-
KalMsx oTpaxkaercs 3G (heKTHBHOE MPUMEHEHHE 3TUX PEJaKTOPOB IS CO3/a-
HUS CXEM B CAMBIX Pa3HBIX MPEAMETHBIX 00JacTIX: yueOHOM nporecce [7, 8],
pa3paboTke ¥ JOKYMEHTUPOBAaHHH IpOrpaMMHOro obecriedeHus [9], mone-
npoBaHun OusHec-mpoeccoB [10], MpOEeKTHPOBaHMM aBTOMAaTU3UPOBAH-
HBIX cucTeM [11], pazpaboTke u ananm3se mozesnel pabounx nmpoueccos [12—
14], uarerparmmu 0a3 gaHHBIX [15-17], 00paboTKe 3alPOCOB HA ECTECTBCH-
HoM si3bIke [18] u ap.

YHHBepcanbHbIE PEAAKTOPEI HE IPUBSI3aHBI K KOHKPETHBIM Tpagude-
CKHMM HOTAIMsIM, IOATOMY C UX TIOMOIIBIO MOJKHO 33/1aBaTh CXEMBI B 3apaHee
HE IPeAYCMOTPEHHOM HOTAINH. [{pyroi nX 0COOCHHOCTHIO SBISCTCS HCIIOIb-
30BaHUE OTKPBITHIX Tpaduueckux GopmMaToB IJisl CO3/1aHUS PE3yIbTHPYIOIINX
cxeM. DTO JaeT NMPUHIMITHAIBHYI0 BO3MOXKHOCTh aBTOMATU3UPOBAaHHOM 00-
paboTKku rpadUuecKux JIOKYMEHTOB C LEJbI0 W3BJICYEHHS CEMaHTHYECKUX
CBOWCTB U3 COJEp KaIlUXCa B HUX cXeM. BmecTe ¢ TeM, Kak Moka3ajl aHaIu3
MyOJIMKAIMHA, BOIPOCH M3BJICYECHUSI CBOWCTB CXEMbI NPAKTHYECKH HE OCBE-
LICHBI B JIUTEpaType (HH B TEXHHYECKOM, HU B HAy4HOM acrekTax). OtcyT-
CTBYIOT KaK OOIIME MPUHIMIIBI, TaK U MPAKTUYECKHE aHAJIOTH PEIICHHUS 3TON
3a7a4i. JT0 00YCIIaBIMBAET aKTyaJbHOCTh HCCIEIOBAHUS MO H3BICUYECHHIO
CEMaHTHYECKUX CBOMCTB CXEMBI IIPUMEHUTENBHO K YHHUBEPCAIBHBIM Ipadu-
YECKUM PEAAKTOPAM.

3. 3agaua uzBJedenusi. Llenpio nccinenoBanus SBISIOCH JOCTIKEHHIE
MIOHMMAHHUS TOTO, KaK MOXET OBbITh M3BJIEUEHA CEMAHTHUECKasi HHGOPMAInsI
13 CXEMBI, COAEpXKaIleiics B 3JIEKTPOHHOM JOKYMEHTE, CO3laHHOM B CpEZIe
YHHUBEPCATBHOTO IpaYecKoro pefakTopa B hopMare BEKTOPHOU IpadHKu.
[ox cemanTryeckol nHdopmalrei 31ech TOHUMAIOTCS CTPYKTYPHBIE U Ta-
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paMeTpruvecKne CBONCTBA CXEMBbI, OUHIIIEHHBIE (a0CTparnpoBaHHBIE) OT HECY-
LIECTBEHHBIX JIeTallell ee BU3yalbHOI'0 NPEICTABICHHUS, TAKUX KaK pa3Mepsbl
(buryp, TOJNIIMHA JUHUN, [BET 3aJIMBKHU U T. 1. Pe3yJIbTaToM pemeHust 3a/1a4u
JIOJDKEH OBITH Tpad, BEPIIMHBI KOTOPOI'O COOTBETCTBYIOT JIEMEHTAM CXEMBI,
a IyTM — COCOUHECHMSM DJIEMEHTOB IpPYyr C ApYroM. BepliuHbel U ayru
JIOJDKHBI OBITH HAarpy»KeHbI ITapaMeTpaMu, 3aJlaHHBIMH B cxeme. B TexHuue-
CKOM acIleKTe 3a/laya COCTOUT B ITPOTPaMMHOM H3BJICYEHUH WHTEPECYIOLINX
CTPYKTYPHBIX U ITapaMETPUUECKUX CBOUCTB rpaynueckoii cXxeMbl 1 3aHECEHHE
ux B 0a3y JaHHBIX JUIS [TOCIIEAYIOUIEro UCIOMb3oBaHus. [Ipu 3ToM creayer
pas3nuyarh J1Ba YPOBHS MPEACTaBICHHS HH()OPMAIMU B IIIEKTPOHHOM rpadu-
YECKOM JIOKYMEHTE: BHEIIHHH, COOTBETCTBYIOIIHI BU3yaIbHOMY OTOOpake-
HUIO CXEMbI, U BHYTPEHHUI, COOTBETCTBYIOIIUI BHYTPEHHEMY KOJAUPOBAHHIO
AJIEMEHTOB CXEMBI COTTIACHO MCIOJIb3yeMOMY rpadudeckomMy Gopmary.

Wpes pelieHust 331241 COCTOUT B TOM, YTOOBI HCCIIEIOBATh OCOOEHHO-
CTHU 3aJlaHusl YCIIOBHBIX 0003Ha4€HH HAa BHYTPEHHEM YPOBHE B Pa3lIMYHbBIX
(opmaTax BeKTOpHOU rpadKy ¥ Ha ATOW OCHOBE HAYUYHUTHCS HACHTU(DHUIIUPO-
BaTh YCJIOBHbIE 0003HAUCHUS, TPUMEHEHHBIE B KOHKpETHOU cxeme. [Ipema-
raeMblif IOIX0/1 B 00I1IeM BUJIE WILTIOCTPUPYETCsl HA pHCYHKe 1.

Ipacbuueckmi 2
PaspaBotwnk " pokymen & Caoiicrsa Basa
& ik CBOWCTB

(,0’5 \‘\%% 3
) )
?f\\@

BHeLuHuit BHyTpeHHMiA W
YpoBeHb y%gaenb Q,O“Q &

—y
YenosHble || ] o oeea >

00603HayeHust
w Pa3meTka Otyerl

Puc. 1. Iloaxoxa K N3BIEYECHUIO CEMAaHTHIECKON HH(POPMALIUI
13 JIEKTPOHHOTO IPaHIECKOro JOKYMEHTA

Cosnanue. [Ipenmnonaraercsi, 4To EKTPOHHBIA JOKYMEHT COAEPIKHUT
0JI0K-CXeMy, TIOCTPOCHHYIO B ONpEACICHHON TpadUIecKoi HOTalMyu Ha OC-
HOBE OIpeJesieHHOro Habopa (uryp-syieMeHToB (YCIOBHBIX 0003HAUEHHUH).
Pa3paboTurky cxemsl B cpezie rpadhHIecKoro peaakropa (Kak CrennaaIu3upo-
BaHHOTO, TAK M YHUBEPCAJIBHOT0) IPEI0CTaBIACTCS HAOOP GUTyp, 3aAa0MIHX
YCIIOBHBIE 0003HAYCHHs. YCIOBHBIM 0003HAYCHHUSM Ha BHEIIHEM, BH3Yyallb-
HOM ypOBHE COOTBETCTBYET Ha0Op 3aKOAWPOBAHHBIX (QUTYP HM300paKeHUS
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Ha BHYTPEHHEM ypOBHE JOKyMeHTa. [Ipu 3TOM ycTaHOBIEHHBIE pa3paboTIu-
KOM ONIMH (IOMYCTHMbIE MOIM(UKAIINK) YCIOBHBIX 00O3HAUYEHHUNA OIIpere-
JICHHBIM 00pa30M OTpa)katoTCsl BO BHYTPEHHEM IPEJCTaBICHUH (pa3METKe)
Habopa ¢uryp. Hcrnonp3oBanue crangapTHoro Habopa (Uryp Ha BHEIIHEM,
BU3YaJIbHOM YpPOBHE J]ae€T BO3MOXKHOCTh MJCHTH(UIMPOBATH KaK caMu (u-
TYpBI, TaK M UX OMNIUH IPH MOCIENYIOEeH MporpaMMHON 00paboTke JTOKy-
MEHTa Ha BHYTpeHHEM ypoBHe. I103ToMy BO3HMKAET BayKHBIH BOIIPOC O TOM,
KakuM 00pa3oM YCIIOBHBbIE 0003HA4YEHHMs, UCIIOIb3yEeMbIE ISl BU3YaJbHOTO
TIPE/ICTABIICHUS CXEMBI, PEATN3YIOTCSI HA BHYTPEHHEM YPOBHE rpaHIecKoro
JOKyMEHTA.

W3zBneuenne. Bo3moxxHOCTH IpOrpaMMHOI 00paboTKH rpaduaeckoro
JOKYMEHTa C IENIbI0 M3BJIECYCHUS U3 HETO CBOMCTB 00yCIOBJIEHA MPUMEHE-
HHEM B YHHMBEPCAIBHBIX I'Pa(UUECKHX PENAKTOpax OTKPHITHIX (hopmaros.
OtkphiThle Tpaduueckue hopMaThl, Kak MPaBUIIO, OCHOBAHBI Ha UCIIOJIb30-
Banuu XML-pa3meTku u AByX crioco0OB OpraHU3allku;

e Iockuit popmar, mpu KOTOpoM rpaduecKuil JOKyMEHT IIPeICTaB-
nsiet coboit Hecxateiit XML-daiin. Hanpumep, popmar VDX (Visio Draw-
ing based on XML) npencrasnser XML-paitn rpadudeckoro penakropa Vi-
Sio Ha si3pIke pasmerku DataDiagramML. Drot popmar npumeHsieTcst B Bep-
cun Microsoft Visio 2010, on 10cTaTOYHO PACIPOCTPAHEH, XOTS B MO3IHUX
Bepeusix Visio ne mognepxkusaetcs. Mnu dopmar FODG (Flat ODG), npu-
MeHsieMbIi B penakrope LibreOffice Draw — cBo6oaHO pacnpocTpaHseMom
anasore penakropa Visio;

e yepapxudeckuil Gopmar, TPOABUHYTHIN, MPHU KOTOPOM Tpadude-
CKHMI JIOKYMEHT OpPTaHHM30BaH B BHJIE CkaToil B ZIP-apxuBe mepapxuu BIio-
JKEHHBIX Tarok, conepxammx XML-daiinsl KOMIIOHEHTOB JOKyMEHTA.
Hampumep, dopmar VSDX B pemakrope ViSiO, COOTBETCTBYIOIIHIA CTaH-
napty Open Packaging Conventions u nmpumersiemslii B Bepcusx Visio 2013
u 6onee no3auux. Ynu dpopmar ODG, cootBeTcTBytomuii cranaapry Open
Document Format u mpuMeHsieMbIil B CBOOOJHO PacIpOCTpaHIEMbIX peak-
topax Apache OpenOffice Draw u LibreOffice Draw.

CoxpaHenue. Pe3ynbrarel u3BIEUEHHS HEOOXOIMMO COXPaHHTh
B 0a3e IaHHBIX B BUZE, YA0OHOM JUIs JajbHEHIero ucrnoib3oBanus. M3eie-
YeHHe npeanonaraet abCTparupoBaHue, TO €CTh NOIyYEHUE U3 rpapUIecKoro
JOKyMEeHTa WH(OPMAalH O CYIIECTBEHHBIX CTPYKTYypHO-IIapaMeTpHYECKUX
CBOMCTBax CXEMbI, UTHOPUPYS MPH 3TOM HECYILECTBEHHbIE CTHIIMCTHYECKUE
U 3CTETUYECKNEe 0COOEHHOCTH Tpadudeckoro m3odpaxenus. K cTpykrypHo-
IapaMeTPHUYECKUM CBOWCTBAM CXEMBI, KOTOPbIE HY)KHO BBISIBUTH B PE3yib-
TaTe U3BJICYEHHS, OTHOCSTCS:

® 3JIEMEHTB — 3K3EMIUIIPbI YCIOBHBIX IrpadMuecKux 0003HAUCHHUH,
HCIIOJIb30BAHHBIE B CXEME;
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® YCTAHOBJICHHBIE OIIMN W TapaMeTPhl KayKAOTO AJIEMEHTA CXEMBI;

® COCIMHEHNE IEMEHTOB MEXy CO00i! C IMOMOIIBI0 KOHHEKTOPOB.

Hcnonp3oBanne. Pe3ynbpTaTel n3BiedeHNs] CBOHCTB MOTYT OBITH HC-
MIOJIb30BAHbI U Pa3lUyYHBIX LENeH, TaKUX KakK IPOBEPKa KOPPEKTHOCTH
CXEMBI, BBISIBIICHHE OIIHOOK; TeHEPaIHs MPOSKTHON TOKYMEHTALUH; TeHepa-
IMs IPOrPaMMHOTO KO/ia, COOTBETCTBYIOLIETO cxeMe; (popMHUpoBaHHe Tep-
COHAITM3UPOBAHHBIX MOJICIICH JIJIsI CIICAYIOLIUX TAallOB IPOESKTHPOBAHHSI.

OTMeTI/IM, 4YTO paccMaTpuBacMasd 3ajjada U3BJICUCHUSA OPUCHTUPOBAaHA
HE Ha KaKyl0-TO KOHKPETHYIO CXEMY, & Ha MHO>KECTBO CXEM OIIPEJIEIICHHOTO
tuna. To ecTs rpaduyeckas cxema 3/1eChb pacCMaTpUBAeTCs Kak THUI WIH
KJ1acc, MpeAIoaralouiuii MHOXECTBO KOHKPETHBIX SK3EMILISIPOB €T0 peastu-
3anun. Bee 9K3eMITISIpBl BBIITOJHEHB! B OAHOW IpadMyecKod HOTAIWH, TO
€CTh OCHOBBIBAIOTCS Ha 00IIeH cucTeMe yCIOBHBIX 0003HaueHni. [1pu aTom
TIPY TTIOCTPOCHUH 3K3EMIUIIPOB CXEMBI IPUMEHSIETCS OIWH M TOT k€ Habop
¢buryp, pearu3ymuX yCIOBHBIE 0003HAYEHUI. DK3EMIUIIPEI CXEMbI OTIIH-
YalOTCs TOJIBKO COCTABOM (PUTYDP, X ONLUSIMHU U apaMeTpaMH, IPEayCMOT-
peHHBIMH TpadHuecKOil HOTalMel, a TaKkke COeANHEHUSIMUA QUTYD MEXIy
c000i1 C TTOMOIIBI0 KOHHEKTOPOB. Takue MOIMyIIeHUs! TTO3BOJISIOT €JMHO00-
pa3Ho 00pabaThIBaTh IK3EMIUISPHI CXEMbI B IIPOLIECCE U3BJICUCHHSI CBOMCTB.

OTMETHM TaKXe, YTO 3a/la4a M3BJICUYCHUSI MOXKET OTHOCHTBCS HE KO
Bcell cxeMe, a K HeKOoTopoil ee yactu. OHa MOXeET KacaTbCs, K Ipumepy,
TOJIBKO ONpE/IENIEHHBIX CBOMCTB WMJIM ACIIEKTOB CXEMBI M/WIIM OTHOCHUTHCS
TOJIBKO K OIPE/IENICHHBIM YacTsM WM 3JIEMEHTaM CXEMBI.

4. Monenapb KOHIENTYAJIBHO-JIOTHYECKOT0 0TOOpakeHns. B ocHOBe
MIPEAIaraeMoro IoJIX0/1a HCIOJIb3yETCsl PACCMOTPEHHE TPA(YUIECKOTO JJOKY-
MEHTa Ha TPEX YPOBHIX aOCTPaKIMU: KOHIENTYaJIbHOM (CEMaHTHYECKHE
CBOMCTBa CXEMBI), JIOTHUECKOM (TIPECTaBICHNE CEMAHTHIECKNX CBOMCTB Ha
BHYTPEHHEM ypPOBHE JOKYMEHTA) U (PU3NICCKOM (BHYTPEHHSISI OpTraHU3aIIns
rpaduyeckoro nokymeHta). PeiieHue 3ajauM OCHOBAHO Ha IMOCTPOCHHUU
KOHIENTYaIbHO-JIOTHYECKOTO0 0TOOpaKEeHHs, TO €CTh MOCTPOSHUH MOJIEIH,
3amaronieil 0ToOpakeHHe KOHIICTITYalbHONH MOJCIN CXEMBI B JIOTHYECKYIO
MOJIeNIb IpauyYecKoro JOKYMEHTa C Y4YeToM ero (M3M4YecKoil Mopenu
(puc. 2).

KOHLIeHTyaJ'II)HaSI MOACIIb. HO[[ KOHLIeHTyaHbHOﬁ MOACJIBIO CXEMbI
HaMHM [OHMMAETCs] MOJIENIb BEPXHETO YPOBHS a0CTpaKLiH, 3a/1atoias Habop
9JIEMEHTOB, UX CBOICTBA, a TaK)Ke OTHOLIEHUS APYT ¢ ApyroM. Kakaplii aie-
MEHT CXEMbI — 3TO 3K3EMIUIIP YCIOBHOTO IpaMuecKOr0 HM300paKEeHHUS.
KonuenryanpHas MOAENb 3a/1a€T, KAKHE 3JIEMEHTHI IIPUCYTCTBYIOT Ha CXEME;
KaKOBBI CBOWCTBA (OIILIUH, TAPAMETPHI) 3THX FK3EMIUIIPOB; KaK IK3EMIUISIPBI
BIIO’KEHBI IPYT B IPYTa; KaK 9K3EMIULIPBI COEANHEHBI Meky coboit. Ha pu-
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CYHKe 2 CcIipaBa KOHIENITyaJbHas MOJEIb HILTIOCTPUPYETCS C IIOMOIIBIO Jie-
peBa, rae KOpeHb SChema cogepXuT MHOXECTBO DOYCPHHX DIEMEHTOB
(Element) u MHOXKeCTBO nouepHuX coeanneruii (Connect), KoTopeie, B CBOIO
ouepeb, CoAep)kaT MHOXKECTBa CBOMCTB (Property). OTHoIeHue BIOKEHHO-
CTH OJHOTO 3JIEMEHTa B JPYroi 3amaercsi HeoOs3aTeIbHOM CCBUIKON Ha po-
nurestst (Parent). OTHOLIEHNE COEIMHEHUSI OJTHOTO HJIEMEHTA C APYTHUM 3a]1a-
eTCsl Mapoi CChUIOK Ha 3TH dneMeHTsI (From u T0), KoTopble coaepixarcs B
coemHeHUH. TakuM 00pa3oM, KOHIENTyalbHas MOJENb OTpPaXKaeT CTPYK-
TYpY TOTO, YTO JIOJDKHO OBITh ITOJYYEHO B PE3YNbTaTe U3BICUCHNUS.

@usuyeckas modenb Koruenmyaneras modenb

Document
L{>Pa es

h Oj
aeLp_e

Param -
Connects
Connect

Tozuyeckas L(> M 1
Modesnb

Omoﬁba)KeHue

Puc. 2. KoHIenTyaapHO-IOTHIECKOe 0TOOpaKeH e

®usnueckas mozenb. Pusnyueckas MOJENb B HallleM MOHUMaHUM —
9TO 001Iast MOIeJTb TpapUIEeCKUX JOKYMEHTOB C yUYETOM HCIIOJIB3yEMOT0 Ipa-
¢ugeckoro Gopmara u UCHOIB3yeMOTo Habopa GUTYp YCIOBHBIX 0003HAYE-
Huil. OTHOMY B TOMY K€ BHEIIHEMY (BH3YaJIbHOMY) MIPEICTABICHUIO CXEMBI
COOTBETCTBYIOT pa3HbIe (PM3NIECKUE MOJIEIH NPH HCIOJIB30BAHUH PA3HBIX
rpaduyeckux popMaToB, pa3HbIX HAOOPOB (GUTYp AJs IPEICTABICHUS diie-
MEHTOB (YCJIOBHBIX 0003HaUEHHH ), a TAK)KE Pa3HOTO BU3YAJILHOTO IIPE/ICTAB-
JISHUS! ¥ pa3MelleH st pUryp Ha JIMcTax JOKyMeHTa. DK3eMIUIIpaMH 3TOH MO-
JIeTH SIBIISIIOTCSL BHYTpeHHHE Ipeacrasinenus (B Bune XML-nepeBbeB) KOH-
KPETHBIX TpaUyecKux JOKYMEHTOB, IOCTPOCHHBIX C HCIIOJIb30BaHHEM
olpeziesIeHHOro Habopa GUryp, MPeACTABISIONIMX HIEMEHTHI ONPeeICHHON
rpadguyeckoii Hotanmu. Takum oOpa3oM, (usmyeckass MOIENb COOTBET-
CTBYET HCXOJTHOMY JIOKyMEHTY, COJIep)KallleMy CXeMY, KOTOPYIO HYKHO IT0/I-
BEPTHYTH U3BJICUECHHIO.

Jlornueckast monenb. Iloa morudueckor MOAENBIO 3/1ECh IIOHUMAETCS
Ta 4acTh (pru3nveckol Monesnu, KOTOpask UMEET OTHOLICHHE K JJIEMEHTaM
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U CBOWCTBAM CXEMBI, OTPaKEHHBIM B KOHLENTYalbHON Mozaenu. B moruye-
CKOW MOJICNH OITyILIIEHBI CBOMCTBA, 3a/Iaf0Ile BHEIIHEE, BU3yalbHOE IpE-
CTaBIICHHE CXEMBI (Takue Kak pa3Mepsl DIICMEHTOB, TOJIIMHA JTHHHH, KOOP-
JIMHATHI MTOJIOXKEHHS Ha JIMCTE, 1IBET, 3aJIMBKA U JIP., €CJIU TOJILKO OHH HE CY-
IIECTBEHHBI C TOYKH 3PEHHUS KOHIENTYaIbHON Mojienu). Kak mpaBuio, B j10-
THYECKOH MOJEIN HTHOPUPYETCS 3HAUYUTENFHOE KOJIMYECTBO CBONWCTB BHEII-
HET0 BU3yaJbHOTO IPEJCTABICHUS AOKYMEHTA, MOITOMY JIOTHYECKHE MO-
JIeTIN CyIEeCTBEHHO Tporne (usnuecknx. OHAKO U OHU 3aBUCAT OT rpadu-
yeckoro ¢opmara m crocodba 3aJaHus yCIOBHBIX oOo3HadeHwil. Ha pu-
CYHKE 2 clieBa JIOTHYECKasi MOJAEIh WUTIOCTPUPYETCs] C TIOMOIIBIO JepeBa,
sirttorierocss XML-niognepeBom ¢usmaeckort mogenu. Kopreroit XML-
anemeHT Document cogepxxut nouepumnit XML-snemenT Pages, KOTOpHIi, B
CBOIO OYepe.Ib, BKIII0YaeT MHOXKecTBO nouepHnx XML-amementoB Page, 3a-
JAOUINX M300payKeHue Ha OTHEJIBbHBIX JIUCTAaX IpaUyeckoro NOKyMEHTa
(nmpepuxc XML BBeneH, 4TOOBI OTJIMYATH MOHSTHE «AJIEMEHTa» B SI3bIKE
XML ot anementa cxems). Broxkernsiit XML-amement Shapes Bxirogaer
MHOXecTBO JouepHux XML-anementoB Shape, 3agarornx otaenbHbie Gu-
Typbl n300paxkeHusi. DUrypsl MOTYT OBITH CIIOYKHBIMHU, COCTOSIIIIUMH U3 JIPY-
rux ¢uryp. BoaTtom ciyuae npuMeHsieTCss pEKypCHUBHasi BIIO)KEHHOCTB!
BHyTpr XML-amementa Shape pasmernaercs XML-anement Shapes ¢ Bio-
*KeHHbIMH Shape, 3aatomumu netanusanio. CoenuHeHns GUTyp Ha JIUCTe
3aga0rcs ¢ momolnsio XML-anementa CONNECtS, BKIIOYAIOIIET0 MHOKE-
ctBo fouepuux XML-anementoB Connect, kax/plii U3 KOTOPBIX OMpeesIeT
napy coeauHeHHBIX Guryp Shape, koTopsie paHee yxe onpeneneHsl. Takum
00pa3om, JormyecKast MOJIeNb OTPaXKaeT Te 0COOEHHOCTH UCXOTHOTO Tpadu-
YEeCKOro JJOKYMEHTa, KOTOPBIE CYIIECTBEHHBI B 33/]a4€ U3BJICUCHHS.

KonuenryanbHo-nornueckoe oroOpaxenue. [ns pemenus 3amauu
HEOOXOIMMO MOCTPOUTH KOHIIENTYaJIbHO-JOTHYECKOE OTOOpakeHHe, KOTO-
pO€ CTaBUT B COOTBETCTBHE OOBEKTaM KOHLENTYaJIbHOW MOJENH (dJeMEH-
TaM, COSTMHEHHUSIM M MX CBOWCTBaM) 00BEKTHI JIOTHYECKOH MOJIENH (& TaKkxkKe
(u3MUECKOil MOJIENH, MTOCKOJIbKY JIOTHUECKass MOJIETb €CTh 4acTh (pusnye-
ckoif). TeM cambIM KOHIENTYaJIbHO-JIOTHYECKOE OTOOpaXEHUE aeT TTOHHU-
MaHHMe TOrO0, TJie B rpaduueckoM goKyMeHTe Haxoaurcest XML-pa3merka u-
T'Yp, COCTABJSIIOLINX TOT WJIM MHOW 3JIEMEHT CXEMBI, M KaK IapaMeTpsl 3TOH
Pa3METKH 3aJaf0T CBOMCTBA (ONIMN U ITAPAMETPHI) HIIEMEHTA CXEMBI.

Ha pucynke 3 npencraBieHa MOJENb «CYITHOCTb—CBSI3bY, 3aat0NIast
OCHOBHBIE THIIBI CYIIIHOCTEH, y4aCTBYIOIINX B 3a/1aue U3BiedeHus, (purypsr-
MIPSIMOYTOJIBPHUKH) 1 OMHAPHBIE CBA3H MEXy HUMH ((HUTypBI-CTPEIIKH).

CBsA3M yKa3bIBAIOT HAIPABICHUE OT CYHIHOCTH-POAUTENSI K CYIIHO-
cTU-peOeHKy ¢ KapauHaiIbHOCTHIO «0, 1, M» (TpeyroiibHUK — CBsI3b «KO
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MHOTUMY») Wil «0, 1» (Tpaneuns — ycinoBHas cBs3b). KpyXok BHyTpH Tpe-
YTOJIbHUKA 3a[1a€T KapAUHAIBHOCTD CBSI3M B HANIPABICHUH OT PeOEHKA K po-
JUTEN0: TeMHBIH — «1, 1» (HEeIOMmyCTHMBI «CHPOTBI» — KaXKIblil peOeHOK
JOJDKEH UMETh poauTes); CBeTIbI — «0,1» (IOMyCTUMBI «CHPOTHDY — pe-
OEHOK MOJXKET He UMeTh poanTess). TeMHbIil KBafpaTHK 0003HAYAET NACHTH-
¢unupyronyo cBsi3b (Korna HASHTH(OUKATOP POIUTENS BXOJUT B COCTaB
naeHTH(UKaTopa peOeHKa), a CBETIbII — HEeUJESHTUHIMPYIONTYIo (KoTaa
peOeHOK HAeHTH(GUIMPYETCSl HE3aBUCHMO OT POAMTEIS).

sName
6id ™ shid
pName —® sName O sName
value  FromTo @ shid FromTo

® fShid
® tShid

pName
value EConnects
| cParams [—<—

Puc. 3. B3anMoCBsI3b CylIHOCTEH Ha KOHLENTYaJILHOM (CJieBa)
U JIOTUuecKoM/(pU3UIecKOM (CrpaBa) ypOBHSIX

I'paduueckas Hotarus. CyniHocTs THIA Types 3a1aeT MHOXKECTBO TH-
TIOB 3JIEMEHTOB, TO €CTh THUIIOB YCIOBHBIX I'pa)UuecKiX N300pakeHHH rpa-
(uueckoit HoTauuy, NpUMeHsieMol B cxeme. Kax bl aKk3eMIutsp 3Toi cy1-
HOCTH COOTBETCTBYET KOHKPETHOMY THITy. MHOECTBO IK3EMIUIAPOB Types
JUIS 32J1a41 M3BJICYEHUS] M3BECTHO allpHOPH.

CymHocTs THIa Stencils 3amaeT MHOXECTBO TpadapeToB (Irabdio-
HOB, 00pa310B) (GPUTYP, COOTBETCTBYIOIINX YCIOBHBIM rpaduaeckuM 0003Ha-
YeHHSIM, KOTOpPBIC HCIIONB3YIOTCS Pa3pabOTIMKOM IUIS ITOCTPOSHHS CXEMBI
ITyTeM KOTMPOBAHUS HA JIUCT TpadUIecKoro JOKYMEHTa B cpene rpadude-
ckoro pemaktopa. HaGopsl TpadapeToB MOTyT CyIIECTBOBATH B Pa3IMIHBIX
BUJAX: B BUe QUryp, XPAHAIIUXCS B OTACILHOM IpadUueckoM TOKYMEHTE,
Wiy (€CIM MO3BOJISET (PYHKIIMOHAIBHOCTD IPa)MuecKoro peaakropa) B Bujie
CIeLHaJIbHBIX HA0OPOB (UTYpP, KOTOPBIE MOTYT MPUKPEILIATHCS K rpaduye-
CKOMY JIOKYMEHTY U HCIIO0JIb30BAThCS /ISl €T0 MocTpoeHus. Kaxmomy sk3em-
IUBIPY CYIIHOCTH Stencils HAa BHYTPEHHEM YPOBHE COOTBETCTBYET HEKOTO-
poe mepeBo XML-pasmerku. Dx3emmuisip Tpadapera uaeHTHGHUIIUpYETCS
KITIOUEBBIM aTpuOyTOM sName («ums Tpadapera») 1 OTHOCUTCS K OIpEIeIICH-
HOMY THILy, TO €CTh €My COOTBETCTBYET OJMH U TOJBKO OJHMH SK3EMILLIP
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cymHocTH Types. Bmecte ¢ TeM BO3MOKHO HECKOJIBKO TpadapeToB 0JTHOTO
THUIIA, HAallpUMeEpP, KOTOPbIE OTIMYAOTCA BU3YalbHbIM CTUJIEM HCHOIHEHUS
WM KOHKPETHBIMH 3HAYSHUSIMHA [TapaMETPOB COOTBETCTBYIOIIETO YCIOBHOTO
rpaduaeckoro 0003HaUCHMS.

I'paduueckuii nokymeHnT. CyniHOCTh THIIA Shapes 3a]]aeT MHOXKECTBO
¢buryp dpusnyeckoit Mozenu cxembl. Kaskablid SK3eMIISIp 3TOH CYIIHOCTH CO-
OTBETCTBYET KOHKPETHOH (hUrype, MpUCYTCTBYIOIIEH B Tpad)uuIecKoM JOKy-
MeHTe. Ha BHyTpeHHEM ypoBHE SK3EMILISIp COOTBETCTBYET oaaepeBy XML-
pasmerkn XML-nepeBa nokymenTta. Dx3eMIursip (GUTypsl HACHTHOUIHUPY-
eTcsl KIIoUeBbIM atpubyToM shid («uneHtudukatop Gurypsn»). Kaxgomy
9K3EMIULIPY (UTYpBI, €CJIM OH IOJY4eH ITyTeM KOIUPOBAaHHS HEKOTOPOTO
Tpadapera, COOTBETCTBYET OJMH 3K3EMIULIP CYIIHOCTH Stencils, 3TOT daxt
OTpakeH C IOMOIIbI0 BUPTYaJIbHOIO arpuOyTa sName, 3HaU€HHE KOTOPOTO
KOMUPYETCsl U3 CymHocTH Stencils. Bmecte ¢ Tem B rpaduueckoM JoKy-
MEHTE BO3MOXKHBI (DUTYPBI, HE OTHOCSIIHECS K KakoMy-TH00 Tpadapety. Pe-
KypCHBHas CBSI3b Parent 3aJaeT BIOXKEHHOCTh (DUTYp — KaXKABIH SK3EMIUIIP
CYIIHOCTH Shapes MOXXET MMETh (WM HE UMEThb) POAUTENST — DK3EMILIP
CYIIHOCTH Shapes, B KOTOPBIM OH BIJIOXKEH; MPH 3TOM KaXKABIH SK3EMITISIP
CYILIHOCTH Shapes MOXET UMETb HOJIb WU HECKOJIBKO BJIOYKEHHBIX JOUEPHUX
SK3EMILIAPOB Shapes.

CymHocTs THHa SConnects 3afaeT MHOXECTBO Iap COEAMHEHHBIX
JPYT € ApYroM QUTYp, TO €CTh KaXKIOMY IK3EMIUIIPY 3TOH CYIIHOCTH COOT-
BETCTBYET Iapa 3K3eMIUIIPOB CYIIHOCTH Shapes: OJUH 3K3EMIUIIp, SBISIO-
uiics epBbIM (From), M OAWH dK3EMIULIP, SABISIOMINIACS BTOPEIM (T0) KOM-
MIOHEHTOM Tapbl. M3 9K3eMIIIsipa COCMHEHNS JOCTYITHBI, TAKAM 00pa3oM,
UIeHTU(HUKATOPBI IBYX POIUTENEH, NPEICTABICHHbIC HA PUCYHKE B BHJE
BUpPTyalbHBIX arpuOyToB £Shid m tShid. Ilpm aToM Kaxnmas ¢purypa Moxer
y4acTBOBAaTh B HOJIb WJIM HECKOJBKUX DK3EMILIIPAX COSAUHEHUN B KAUECTBE
KaK IEpPBOTo, TaK U BTOPOT'O KOMIIOHEHTA.

Pesynprupytomas koHuenTyansHas Mojensb. CymHocTs Tuna Models
3aJjaeT MHOKECTBO KOHIENTYaJbHBIX Mopenedl cxembl. B oOmem crmydae
13 OJJHOTO IpaduIecKoro JOKyMEHTa MOXKHO IOJIyYUTh HECKOJIBKO KOHLIETI-
TyaJbHBIX MOAETEH, OTINYAIOIINXCS AETAIBHOCTBIO UM MOJIHOTOM U3BIEKa-
€MBIX CBEICHUH. DK3EMIUIAPHI 3TOH CYyITHOCTH HACHTHOUIHUPYIOTCS KIIFOUe-
BBIM aTpuOyTOM mName («HUMs MOJEIINY).

CymHocTs THna Elements 3aaeT MHOKECTBO JIEMEHTOB KOHLIETITY-
AIBHOM MO cxeMbl. Kax bl 3K3eMITISp 3TOH CYITHOCTH COOTBETCTBYET
KOHKPETHOMY 3JIEMEHTY, MPHCYTCTBYIOIIEMY Ha CXEME, W NPHHAAICKHUT
OIIpEIeIICHHON MOJICTTH (FK3EMIUIAPY CYITHOCTH Models). DK3eMILISAPEI 3TOU
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CYIIHOCTH MICHTH(OUIMPYIOTCS KIIFOUEBBIM aTpuOyToM eid («uneHTuduka-
TOp 3JeMeHTa»). ATpuOyT sName 3amaeT uMs Tpadapera, UCIOIb30BAaHHOIO
NPY 33/IaHUK COOTBETCTBYIOIIEH (Uryphl B rpaduiueckoM JOKyMeHTe, a at-
puOyT shid 3amaer naenTH(UKaTOp caMoil HUTYpHI. DIEMEHTHI CXEMBI OT-
HOCSTCS K OIIPEAEIEHHOMY THITY, TO €CTh KaXXIOMY 3K3EMIULIPY CYIIHOCTH
Elements COOTBETCTBYET OJUH U TOJIBKO OJUH 3K3EMIUISAP CYLUTHOCTH Types.
PexypcuBHast cBs13b Parent 3aJaeT BIOKEHHOCTD JIEMEHTOB — KasK/AbIH 3K-
3eMIUISIP CYITHOCTH Elements MOXKET UIMETh (WJIN HE UMETh) POAUTEIS — K-
3eMIUIIP CYIIHOCTH Elements, B KOTOPBIA OH BJIOXKEH; C JIPYroil CTOPOHEI,
KaXIBIH SK3EMITISIP CYITHOCTH Elements MOXKET UMETh HOJIb MIIH HECKOJIBKO
BIIO)KEHHBIX JOUEPHHUX 3K3EMIUIIPOB TOTO )K€ THIA. MHOXECTBO IK3EMILIA-
POB CyIIHOCTH Elements JOJDKHO OBITH IIOCTPOCHO B PE3yJbTaTe PEIICHHS
3a/1a4d U3BJICUECHHUS.

CymHocTh THna EParams 3aaeT MHOXKECTBO ITapaMEeTPOB 3IEMEHTOB
cxeMbl. Kax bl 9K3eMIUISIp 3TOH CYIIHOCTH COOTBETCTBYET KOHKPETHOMY
napaMeTpy KOHKPETHOTO 3JIEMEHTa, IIPUCYTCTBYIONIETO Ha cXeMe. DK3eM-
IUISIPBI 9TOM CYIIHOCTHU B IpefesiaX 0JHOTO POAUTENBCKOTO 3JIeMEHTa UJICH-
TUGUIHUPYIOTCS KITFOYEBBIM aTprOyTOM pName («HMs TTapameTpay). ATpuOyT
value 3amaeT 3Ha4yeHHE NapamMerpa. MHOXKECTBO SK3EMIUIIPOB EParams
JIOJDKHO OBITH IOCTPOEHO B PE3YJIbTATE PELICHUS 331a4H U3BJICUCHHUS.

CymHocTs THIa EConnects 3aaeT MHOXECTBO ITap COEAMHEHHBIX
JpPYT C IPYTOM 3JIEMEHTOB CXEMBI, TO €CTh KaXXIOMY 3K3eMIUISIPY 3TOH CyII-
HOCTH COOTBETCTBYET Mapa 3K3eMIUIIPOB CYyIHOCTH Elements: OJUH 3K3eM-
IUISIp, ABJISIOINUICS MepBbIM (From), U OAMH K3EMIUIP, SABISIOMIUNACS BTO-
peM (To) KOMIOHEHTOM Hapbl. DK3EMIULIPHI ATOH CYITHOCTH HICHTADUIH-
PYIOTCSI TTapoil KIIIOYeBBIX aTpHOyTOB pojuTeneil yepes cBs3u From u To.
[Tpn 3TOM KaXKIb1ii SJIEMEHT MOJKET Y4aCTBOBATh B HOJIb MIJTH HECKOJIBKHX K-
3eMIUISIpaX COEAMHEHHUH B KaueCTBE KaK MEPBOrO, TaK M BTOPOrO KOMIIO-
HeHTa. KaxxoMy 5K3eMIUISIpy CYHIHOCTH EConnects COOTBETCTBYET JK3€M-
IUIAp CyIHOCTH SConnects, HO HE HA000POT. MHOXECTBO HK3EMILISIPOB
CyIIHOCTH EConnects, KaK M MHOXKECTBO DK3EMILIAPOB CYIIHOCTH Elements,
JIOJDKHO OBITH IOCTPOEHO B PE3YJIbTATE PELICHUS 3a1a4H U3BJICUCHHUS.

CymiHocTs THma CParams 3a1a€T MHOXKECTBO ITapaMETPOB COEIUHE-
HUM cxeMbl. Kaxpli 3K3eMIUIIp 3TON CYIIIHOCTH COOTBETCTBYET KOHKPET-
HOMY MapaMeTpy KOHKPETHOT'O COEAMHEHHMS N3 MHOXecTBa EConnects. Ok-
3eMIUIIPBI 3TOH CYITHOCTH B TpeJiesiaX OJHOTO POAUTEIHCKOTO COCIMHEHHUS
UAEHTH(UIHPYIOTCS KIIIOYEBBIM aTprOyTOM pName («uMsI apameTpay). AT-
pubyT value 3amaeT 3HaUCHHE MapaMeTpa. MHOXKECTBO 3K3EMILUIIPOB CyIII-
HOCTH CParams JOJDKHO OBITH MOCTPOEHO B pe3yJIbTaTe PEICHUS 3a/1a41 13-
BIICUCHUS.
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Jonymennusa. OTMETHM CyIIECTBEHHOE JOMYIIEHUE, IPHHATOE B 3TON
MOJIENH, 2 UMEHHO, NPEATOI0KEHNE, YTO KaXIOMY JIEMEHTY CXEMBI COOT-
BETCTBYET HEKOTopas (eIMHCTBEHHas) (Urypa BHYTPEHHEro IpeJCcTaBlie-
Hus. Ha pucynke 3 370 00CTOATENHCTBO OTMEUYEHO TEMHBIM KPY>KKOM Ha
CHMBOJIE YCIIOBHOM CBsA3M Shapes-Elements (3Ta CBSI3b H300paXKeHA IIyHKTH-
POM, IOCKOJIBKY OHA TOJIBKO MOApa3yMeBaeTcs, €€ peain3anus He TpeOyeTcs
SIBHO). YCIIOBHBIE rpaduueckrne U300pakeHnsI caMu 1o cebe MOTyT OBITH
CJIOKHBIMHU, COCTOSIIMMH M3 MHOXECTBA Ipa)uuecKuxX NPUMHUTHBOB, HX
NPUXOJUTCS] PUCOBATH CPEACTBAMHU TPaUUECKOT0 peJakTopa Ha OCHOBE CO-
YEeTaHUs HECKOJBKUX (pUryp. YKa3aHHOE JOMyIIEeHHE TPEOyeT, YTOOBI B 3TOM
ciiyyae Bce (DUTYpBI-KOMIOHEHTBI, COCTABISIIOIIAE DJIEMEHT CXEMbI Kak
yCIJIOBHOE rpaduieckoe 0003HaueHue, ObIIIM 3aKII0YEHBI B eIMHYI0 Gurypy-
KOHTEIHep, MPEeICTAaBIIONIYIO ITOT JIeMeHT. Pa3paboTunk cXxeMbl JOIKEeH
HE TIPOCTO HAPHCOBATH HJIEMEHT CXEMBI B COOTBETCTBUHY C BU3yaJIbHBIMH IIpa-
BIJIaMH BBITIOJTHEHUSI YCIOBHBIX Ipaduiyeckux n300paskeHni, Ho opopMuTh
€ro B BUJE eANHOH BHyTpeHHeH ¢urypsl. ['padudeckue penakTopsl npeno-
CTaBJISIOT JJISI 3TOTO BO3MOMKHOCTH T'PYIIHMPOBAHMSA HECKOIBKUX (QUTYD
n300pakeHNs B ANHYIO (PUTYPY-KOHTEHHEP.

Jpyroe momymieHne CBsi3aHO ¢ coeAuHeHHeM (uryp. Pa3zpaboTamk
JIOJDKEH HE MPOCTO 3PUTEIBHO Pa3MECTUTh PSIOM COSANHEHHbBIE 3JIEMEHTBI,
HO 3aKPENUTh 3TO COSTUHECHUE TaK, YTOOBI 3TOT (HaKT OTPA3UIICS OCOOBIM 00-
pa3oM BO BHYTPEHHEM MPEACTABICHUU rpad)uIecKOro JOKYMEHTa, MOT OBbITh
oOHapy>XeH B X0/ie IPOrpaMMHON 00pabOTKM 1 3a()UKCHPOBAH B KOHIETITY-
JIBHOI MOZAENN B BHIE COOTBETCTBYIOIIETO JK3EMIUIIpa CYIIHOCTH ECon-
nects. I'padmueckre peaakTopsl NMPEJOCTABISIOT Al 9TOI0 BO3MOXHOCTh
pasMenieHust B pUrypax TOUEK COCAMHEHMS, TMHUH-KOHHEKTOPOB, & TaKXKe
MIPEAyCMaTPUBAIOT CIICIIMAIBHBIN MEXaHU3M (PUKCAIIMN COCMHCHHH.

5. O0uuii aJropuT™ 3aJaHusA KOHIENTyaJabHOIl Momean. Mrak,
MHOXECTBa K3EMIUISIPOB CYIIHOCTEH Types M Stencils 3ajaHbl anmpuopu
JUISL UCTIOJIb3YEeMOM rpaduyeckoi HoTanni. MHOKECTBO SK3EMILISIPOB CYIII-
HOcTel Shapes m SConnects 3amaHo B XML-pasmeTrke obpabaTsiBaeMoro
rpaguyeckoro JoKyMeHTa. MHOXKECTBO 3K3eMIUIIPOB CyIIHOCTEH Elements
n EConnects TpebyeTcs ONpeAennTh B Pe3yiabTaTe M3BICUCHUS] HA OCHOBE
aHaJIM3a K3eMIULIPOB cylIHocTel Shapes U SConnects. i 3TOro JOHKHA
OBITH BOBMOXKHOCTH WICHTH(PHIUPOBATH (PUTYPHI TPAPHIECKOTO JOKYMEHTA
Ha TpeIMET HMX COOTBETCTBHUS 3JJIEMEHTaM CXEMbI OINPENENICHHOTO THUIIA,
a TaKXKe NACHTH(DUIIMPOBATH ITAPAMETPHI IIEMEHTOB, OCHOBBIBAsCH HA CBOM-
ctBax XML-pa3meTku cooTBeTcTByonmx ¢uryp. B coorBercTBuu ¢ 3TuM
Ob11 pa3paboTaH aIrOPUTM 33/1aHHS PE3YIbTUPYIONIEH KOHIENTYalbHON MO-
JCIIN CXCMBI, OGLeKTHO'OpMeHTHPOBaHHbIﬁ MCEBAOKOA MPEACTAaBICH HHUXKE
B jiucTHHrE 1.
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000 Begin
001 m = New Model ('MName')
002 ForEach s: s € Shapes, s.sName € StencilNames

003 e = m.AddElement (s.shid)

004 e.AddType (EType (s.sName))

005 ForEach ep: ep € EParamNames (s.cName)

006 e.AddEParam (p, s.pvalue (p))

007  ForEach c: c e SConnects

008 For fe: fe € m.Elements, fe.shid = c.fShid
009 For te: te € m.Elements, te.shid = c.tShid
010 cm = m.AddEConnect (fe, te)

011 ForEach cp: cp € CParamNames (fe.sName, te.sName)
012 cm.AddCParam (cp, c.pvalue (cp))

013 End

Jluctunr 1. IlceBnokos anroputma 3a1aHusi KOHLIENTYaIbHOH MOACTH

Crpoxku 000 u 013 3amal0T KOHTEHEp A Kojaa B 1enoM. B ctpoke
001 co3maercs HOBas (IIOKa eIie MyCTast) Pe3yIbTHPYIOIIas MOAEIb B BHIC
00beKTa Mm; UMsI MOJEIH 33/1aeTCsl C TIOMOILBIO mapamerpa 'MName'.

Oparment 002—006 oOpabarbiBaeT (GUrypbl rpadUuecKoro AOKy-
MCHTAa U 3aIlOJIHACT MOJACIIb O6Hapy)KeHHBIMI/I QJICMCHTAMU M UX IapaMeT-
pamu. Koucrpyxkiust ForEach (ctpoka 002) mepeGupaet Bce Gpurypsi rpadu-
YEeCKOTro IOKYMEHTa, OTOMpast Te U3 HUX, KOTOPbIE OCHOBaHbI HA KAKOM-JTHOO
Tpadapere mcnonp3lyemMoil rpadudeckoil HotTammu. B kadectBe KpuTepHs
MIPOBEPSIETCS IPUHAUISKHOCTh aTprOyTa sName (GUIypbl MHOKECTBY HMEH
UCTONBb3YyeMBIX TpadapeToB StencilNames. Janee aas ka0l 0ToOOpaHHON
(Urypsl s BEINOJHSETCS CIIETyONIee:

o (ctpoka 003) B MOZIENTb m T00ABISCTCS HOBBII 3JICMEHT €, COOTBET-
CTBYIOLIH (uType s, HACHTUPHUKATOP GUTYpHI shid mepeaaercs B KadyecTBe
rapamerpa,

e (cTpoka 004) ayst SIEMEHTa e YCTaHaBIMBAETCS CChUIKA Ha €ro THII,
IUIs 4ero ucronb3yeTcs ¢yHkuus EType, oToOpaxaromas nMeHa I1abJIoHOB
B THIIBI 3JIEMEHTOB;

o (ctpoku 005-006) GopMupyeTCS CITUCOK MapaMEeTPOB AJIEMEHTA &,
JUIsl 4ero nepe0uparoTcsi MMeHa napamerpoB EParamNames, HpeLyCMOTpPEH-
HBIX ISt Tpa(bapeTa s.sName 3JIeMEHTa e, U C IIOMOIIBK MeToAa AddEParam
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B 00BEKT e JT0OABISIOTCS HOBBIE OOBEKTHI-IAPAMETPHI C 33JaHHBIMH HMe-
HaMH pName M 3HaYCHUSIMH value. 3HaUeHHE MapaMeTpa (opMUPYETCsI C 10-
Monipio QyHKIMK pvalue Ha ocHOBe XML-pa3merku durypst s;

®parment 007-012 0OpabaTeiBaeT COeTUHEHUS (PUTYDP TpaduUeCcKOro
JIOKYMEHTA ¥ 3aIl0JIHSET MOJIENb COSTMHEHHSIMH DJIIEMEHTOB M IapaMeTpamu
coenmaenuil. Korcrpykmus ForEach (cTpoka 007) mepeOupaeT Bce coennHe-
Hust uryp rpaduueckoro moxymenra. Ciemyromue KOHCTPYKIMH For
(ctpoku 008 u 009) oTOHMpaET Te COSAMHEHHS, KOTOPbIE OTHOCSATCS K (HTY-
paM-»>IeMeHTaM U OTBICKUBAET COOTBETCTBYIOIIYIO Tapy 3JIEMEHTOB fe (mep-
BBIN) U te (BTOpoil). Jlanee s kax 1o 0TOOpaHHOI Mapbl AIEMEHTOB BbI-
TIOJTHSETCS ClIeTyIoNIee:

e (ctpoka 010) B Mozeb m J0OABISAETCS HOBOE COCIMHEHUE DIIEMEH-
TOB Cm,

o (ctpoku 011-012) opMupyeTcs CIHUCOK apaMeTPOB COCTHHECHUS
2JIeMeHTOB fe W te, Ui 4ero mepeOHparoTcsl MMEHa mapameTpoB CParam-
Names, MPeyCMOTPEHHBIX ISl COOTBETCTBYOIIEH Mapsl TpadapeToB, U C 1o-
MoIIbI0 MeToa AddCParam B 0OBEKT cm T0OABISIFOTCS HOBBIE OO BEKTHI-TIapa-
METPHI C 33JaHHBIMU MMEHaMU pName 1 3HaYCHUSIMH value. 3HaYeHUe napa-
MeTpa ¢GopMHpYyeTcs ¢ TOMOIbio (QyHKIMH pvalue Ha ocHOBe XML-
Pa3METKH COEIMHEHUS Cp.

6. MnenTudukamnus 3jeMeHTOB cxeMbl. [Ipu o0paboTke rpadude-
CKOT'0 JIOKYMEHTa COTJIACHO PACCMOTPCHHOMY aJITOPUTMY, HEOOXOAUMO BBI-
TTOJTHUTH TIEpedOp COCTABIITIONINX €T0 (GUTYP C HENbI0 HACHTH(PHUKAIINHN dJIe-
MEHTOB CXEMBI. DTOT IPOIIECC 3aBUCHUT, BO-TIEPBBIX, OT HUCIIOIB3YEMOTO Ipa-
¢uueckoro (opmara, BO-BTOPBIX, OT KOHKPETHOTO MpE/ICTaBICHUsI (Uryp
YCIOBHBIX Tpaduyeckux o0o3HaueHuit. TakuM 00pa3oM, BOSHHUKAET 3a1aua
HOCTPOEHHSI MOJieNIel NACHTH(OUKAIIMY JIEMEHTOB CXEMBbI JUISi KOHKPETHBIX
rpaduyeckux popmaroB. PaccmarpruBaeMble HIKE MOJIENH TIOJTyYEHBI B pe-
3yJIbTaTe HEMOCPEJCTBEHHOro McciienoBanus BHyTpeHHei XML-pasmerkn
rpaduuecKkux JOKYMEHTOB JJIsi OTKPBITHIX (hopMaToB pemakropos Visio, Li-
breOffice Draw u OpenOffice Draw.

Ocobennoctn naentudukanmy tpadapera purypsl. st kaxaoi 00-
pabaTbIBaeMOl (GUTypHl s HEOOXOAMMO y3HATh 3Ha4YeHHE s.sName, TO €CTbh
COOTBETCTBYET Jiu (purypa ogHomMy u3 TpadapeToB U KaAKOBO YHHKAJILHOE
nmst sName 3toro Tpadapera. PaccMOTpuM OpraHU3ali0 MMEHOBAaHUS Tpa-
(aperoB 1 GuUTYp B pazIHIHBIX Tpadudeckux GopmaTax.

dopmarsl VDX/VSDX (rpadpuueckuii pegakrop Visio). B atux dop-
Marax CJIOXHbIe (UIYphl CYIIECTBYIOT B JOKYMEHTE B IBYX (opmax:
1) B popme Tak Ha3zpiBaeMOro Mactepa (Master — «XO35UH») — HCXOJHOTO
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tpadapeta Gpurypsl; 2) B hopme urypoi-ax3eMiuisipa (Shape), npeacrasis-
IOLIEr0 KOHKPETHBIH AK3eMILTSIp MacTepa-Tpadapera, KOTOPbIH pa3MelieH Ha
JMCTE CO CBOMMH MHIMBHUAYAILHBIMU HacTpolikamu. OnH MacTep-Tpadaper
MOXET CIY)KUTb OCHOBOW JUII MHOXKECTBa (HTyp-dK3eMIuripoB. Vms ma-
cTepa 3aJaeTcsi pa3padoOTYMKOM NPU BH3YATEHOM CO3MaHHU (DUTYPHI U CO-
xpansercas Bo BHyTpeHHeM XML-mpencrasnennn wmactepa (atpuOyT
NameU — «yHHBepcanbHOe uMs» — y XML-anemenTa Master). BHyTpeHHssI
XML-pa3meTka GUTryphI-IK3eMIULIpa HE BCETAA COASPKHUT aTpuOyT Namel,
HO BCETJa COJIEP)KUT CChUIKY Ha CBOM MacTep-Tpadapet, ecnu ¢urypa Obiia
HOopoKzeHa Ha ocHoBe Tpadapera. [loaTomy ums Tpadapera GUrypbl MoxKeT
OBITh HACHTU(DUIIMPOBAHO 10 UMeHH NameU ero Macrepa. Peannzanus sToro
nojxona pasnuyaercs 1st popmaros VDX u VSDX.

doc.vdx
VisioDocument

Masters ¥

> Master ID NameU -->( sName) |

LSha es
s> Shape ID NameU
Pages

Page ID NameU i
_Shapes o :
Ly S[hap_e ID NameU Master J

Puc. 4. V3Bneuenne umenu tpadapera purypsr B popmare VDX

B nepBomM cirydae mactepa pa3Mernatotcs B ToM ke XML-gaiine, uro
Y IOPOXKIICHHBIC U3 HUX (HUrypsl (puc. 4). MacTepa pa3MeIaroTcs B SJIEMEH-
Tax /VisioDocument/Masters/Master W MACHTHPUIUPYIOTCS YHHKaJIbHBIM
XML-atpubdyrom ID. @urypsl pa3MeIiaoTcs B 3eMeHnTax /VisioDocument/
Pages/Page/Shapes/Shape u umeror XML-atpubyt Master, comepkaiuit
3HauYCHUE HACHTU(HKATOpa MacTepa. TakuM 00pa3oM, YTOOBI MTOTYIUTh UMSI
TpadapeTa, Hy>KHO H3BJIeUb 3HaYeHHE aTpuOyTa NameU y MacTepa, HOCHTHU-
(huKaTop KOTOPOTrO COBMAIAET CO 3HaYeHNUEM aTpuOyTa Master oOpabarbiBa-
emoii purypsl. Ha si3pike XPath (s3b1ke anpecanmnu y3in08 B XML-nepeBnsix)
9TO OyJeT BHIIJIACTh, HAIPUMED, TaK:

//Master[@ID = ./@Master]/@NameU.

[Ipu sTOM mpeamonaraercsi, 9YT0 KOHTEKCTHBIM y3JIOM, 0003HAUYCHHBIM KaK
«», siBIsieTcst oOpabareiBaemast purypa Shape.
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Bo BTOpOM Cilydae CIHCOK MacTepoB, UX OMUCAHHS, a TAKXKe COJep-
JKUMOE OTHENBHBIX JIUCTOB IOKYMEHTa pa3MemeHO B oTxenbHeIx XML-
¢aiinax B cocraBe ZIP-apxusa (puc. 5).

i masters
masters.xm|
Masters v 3

Masters v :
_ > Master ID NameU --->(sName) :
| | pages
pagej.xml
PageContents
Page ID NameU :
Shapeso :
Ly S[hap_e 1D NameU Master J

Puc. 5. [Tonyuenne nmenu tpadapera durypst B popmare VSDX

3nech o0mme cBeIeHUs O MacTepe, B TOM YHciIe B HeOOXOIMMBbIH HaM
aTpuOyT NameU, HaxomsTcs B dJeMeHTax /Masters/Master ¢aiina mas-
ters.xml, KOTOpEIA pa3meneH B nanke masters ZIP-apxuBa rpadguaeckoro
nokymeHta. CBeJieHnsl 0 urype HaxomsTcs B djeMeHTax /PageContents/
Page/Shapes/Shape (aiina pagei.xml, KOTOPBI COOTBETCTBYET i-My JINCTY
rpaduyueckoro JoKymMeHTa (pa3MelieH B nanke Pages). Takum oOpasom, us-
BJICYCHNE MMEHHU Tpadapera B 3TOM ciydaeT TpeOyeT coBMEcTHOW obOpa-
6otk 1ByXx XML-daiinos.

@opmam ODG (rpapmueckue pemakropsr LibreOffice / OpenOffice
Draw). B atom popmare, Kak 1 BO MHOTHX JPYTHX, HCIIONB3yEMbIX B rpadu-
YeCKHX pefaKkTopax — aHanmorax Visio, BHyTpeHHee mpescTaBieHue rpadu-
YEeCKOro AOKYMEHTa He MPEIyCMaTPUBAET OT/ACIBLHOrO COXpaHeHus Tpada-
pera-mMacTepa — HMCXOIHOTO TPEJCTABICHHs CKOIMPOBAHHOIO H300pake-
Husg. XML-pa3merka ¢urypsl mpocto KOMUpyeTcs B CIHCOK (GUIyp crpa-
HUILBI JoKyMeHTa. OnHako B coctaBe BHyTpeHHero XML-npexcraBnenus
CKOITMPOBaHHbIX (uryp mnpucyrcrByer HeoOs3arenbHbli XML-anement
svg:title (puc. 6), KOTOPBIA MOXKET OBITh 3a/1aH pPa3padOTIMKOM TPH CO3/Ia-
HHUH UCXOIHOTO M300pakeHus (urypbl-Tpadapera U KOTOPBIi HacIeqyeTcs
BO Bcex ero konusix. 1ot XML-a5ieMeHT MOXKeT ObITh HCIOJIb30BaH B Kade-
CTBe UMEHH Tpadapera.
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fj doc.odg
content.xml

office:document-content
Lofﬂce:body
Lofﬁce:drawing

draw:page ...
draw:g draw:name

O svgititle -----rsmremremreneees :
draw:custom-shape draw:name
0 svgititle -~ ;

draw:frame draw:name ¢
0 svgttitle -~~~

Puc. 6. ITonyuenne umenu tpadapera purypsi B popmare ODG

B pa3metke nmcra draw:page rpaduueckoro mokymeHnra Qopmara
ODG xoHkpeTHbIE QUTYpBI MOTYT OBITH IpeNCTaBIEHb! pa3TnIHBIMU XML-
aneMeHTaMu: draw:g, draw:custom-shape, draw:frame (puc. 6). @uUrypsi
WACHTHOUIMPYIOTCS YHUKAIBHBIMM MMEHaMH draw:name, a BIIO)KCHHBIE
XML-3meMeHTsI svg:title cogepxkar nckomoe ums Tpadapera. Takum 00-
pa3om, B 3TOM ciiydae uMsi Tpadapera durypsl conepxutrcs B XML-
pasmeTke camoi GUrypsl, 4To obseryaet nuaeHTuukanno. CooTBETCTBYIO-
nree XPath-BeipakeHue BBITIAANT TaK:

./svg:title .

Jnst cpaBHEHHs Ha pUCYHKE 7 MPHUBEICHA aHAJOTUYHAs MOJENb IS
nokymenTa B ¢popmare GraphML, koTopsiit mpUMeHsIeTCs, B YaCTHOCTH, B
nonynspHoM peaaktope YEd Graph Editor.

doc.graphml

key attr.name="url" for="node" id
key attr.name="description" for="node" id

Puc. 7. Tlony4yenne umenu tpadapera ¢purypst B hopmare GraphML

3necy oTnenbHBIC (QUTYpHl 3amaHbl ¢ nmomomslo XML-31emenToB
/graphml/graph/node, a ©X COIEPKUMOE 3a1a€TCS C IIOMOIIBIO BJIOKEHHBIX
XML-3nemenToB data. Kaxaplii anemeHT data ceplnaercst Ha XML-3nemMeHT
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key, MOSICHSIOIIMI ero Ha3HauYeHHe. B 4acTHOCTH, 3IeMeHTHI key ¢ aTpuoy-
TamM attr.name = "url" wium attr.name = "description", COOTBETCTBYIOT
aneMeHTaM data, ComepKallluM IMOJIb30BaTeNbCKHe AaHHbIE. 1IX MOXKHO uC-
TI0JIH30BATh /IS 331aHUs UMEHH Gurypbl-Tpadapera. Tak, eciu ums Tpada-
peTa 3amaHo pa3pabOTYHMKOM B Mojie description, TO ero MOKHO HM3BJICYb
KaK TEKCTOBOE COJEPKUMOE COOTBETCTBYIOLIETO dIeMeHTa data, HalIpUMep,
¢ momoIIeio creayromero XPath-BeipaxxeHust:

./data[@key=//key[Gattr.name="description"]/@id]

Takum 00pazom, uaeHTUGUKANKSA TpadapeTa GUTYPHI CYIICCTBEHHO
3aBHCHUT OT UCIIOJIB3yeMOro rpaduyeckoro popmara.

OcobeHHOCTH HAEHTH(UKAINN coenuHeHHH. MaeHTnuKanms co-
enHeHwi TpeOyeT BELICHUT Ha OCHOBE aHAINM3a CoefnHeHUH puryp rpadu-
YeCKOro JOKYMEHTa, KaKHe 3JEMEHTHI CXEMbl, BBIBICHHBIE U BHECCHHbIC
B KOHIENITYJIbHYIO MOZEJb paHee, COCJHHEHbI MEXIy co0od. DTo He-
CIIOKHO CJeNaTh NPU COBMECTHOM 00paboTke rpauueckoro IOKyMEHTa
n KOHHGHTyaHBHOﬁ MOJECJIH, IMOCKOJBbKY BHECCHHBIC J3JIEMCHTBI CXEMBI CO-
JIepKaT CChUIKM Ha COOTBETCTBYIOIIME MM (UTYpHl rpaduueckoro JoKy-
MeHTa (puc. 4, muctur 1). OJHAKO JeTald 3aBUCAT OT HCIOJIB3YeMOTO rpa-
¢uueckoro dopmara (puc. 8).

Page ID ...

hapes
(TN | R —
U .

onnects E
G Connect FromSheet ToSheet

draw:page ...

draw:connector draw:start-shaﬁ;e draw:end-éhape

raph
node id <-.€------- )

edge id source target

Puc. 8. Opranmzanus coenuHeHus QUTYP B pa3INYHBIX GopMaTax: a -
VDX/VSDX, 6 - ODG, B - GraphML

dopmarsl VDX/VSDX. B atux dopmaTax Kaxiaoe COeAUHEHNE Taphl
¢uryp orpaxkaercst B XML-anemenTe Connects/Connect, KOTOPHIH BIOXEH
B XML-anemeHt Page. ATpuOythl FromSheet m ToSheet XML-3nemenra
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Connect CChUIAIOTCS HA MIACHTH(UKATOPHI IIEPBOM W BTOPON COEAMHSIEMBIX
¢uryp Shapes/Shape (puc. 8, a).

Dopmate ODG u GraphML. B stux hopMarax Kaxmaoe CoeTHHEHHE
OTpa)kaeTcs C MOMOIIBIO COOTBETCTBYIOLIUX aTpUOYTOB B (PUTypax-KOHHEK-
topax. B dopmare ODG kaxnpiii koHHEKkTOp 3amaercs XML-anemenToM
draw:connector, BiokeHHBIM B XML-snemeHT draw:page. ATpuOyTHI
draw:start-shape m draw:end-shape XML-amementa draw:connector
CCBUTAIOTCSl Ha MJICHTU(HUKATOPHI NEPBOH M BTOPOH (GUTYp, COCIMHSIEMBIX
JIAHHBIM KOHHEKTOpOoM (puc. 8, b). B hopmare GraphML kaxp1it KOHHEKTOD
3anaetcst XML-anemenToM edge, BiokeHHbIM B XML-3nemeHT graph. AT-
pubyTHI source u target XML-anemenTa edge cchutatoTcst Ha HACHTH(HKA-
TOPHI [IEPBOY U BTOPOIT GHUTYpP, COSTUHSIEMbIX KOHHEKTOPOM (pHc. 8, C).

Wnentudukanms napaMeTpoB eMeHTa cxeMsl. VineHTnukanus na-
paMeTpoB 3JIEMEHTa A0JIKHA OTBETHTH Ha BOIIPOC O TOM, KaK1e 0COOSHHOCTH
UMeeT AaHHBIA 3JIEeMEHT CXEMBbI KaK KOHKPETHBII IK3eMIUISP YCIOBHOTO Tpa-
(uueckoro o603HaUEHHs ONpeeNieHHOro Tuna. Maentudukanms napamer-
POB BBINOJHSACTCS MyTEM HCCIEIOBaHHUs BHYTPEHHEro NpeacTaBieHus (u-
TYpPbl, COOTBETCTBYIOILEH d7eMeHTy. [IoCKOJIbKY COCTaB mapameTpoB orpe-
JIETISIETCS UCTIONB3YEMbBIM TpadapeToM 3J1eMeHTa, HISHTU(DHUKALUS TapaMeT-
POB 3aBHCHUT OT pe3yJIbTaTa NpeAIIeCTBYIOMEH HICHTU(DUKANT UMEHH Tpa-
(bapera 3neMeHTa, TO €CTh U KaXXJ0ro TpadapeTa dJIeMeHTa HCIOIb3yeTCs
CBOH aJTOPUTM HMICHTH(UKAIMA TOTO WIM WHOTO IapaMeTrpa. 3HaueHHe
OIIPEZIETICHHOTO TIapaMeTpa 3JIEMEHTa ONPENEIAeTCs] OCOOCHHOCTSIMU BHYT-
pennrerr XML-pa3meTkn QUTYpPBI 3TOTO 3JIEMEHTa — TEKCTOBBIMHU 3HAYCHU-
ssmu ompeneneHHBIXx XML-atpubyTtoB mmm BrnokeHHBIX XML-3nemenToB
WK MX coueTanuid. Iyt onpeenieHus 3HaueHus mapamerpa crpoutcst XPath-
BBIp@XEHHE, KOTOpoe aapecyeT cooTBercTBytonme XML-atpubyTsl umn
AJIEMEHTbI, TO3BOJISIS U3BJIEKATh UX 3HAYCHUS. AHAJIOTMYHBIM 00Pa30M HJICH-
TUQUKAIMS [TapaMETPOB COCJUHEHMS BBINOJHSAETCS MyTEM HCCIIECIOBAHMS
BHYTPEHHETO MPE/ICTABICHHS COSTMHEHHS, a TAK)KE BHYTPEHHETO MPEACTaB-
JICHUS! COeMHSAEMbIX (Uryp. st KOHIENTyaabHOW MOIETH CXEMBI MOKET
OBITH CYIIECTBEHHBIM TO, K KaKMM 4YacTsAM (UTyp WIM K KaKUM TOYKaM CO-
€/IMHEHUSI IPUKPETUIEHB KOHHEKTOPBI.

IIpumep. B kauecTBe mpmMepa Ha pUCYHKE 9 NpHBEAEHBI MOAEIH
XML-pa3MeTkn IBYX BapHaHTOB 3aJaHUS AJIEMEHTa «CBA3bY, HCIOJB3ye-
MOTO IPH 33laHUN MOAeJel 0a3bl JaHHBIX Ha KOHIENTYaJIbHOM YPOBHE a0-
CTpaKIHHU (MOJETb CYIIHOCT—CBA3bY) B TaK Ha3bIBAeMOH «y(PHUMCKOM» HO-
tanud. CUMBOJ CBSA3U HpEICTaBIsieT cOOOH codeTaHne (HUIyp-KOMIIOHEH-
TOB: KBaJpaTra, TPEYyrojlbHUKA, KPyra M JIByX KOHHEKTOpOB. IlapameTpsl
CBSI3U OTOOpaKArOTCSl LBETOM 3aJIMBKH (HUIyp-KOMHoHeHTOB. Hampumep,
TEeMHasl 3aJIMBKa KBajpaTa 03HayaeT UJIeHTU(PUIMPYIOUIYIO CBS3b, a CBETIAs
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— He HACHTHHULUPYIOLIYIO; TEMHAs 3aJIMBKa Kpyra o3Ha4yaeT 00s3aTebHyI0
CBS3b OT peOeHKa K POIUTEIIIO, a CBeTNIasi — Heo0s3aTeNlbHy0. BHyTpeHH s
pa3MeTka Shape ¢uUrypsI «cBs3b» B popmare VSDX conepxut pazmerky oT-
JETBbHBIX (PUTYp-KOMIOHEHTOB Shape, BIIOXKEHHBIX B KOHTEHHEp Shapes.

S%S‘fapes [: R [:

LShages
hape Name="Square" Shape Name="Square"
_Cell N="FillForegnd" V="1" _Cell N="FilForegnd" V="0"
Shape Name="Circ" Shape Name="Circ"
_Cell N="FilForegnd" V="1" _Cell N="FillForegnd" V="0"
a) 6)

Puc. 9. TIpumep 3a1aHus MapaMeTPOB YCIOBHOTO rpadUuecKOro 0003HaYCHHUS
«cBs13b» B hopmate VSDX: a) nnenTnduuupyromas oods3aTenpHasi;
6) HenpeHTHGUIMPYIOIIAs HeoOs3aTeNbHasL

Ha pucynke 9 s mpumepa mpejcTaBieHa pa3Merka IByX (uryp-
KOMIIOHCHTOB: KBaJ[paTa ¢ aTpu0OyToM Name="Square" W Kpyra ¢ aTpuOyTOM
Name="Circ". 3aiguBka puryp B hpopmare VSDX 3amaercs ¢ momoripio XML-
aseMeHTOB Cell ¢ atpuOyrom N="FillForegnd", mpHu 3TOM 3Ha4YCHHUE LIBETA
3aJIMBKY 3ajaeTcs arpuOyTom V. TakuM oOpa3om, 3HaueHUE LBETA 3aJIMBKU
KBaJipaTa MOXHO MOJYYHTh C IOMOLIBIO crenyroniero XPath-peipaxenust:

./Shapes/Shape [@Name="Square"]/Cell [@N="FillForegnd"]/QV ,

T/ie IPEIoIaraeTcs, YT0 KOHTEKCTHBIM y3JI0M, 0003HaUeHHBIM KakK «.», SIB-
nsietcst oopadaTeiBaeMast GUrypa «cBsi3b» Shape. COOTBETCTBEHHO, 3HAUCHHUE
[[BETa 3aJIMBKH KPYra MOXHO IOJIyYHTh C OMOIIbi0 XPath-BeipakeHus

./Shapes/Shape [@Name="Circ"]/Cell [EN="FillForegnd"]/QV .

7. Peanu3anus Ha OCHOBE CHTYallHOHHO-OPHEHTUPOBAHHOI mapa-
aurmel.  VccrenoBaHue TIponecca W3BICUYEHHUS, PACCMOTPEHHOE BBIIIE,
MMEJIO B Ka4eCTBe MOOOYHOM IIENH Pa3BUTHE CHTYaMOHHO-OPHEHTHPOBAH-
HOTO IO/IX0JIa B IUIAHE PACIPOCTPAHEHHUs €ro Ha 0OpabOTKy IOKYMEHTOB
BEKTOpHO# rpadukyu. CHTYaHMOHHO-OPHEHTHPOBAHHBIA ITOAXO/A HCCICHY-
€TCsI aBTOPAMH B PAMKaX IIPOEKTa HHTETPALUH Pa3HOPOAHBIX JaHHBIX Ha OC-
HOBE Hepapxuieckoit curyannonnoit mogenn (HSM — Hierarchical Situa-
tion Model) [18]. HSM ompenensiet GyHKIHOHHPOBAaHHUE CUTYAIIHOHHO-OPH-
SHTHPOBAHHOW 6a3bl JAHHBIX HA OCHOBE MOHUTOPHHIA TEKYILICH CHTYaLHH U
COXPAHEHHS TEKYLIEr0 COCTOSHUS CUTYaIH MEXKIy CCaHCAMH HHTEPIIPETa-
nuu. Apxurextypa HSM-monenu nintroctpupyercst Ha pucynke 10.
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daiine
CocrosHus Eggémcm

w CuTyaLMoHHast Moenb Xparunuue

Mepexoppl EI Apxvie|
-- basbl
Aliuu - AaHHbIX
BupTtyanbHble
AOKYMEHTBI
rrrrrrrrrrrrrrrrrrrrrrrrrrrr OtoBpaxeHmne----
’ Z WUcTouHmkn
ObbekTl
obpaboTku Yrov Y Mpuemuii

Puc. 10. Apxurexrypa HSM

CyOmopenu sub, coctasistronie Monens HSM, obGpasytor mepap-
XHIO0 — Ka)KJJ0€ COCTOSTHHE sta B cyOMOZEIN B CBOIO O4EPEab MOXKET COAEp-
KaTh BIO)KEHHbIE CyOMOAEIH. DIEMEHTHI jmp 3a1al0T IIEPEXOIbI COCTOSHUM,
a 3JIEMEHTHI act — AEHCTBHUS, aCCOLMMPOBAaHHbBIE ¢ cocTOsTHUAMHU. Jlist pac-
CMaTpUBacMON 3aJauil CYIIECTBEHHBIMHU SIBJISIOTCS PA3HOBUIHOCTH aKIIMH
doc (BupTyasbHBIC JOKYMEHTHI) U dpo (00beKThI 06paboTku). B mporiecce
ceanca uHTeprperaiuu HSM KOHTPOJIHPYIOTCS TEKyILHE COCTOSHHS CyOMO-
JieTield ¥ BBITIOJIHSIOTCS aCCOLIMMPOBAHHBIE aKIMW, B TOM YHUCIIE 3a/afolue
00paboTKy BHENIHMX AaHHBIX. 1 JOCTymna K BHEITHUM JaHHBIM NPUMEHS-
IOTCSI BHPTyalIbHBIE JOKYMEHTHI doc, KOTOpBIE MOTYT OTOOpakaTbCs
Ha BHEIIHHE JaHHbIC TeTEPOrCHHOW MPUPOIBI, UCCICAOBAaHHBIC B paboTax
[18-20] (puc. 10): nokanbHBIC U yAaleHHBIC (aiiabl, BeO-CePBHICHI, apXHBHI,
pemsannoHHbIe 0a3bl JaHHBIX. [ 00pabOTKM HaHHBIX B 00BEKTax dpo
HPEIyCMOTPEHBI 3JIEMEHTHI Src (MCTOYHUKH), 34a01IHe 3aTPY3Ky BHEITHUX
JAHHBIX, U AJIEMEHTHI rcv (IPUEMHUKN), 00eCTIEYHBAIONIIE BBIBOI pE3yIbTa-
TOB. DTH 3JIEMEHTHI BKIIOUYAIOT CHIeMPUKAIIIN 00paOOTKH TaHHBIX.

B paccmaTpuBaemoii 3agaue A1 HaC BaKHA BO3MOKHOCTD 3a/1aBaTh
B HSM otoOpaxkeHrne BHUPTyalbHBIX OKYMEHTOB Ha rpaduuecKue J0Ky-
MEHTBI B Pa3JIMYHBIX OTKPBITHIX Tpaduueckux dpopmarax. B padore [21] aB-
TOPBI paccMaTpUBAIIU MOJOOHOE OTOOpaKEHUE C LIEJIbI0 TeHEpaly Iepco-

960 WHdopmaTuka 1 aBTomatnsaums. 2021. Tom 20 Ne 4. ISSN 2713-3192 (neuv.)
ISSN 2713-3206 (oHnaiH) www.ia.spcras.ru



ARTIFICIAL INTELLIGENCE, KNOWLEDGE AND DATA ENGINEERING

HaJIM3UPOBAaHHBIX 3arOTOBOK rpa)M4ecKHX JOKYMEHTOB; B 9TOH CTaThe 3a-
Jlaga paccMaTpPUBAETCsl B aCleKTe M3BJICYEHHS KOHLENTYalbHBIX CBOMCTB
rpa)uIecKoro H300paskeHusl.

B03MOXXHOCTh OTOOpaXKeHUs] BUPTYAIbHBIX JOKYMEHTOB Ha OTKPBI-
Thle Tpaduueckue popMaTsl 00YCIOBIEHA TEM, YTO BCE OHH B OCHOBE HC-
noib3yloT XML-pa3merky u opraHu3oBaHbl 1100 B BHe mtockoro XML-
¢aiina, mubo B Bune apxusa XML-daiinos. B nmepBom ciydae cienyer uc-
MOJIb30BaTh  BO3MOXKHOCTH ~ OTOOPaXXEHUS] BHPTYaJIbHOTO  JOKyMEHTa
Ha «wrockuity XML-¢aiin, a Bo BTopom — Ha ZIP-apxuB XML-daiinos.
Hanpumep, HSM-nexmaparist

<doc:VdxDocument type = "xml" path = "vdx/docl23.vdx/>"

3aJ]aeT 0TOOpaXKeHue BUPTYaJIbHOTO AOKyMeHTa doc:VdxDocument HEJINKOM
Ha VDX-moxymeHT docl23.vdx, Haxoasmuiics B manke vdx. Jexmapanus

<doc:VsdxDocument type = "zip" path = "vdx/doc456.vsdx">
<ent:Masterl path = "visio/masters/masterl.xml"/>
<ent:Pagel path = "visio/pages/pagel.xml"/>
</doc:VsdxDocument>

3aJaeT 0TOOpaXCHUE BUPTYAIBHOTO JIOKyMeHTa doc:VsdxDocument Ha jaBa
komnoHeHTa VSDX-mgokymenTa doc4d56.vdx, HAXOASAIIETOCS B MaIke vsdx.
Oto0pakeHre UHTEPIIPETUPYET 1eneBoi JokyMeHT kak ZIP-apxus. Komrio-
HEHT ent:Masterl yka3sIBaeT B apxuBe Ha (aiiinm mactepoB masterl.xml,
a KOMIIOHEHT ent:Pagel — Ha pa3MeTKy INepBOH CTpaHMIBl JOKYMEHTa
pagel.xml.

O6pabotka ¢aitmoB XML BbIIONHSIETCS C TIOMOIIBI0 00BEKTOB 00pa-
6otk DOM (Document Object Model), nmpegocrasstomux cranaapTU30-
BaHHBIN uHTEpdeiic noctyna k XML-aepesy. 3arpy3ka 8 DOM-o00bekT m0-
kymeHTa B (opmare enuHoro XML-daiina BBINONHIETCS C HOMOIIBIO,
HanpuMmep, Takoid HSM-nupeKkTuBsI:

<dom:VdxProc srcDoc = "VdxDocument">
<rcv:VdxExtract method="xslt" saveTo="dom:Extr" />
</dom:VdxProc>

3neck coznaercss DOM-o0bekT dom:VdxProc u B Hero 3arpyxaercs XML-
(hbaitr u3 BUpPTYyaIsHOTO TOKyMeHTa doc: VdxDocument. 3a1aHHOTO panee. [a-
Jiee ¢ TIOMOIIBIO MPUEMHHUKA rcv:VdxExtract BhITOJNHSACTCS 00paboOTKa 3a-
rpyeHHoro (¢aiina u coxpanenue pesynbrara B 1pyrom DOM-o6bexre —
dom:Extr. ATpuOyT method="xslt" yka3pIBaeT Ha TO, 4TO 0OpaboTKa (W3-
BJICYCHHUE) BbINONIHSETCS yTeM XSL-tpancdopmannu Ha OCHOBE TaOJIHIIbI
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crminell VdxExtract.xsl. IIpu ncnoms3oBanun dopmara Ha ocHose ZIP-
apxuBa HSM-aupekTuBa MoXxeT OBbITh, HaIpUMep, TaKOH:

<dom:VsdxProc srcDoc = "VsdxDocument.Pagel">
<src:Masterl srcDoc = "VsdxDocument.Masterl"/>
<rcv:VsdxExtract method="xslt" saveTo="dom:Extr"/>
</dom:VsdxProc>

3nece B DOM-06wexT 3arpyxaercss XML-pa3merka nepBoi cTpaHHIBI 10-
kymenTa. Ilocne 3Toro Kk Hel ¢ MOMOIIBIO HCTOYHHUKA Ssrc:Masterl moarpy-
xaercst XML-¢aiin nepBoro macrepa, HEOOXOAUMBIH AJIs1 BBITOJTHEHHS H3-
BIICYCHUSI.

TaxuMm 00pa3om, caMm IPOLECcC U3BJICUECHHS B HEPAPXUIECKOW MOIEN
HE JIeTANN3UPYETCs], YKa3bIBAeTCs JINIIb METOJ €T0 BBHIIOJHEHHS M CCBHUIKA
Ha BBINOJIHSIOMMNA MpeoOpa3oBaHNe KOMIIOHEHT (B PACCMOTPEHHOM IIpH-
Mepe — Ha XSL-tpanchopmaTop). KOMIOHEHT, BBIMOTHSIONINN U3BICUECHIE
U IIOCTPOCHHE KOHLENTYaIbHON MOAeH (B COOTBETCTBUH C PACCMOTPEHHBIM
BBIIIIE AITOPUTMOM, CM. JTUCTHHT 1, puc. 3), MOXKET ObITh PEeaTH30BaH B BHIC
tabnuupl ctuneir XSL-tpancdopmanun XML-gokymenTa (ekiapaTHBHbINA
NOAXOJ) WIM B BUAE MOAYJSi 00pabOTKH, BBITOJHSIONIETO MaHHITYJISIIIMA
¢ nepeBoM XML-nokymeHTa yepe3 nporpammusiid nHTepdeiic DOM (mpo-
LEAYPHBINA TIOJXOM).

Jlocmouncmea u nHedocmamku nooxoda. IIpemToxkeHHBIH TOAX0
K U3BJICYCHHUIO CEMaHTHUeCKOi nH(opmanuu 13 rpapuiyeckux JOKyMEHTOB
o0nagaeT CIeyIOIIMH npeuMyyecmeamu.

e [Togxon maer HOBYIO (DYyHKIMOHAIBHOCTH — BO3MOXKHOCTH IIPO-
IrpPaMMHBIM IIyT€M H3BJIEKaTh CEMaHTHKY CXEMBbI U3 €€ rpauyeckoro mnpea-
CTaBJICHUs], TO €CTh (POPMUPOBATH rpad, OTPAXKAIOIINIA IEMEHTHI, COSANHE-
HUSI ¥ CYLIECTBEHHBIE TTApaMETPhI CXEMbI. TO MOXKET CITY)KUTh OCHOBOM st
ABTOMAaTH3UPOBAHHOM MPOBEPKU KOPPEKTHOCTH CXEMBI, TEHEPUPOBAHHUS TEX-
HUYECKOW TOKYMEHTAIUHU H JIp.

e [Toax0/1 IPUMEHHUM K Pa3IMYHBIM OTKPBITHIM Ipaduyeckum popma-
tam Ha ocHoBe XML, KoTOpbIe IpeocTaBIIsII0T BO3MOKHOCT IIPOTPaMMHOTO
JIOCTyTIa K BHYTPEHHEMY CO/IEpKHMOMY rpaduueckux JOoKyMmMeHTOB. Takue
BO3MOYKHOCTH MMEIOTCS Y OOJBITHHCTBA (POPMATOB, MCIIOIB3yEMBIX B ViSiO-
MOTOOHBIX TpapUIECKAX PEIAKTOPAX.

® DKCTpaKIMsI CXeM He TpeOyeT HCIIOIb30BaHUs «POJHOT0» Tpaduye-
CKOTO PENaKTopa, B Cpele KOTOPOro IONydeH TpaduuecKhil JOKYMEHT.
3OTa 0COOEHHOCTH YCTpaHsIeT HEOOXOAUMOCTh 3aITycka rpadUIecKuX peiak-
TOPOB WM MOJKITIOUEHHS MX OMOIMOTEK JOCTyna Ha BeO-cepBepe s Ipo-
rpaMMHO# 00pabOTKHM TOKYMEHTOB B BeO.
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e [IpocToTa peanu3ay Ha OCHOBE CHUTYallMOHHO-OPUEHTHPOBAHHOM
napagurMel. Peann3oBaHHas B 3TOH HapagurMe KOHLEMLUS BHPTYAJIbHBIX
JOKYMEHTOB MO3BOJISIET €AMHOOOPa3HO 00pabaThIBaTh BEKTOPHYIO TPapUKy
B pa3NNuHbBIX rpaguyeckux Gopmarax U Ha ITOW OCHOBE TE€HEPUPOBATH pe-
3YJBTUPYIOIINAE TOKYMEHTHI — TOXKE B Pa3InYHbIX (hopMarTax.

Heo0xoanmo Takke OTMETUTh 02paHUYeHUs: U CLOMHCHOCHU TIPEIJIO-
YKEHHOT0 101X0/1a. JIaHHbIH MOAX0/1 TPUMEHNM TOJBKO K OTKPHITHIM Tpadu-
yeckuM (opmaraM Ha ocHoBe XML, 4To CHMKaeT ero yHHWBEpPCAIbHOCTb.
Jlpyroe orpaHu4eHHe B IJIaHE YHUBEPCAILHOCTH CBS3aHO C JIOMYIICHUSIMA
00 MICHTH(HUKAIMN DIIEMEHTOB CXEMBI Ha OCHOBE TpadapeToB: MOIX0x pa-
0oTaeT, €clM NPH COCTABICHUH CXEMbBI pa3pabOTUMK HCIIOIb30BaT JUIs
YCIIOBJICHHBIX rpaduyecKux 0003HAYCHHH 3apaHee IIOArOTOBICHHBII Habop
¢uryp-tpadapero. Ciemxyer TakKe OTMETUTH «XaKEPCKUID (B MOJIOKHUTEITb-
HOM CMBICJIE) OTTEHOK ITOJX0/1a, 3aTPYAHSIOMIHNI ero IpIMEeHEHNE HEKBaIU-
(ULPOBaHHBIMY MTOJIB30BATEIAMH. A UMEHHO, pa3padOTUHK JOJDKEH Ipea-
BAPUTEJILHO BBIMOJIHUTH HCCIICIOBAHHE BHYTPEHHEH CTPYKTYphI rpaduue-
ckoit XML-pa3meTku: BO-TIEPBBIX, HCIIOIB3yeMOro rpaduueckoro hopmara,
4YTOOBI 3HATh, KAK HA BHYTPEHHEM YPOBHE 33/Ial0TCS U UACHTUDHUIUPYIOTCS
¢urypsl u coearHeHUs rpadUuecKoro M300pa)keHUs; BO-BTOPHIX, Habopa
TpagapeToB YCIOBHBIX rpadguuecKkux 0003HaYEHHH, UCTIOIB3YEMBIX JJIS T10-
CTPOCHUS CXEMBI, YTOOBI 3HaTh, KAK Ha BHYTPEHHEM ypPOBHE 3aJIafOTCS MX
NACHTU(UKAIIMOHHBIC U ONMIMOHAJBHBIC MTapaMeTphl. Tonpko Ha 0ase 3TOro
MOXKHO MpPaBHJIBHO MOCTpouTh XPath-BeipaxkeHust st 1ocTymna K BHYTpPEH-
HUM JIaHHBIM, KOTOPBIe HeOOXO0AUMBI [Tl KOPPEKTHOU PabOTHI alNropuT™Ma 00-
paboTKH rpadguyueckoro TOKyMEHTa M TOCTPOCHHS KOHLENTYaIbHOH MOCIH
CXEMBI.

8. IlpakTHyecKkoe MCIOJIL30BaHHE Pe3YJIbLTATOB. PaccMOTpeHHBIN
BBIIIIC IIOAXO[ OBILIT OHpOGOBaH U TOJYYHJ IPAKTUYCCKOC IMPUMCEHCHUC
B yueOHOM mporiecce B Y PUMCKOM rocyJapcTBEHHOM aBHALMOHHOM TEXHH-
YEeCKOM YHUBEPCHTETE JJIsI M3BJCYCHUS CBOWMCTB rpauyeckux Mojelen
B X0JI¢ KypCOBOT'O IPOESKTHPOBAHHSI.

Ha pucynke 11 B kadecTBe npumMepa npuBeaeH ¢gparmeHT rpaduue-
CKOT'O IOKYMEHTAa, COJIEPIKAILET0 CXeMy — PEJISLHOHHYI0 MOJIENb Oa3bl 1aH-
HbIX, KOTOPYIO CTYJCHTBI CTPOAT B cpee rpadudeckoro penakropa Visio Ha
OJTHOM M3 3TaIl0B KYpCOBOT'O IIPOEKTA 10 TUCIUIUINHE «0a3bl JaHHBIX». 371ECh
MOJIeNb-uarpaMma npejcTaBieHa B «y(GpuMcKoi» HOTallMK: IMEeHa OTHOLIe-
HU# (TaOIHII) IPEeCTABICHBI B IPSIMOYTOJIFHUKAX; UMEHA aTpUOYTOB (CTOIIO-
LIOB) NPUKPEIUICHBI K TaOJIMIaM BEIHOCHBIMHU JIMHUSIMH; KOHIIEBBIE CHMBOJIBI
BBIHOCHBIX JIMHUH 331aI0T CBOMCTBA aTpHOYTOB; CBSI3M CCHUIOYHOM IIEIIOCTHO-
CTH 0003HAYCHB! TPEYTOJIbHUKAMH, COSAUHSAIOIIMMY aTpUOYThl IIEPBUYHOIO
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KJIFOYa POAMTENS C aTpudyTaMu BHELIHEro Kiroua pedenka. SQL-koj co3na-
HHS COOTBETCTBYIOLIMX TaOJIMI 0a3bl JAHHBIX pa3MelleH B IPSMOYTOJIBHBIX
BBIHOCKAX, IPUKPEIUICHHBIX K Ta0IMIaM MyHKTUPHBIMH JIMHUSIMUA. MeTtaian-
HbIE IOKYMEHTA NPE/ICTABIECHbI B «OCHOBHOI HAJIIKCH», BBIOJIHEHHOH B CO-
OTBETCTBHH CO CTaHIAPTOM O(POPMIICHHSI KOHCTPYKTOPCKON JOKYMEHTAIUH.
CryzneHTam-pa3pabdoTYrKaM IPeOCTaBISIETCS HEPCOHATU3NPOBAHHBIHN O1aHK
JIOKyMeHTa U Habop ¢uryp-tpadaperoB, cogepx amux (GUrypbl TabIuL, aT-
pHUOYTOB, CBsI3€H CCHUTOYHOM IIEIIOCTHOCTH, BBIHOCKH s 3armicu SQL-kona.
[Ipu cocrapneHHU cXeMbI Ha OJIAHK TIEPEHOCATCS KOIUH TpagdapeToB, COCIHU-
HSFOTCS MEXIY cO0OIi, BBOJATCS MMEHA TaOIHI] M aTpUOYTOB, a TaK)Ke TEKCT
SQL-xona.

DROP TABLE IF EXISTS ‘Towewetue’; Cexpetapb:Mepcora “a
CREATE TABLE TowmeLerve’
( "Kon" INT NOT NULL UNIQUE MA\I'Iepoona

. "Aapec’ VARCHAR (50) NOT NULL
. "M’ INT NOT NULL AUTO_INCREMENT PRIMARY KEY
3

DROP TABLE IF EXISTS "3aceqarute’;

CREATE TABLE "3aceqatue

("Pervowep’ INT NOT NULL UNIQUE

, “Hara’ DATE NOT NULL

. “Wa\omewserme’ INT NOT NULL

. “Mn\Cexperaps INT NOT NULL

, "M’ INT NOT NULL AUTO_INCREMENT PRIMARY KEY
. FOREIGN KEY ( Va\Momewerve’)

3acenanve

PerHomep
[ata

REFERENCES Towmeuserue’ (V)
, FOREIGNKEY (a\Cexperapy’) nan ‘QA
REFERENCES "Cekperapb:Mepcora (a’) Wn\Cekpetapb
)
2020-1.6.5.KM.3AC-309.17130030
T, Macca [MacwTad
Waw.| TucT | Ne nokym. MNopnues | JaTa Pa3paboTKa KOHLENTyanbHOo-
Paspaboran|Eropos C.A. 120320| nOFM4ecKUX mogenei 6asbl gaHHbix | I[P
Mposepun |Mupotos B.B. 6usHec-npouecca
Muct 1 [Nuctoe 4
Moaenb rnod anbHan pensupoHHas
Ginaoimiie gy ®IrB0Y BO «YTATY»

Puc. 11. ®parMeHT npuMepa CXeMbl — PENISIMOHHOM MOJIENN 0a3bl JaAHHBIX:
OCHOBHasl HAJIITKCh JJOKyMeHTa (6/13)); MarpaMma pesiiiOHHON Mojeu (cnpasa);
SQL-kox co3manus tabu (cresa)

B 3aBucuMoOCTH OT pemaeMoil 3agadll BEIONHSCTCS H3BICUYCHHUE
13 3TOTO rpaduvecKoro JOKyMEHTA CIIEIYIOMINX CBEICHHN:

® CTPYKTYPHI PEIALHOHHON MOJIEITH — WCIIONB3YETCS IUIST aBTOMAaTH-
YeCKOH MPOBEPKH €€ CHHTAKCHIECKOW KOPPEKTHOCTH, a TAaK)KE COOTBETCTBHUS
3aJaHMIO M Pe3yJIbTaTaM IPEIIIECTBYIONINX 3TAlOB Pa3padoTKH;
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o TekcTa SQL-K0oma — HCMONB3yeTCs U aBTOMATHIECKOW TIPOBEPKH
cootBeTcTBUS SQL-KOa, COCTABIEHHOTO CTYJEHTOM, AUarpaMMe PesLHOH-
HOM MOJZIeNH, a TaKKe AJIs1 aBTOMaTHYECKOM T€HEPALMU 3arOTOBOK IIPOEKTHOM
JOKyMEHTalMH (HanpuMep, JOKyMEHTa «TEKCT IPOTrpaMMbI»);

® METaJaHHBIX U3 OCHOBHOM HAJIIIMCH JOKYMEHTa — JUIS HCIOJIb30Ba-
HUS B OTUETAX U NPOEKTHOW ITOKyMEHTauuu. B pesynbrare nocruraercs 3a-
METHOE€ YMEHBILIEHUE PYTUHHBIX JECHCTBUI 110 KOHTPOJIIO MIPABWIBLHOCTH CO-
CTaBJICHHON CXEMBI U MMOATrOTOBKHU OTUYETHOM JOKYMCHTAIIMU KaK y mmpenoaa-
BaTelel, Tak U y CTyI€HTOB.

Takum 00pazoM, MpakTHYECKOE NPHUMEHEHHE INPEIOKEHHOTO TOA-
XO0/1a JaeT MOJIOKHUTENBHBIN (D QEKT B BHIe HOBOI'O KauecTBa 3a CUET aBTOMa-
THU3MPOBAHHOTO M3BJICUCHUS CEMaHTHUECKON MH(OPMAIMU 13 rpadHIecKuxX
JOKyMEHTOB.

9. 3akouenue. B naHHOM cTaThe M3JI0)KEH HAyYHO 0OOCHOBAHHBIN
TOJIXOJT K N3BJICYEHHIO CEMaHTHYECKOI HH(pOpMaIyy (3HAHUI) U3 HCXOTHBIX
rpaguyecKnuxX AaHHBIX. DTOT MOJX0]] 00JIa1aeT HOBU3HOM, TOCKOJIBKY BIIEp-
BbI€ TIO3BOJISIET B ABTOMATHU3MPOBAHHOM PEXXHUME U3BJIEKaTh CTPYKTYPHO-TIa-
paMeTpUUYECKHE CBOMCTBA CXEM M3 DJIEKTPOHHBIX JIOKYMEHTOB BEKTOPHOM
rpauKy, BBIIOIHEHHBIX B OTKPBITHIX Tpaduueckux ¢opmartax Ha Oaze
XML. [Tomxox mpeamonaraeT UCIIOIb30BaHIE HAOOPOB 3apaHee pa3padoTaH-
HBIX TpadapeToB IS YCIOBHBIX 0003HaueHHWH CXeMBI. lIpennoXeHHBI B
paMKax IMOIX0/1a AJITOPUTM ITOCTPOCHUSI KOHIIETITYaIbHO-TIOTHIECKOT0 0TO0-
paXkeHusl MpeaycMaTpuBaeT nepedop (Guryp BHYTpPEHHEro MpecTaBlICHUs
rpagpuyeckoro JOKyMEeHTa U WACHTH(HUKAIINIO YCIOBHBIX Tpaduueckux 000-
3HAYEHUH, UX COCIMHEHUI U CBOWCTB. B miaHe NpakTU4ecKoW peanu3anuu
nojxona pa3paboTaHbl MOJENN HISHTU(HUKALUKN YCIOBHBIX I'papUyecKux
0003HaUEHUH TPUMEHUTENBFHO K pa3lIMuHbBIM TpaduueckuM (opmaram.
IIpakTuueckast peanu3anys BHIIOJIHEHA Ha OCHOBE CUTYaIl[MOHHO-OPUEHTH-
POBaHHOM TapagurMbl, TPelyCMaTPHUBAIOIICH OTOOpaskeHHE BUPTYAIBHBIX
JIOKyMEHTOB Ha rpadudeckue ¢ainbl. [logxon mpormren ycrnemHyo mpo-
BEpKY pabOTOCIOCOOHOCTH 1 TTOIYYHII IPAKTHYECKOE IPUMEHEHHE.
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EXTRACTING SEMANTIC INFORMATION FROM
GRAPHIC SCHEMES

Mironov V., Gusarenko A., Tuguzbaev G. Extracting Semantic Information from Graphic
Schemes.

Abstract. The problem of extracting semantic information from an electronic document
specified in the vector graphics format and containing a graphic model (diagram) built using a
graphic editor is considered. The problem is to program retrieving certain structural properties
and parametric circuit and entering them into a database for later use. Based on the analysis of
the capabilities of graphic editors, a conclusion has made about the relevance of this task for
universal editors that are not tied to specific graphic notations and use open graphic document
formats, which allows program processing. The proposed approach considers graphic documents
at three levels of abstraction: conceptual (semantic properties of a schema), logical (presentation
of semantic properties at the internal level of the document) and physical (internal organization
of a graphic document). The solution to the problem is based on the construction of a conceptual-
logical mapping, i.e., mapping a conceptual model of a circuit to a logical model of a graphic
document, according to its physical model. Within the framework of the approach, an algorithm
for constructing the indicated mapping is developed, presented in the form of an object-oriented
pseudocode. The study of internal markup in open graphic formats made it possible to build
models for identifying circuit elements and their connections to each other, which is necessary
for a specific application of the algorithm. Expressions for addressing schema elements and
accessing their properties are obtained. The proposed approach is implemented on the base of a
situation-oriented paradigm, within which the extraction process is driven by a hierarchical
situational model. The processed data is specified in the situational model in the form of virtual
documents displayed on heterogeneous external data sources. For the problem being solved, we
consider the mapping to two variants of vector graphics formats: to a "flat" markup file and to a
set of such files in an electronic archive. The practical use of the results is illustrated by the
example of extracting semantic information from graphical models developed at various stages
of database design.

Keywords: Block Diagram, Vector Graphics, Property Extraction, Situational Paradigm,
Hierarchical Situational Model, Virtual Document.
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C.M. AEPAMOB, B.A. PoraHoB, B.1. OcurioB, I'.A. MATBEEB
PEAJIM3AIUA ITAKETA LAMMPS HA T-CUCTEME C
OTKPBLITON APXUTEKTYPOI

C.M. Abpamos, B.A. Pozanos, B.H. Ocunos, I A. Mameees Peann3anus nakera LAMMPS na
T-cucreMe ¢ OTKPBITOH APXUTEKTYPO.

AnHoTanus. CynepKOMIIBIOTEPHBIC IPHIOKEHHS 00BIYHO PEaH3yI0TCs Ha S3BIKaX IIPO-
rpammupoBanus C, C++, Fortran ¢ HCIoIb30BaHHEM pa3iIHYHBIX BapHAaHTOB OHOIHOTEKU
Message Passing Interface. B mpoekre "T-cuctema" (OpenTS) ucciemyioTcest BOpocs! aBToMa-
TUYECKOT0 AMHAMUYECKOTO pacnapauieupanus nporpamm. C MpakTHYECKOH TOYKH 3pEHHUs aK-
TyaJlbHa peaau3alys NPIIOKeHHH B CMEIIaHHOM (THOPHIHOM) CTHIIE, KOT/Ia 9acTh IIPHIIOKe-
HUS MUILETCS B IapaJurMe aBTOMaTHYECKOTO JUHAMUYECKOTO paclapauleIuBaHus IPOrpaMm
1 He UCIONb3yeT HUKAaKHX MPUMUTHBOB OuOmHoTeku MPI, a npyras ero 4acTs MHIIETCS C MC-
nons3oBaHueM Ooubnmorexn Message Passing Interface.

B aTOM citydae ucmonb3yeTcst OndnnoTeka, KOTopas BXOIUT B cocTaB T-CHCTEMBI U HMeeT
nazpanne DMPI (Dynamic Message Passing Interface). Heobxomumo oneHuTs 3 HheKTHBHOCTH
peannsamuu MPI, xoTopas ectb B T-cucteme. Llenbro qaHHON pabOTHI ABISETCS HCCIETOBAHNE
a¢dextrBHOCTH peanu3anun DMPI B T-cucteme. B kitaccuaeckom MPI npunoxerun 0% xoaa
peann30BaHO C MOMOLIBI0 aBTOMATHYECKOTO AMHAMUYECKOTO PaciapallieIMBaHus IporpaMM 1
100% koja peann3oBaHo B BUe 00brdHON Message Passing Interface mporpamMmsl.

JIis CpaBHUTENILHOTO aHallM3a B Hayalle KOJ BBINOJIHSAETCS Ha CTaHIApTHOM Message
Passing Interface, [u1st kKOTOpOro OH OBUI HAKCAH H3HAYATBEHO, H IIOTOM 3TOT KOJ{ BEIIOJTHSIETCS
¢ ucnonp3oBanueM oubnrorekn DMPI, Bxoasiueit B coctaB T-cuctemsl. IIpu cpaBHeHUH 3¢-
(heKTHBHOCTH HO/IX0JI0B OLICHUBAIOTCS HOTEPH IPOH3BOIUTEIFHOCTH U IIEPCIIEKTHBHOCTH MIPH-
MEHEHUs THOPHIHOTO CTHJIS IIPOrpaMMHUPOBaHHS. B pe3ynbTaTe IPOBENEHHBIX DKCIIEPUMEH-
TaJbHBIX UCCIICMOBAHUH JUIS pa3HBIX THIIOB BEIMUCIUTENBHBIX 33124 YAAIOCH yOSIUTHCS, YTO
notepu 3 PeKTUBHOCTH IPEHEOPEKUMO MAIIBL. DTO HO3BOJIWIO CHOPMYIINPOBATH HAIIPABICHHE
nanbHelmel paboTel Hax T-cucTeMoii 1 HanGoee MepCIeKTHBHEIC BAPUAHTHI IOCTPOCHHS TH-
OPHIHBIX IPUIIOKCHUH.

B Hacrosiel craTbe NPUBOAATCS PE3yJIbTaThl CPABHUTEIBHBIX UCIBITAHUI MPUITOKEHUS
LAMMPS ¢ ucnons3osanuem OpenMPI u ¢ ucnonszosanrem OpenTS DMPI. PesynbraTsl uc-
IIBITAaHUH TOATBEPKAAIOT 3pexTHBHOCTH peanu3anny DMPI B cpeze napamieasHOro nporpam-
muposanus OpenTS.

KiroueBble cj10Ba: mapauienbHBINA alrOpUTM, S3bIK mporpammuposanus T++, OpenTS,
T-cucrema, MoJeKyIIpHas JUHAMUKA, epuauHamuka, T-npunoxenue, benchmark.

1. Beenenne. PaGora Haj peanuzanmsmu nporokosna MPI (Message
Passing Interface) Begercst kak B KOMMEpPYECKHX, TaK U B HAy4HBIX Jlabopa-
topusix. [Iporoxon MPI 6611 paspaboTaH rpymnmoi, B KOTOPYIO BXOAMIN CO-
TPYAHUKH JTa0OPATOpUii KOMMEPYECKHX KOMITAHWH: ApProHHCKOW HaIo-
HaJbHOH Jlabopatopun W YHuBepcureTa mrata Muccucunu. CerogHs ao-
CTYIHHI cenyronme cBoboaubie peammzanud MPI: MPICH, MVAPICH u
OpenMPIL.

AproHHcKasi HallMOHAJbHAS J1Ta0OPATOPHUs MPOJOKAET 3aHUMATHCS
npoekroM MPICH nipu ¢gunancoBoit moepskke npasurensctsa CIIA [1].
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MVAPICH pa3zpatoran YausepcuteroM mrarta Oraiio [2]. KpymHbie mpons-
BOAWUTENN NapaJUIEIbHBIX BBIYACIUTENBHBIX CHCTEM MMEIOT CBOU pean3a-
nuu MPI: Cray MPI [3], Tianhe MPI [4], Intel MPI [5], IBM Blue Gene/Q
MPI [6], IBM PE MPICH [7], IBM Platform MPI [8], SGI MPI [9], Fujitsu
MPI [10], MS MPI [11]. B Hacrosiiee Bpemst Bepcus mpotokona MPI-3 moa-
JIep>)KNBAeTCsl BCeMU OCHOBHBIMH peanmsatusivu MPI. Benercs paspaboTka
npotokona MPI-4 [12]. MPI sBaseTcss oIHUM W3 BaXKHBIX CPEJCTB MOJ-
JEPKKU MapajUIeIbHbIX BBIUMCICHUNA. BOJBIIMHCTBO CYyNEpKOMIIBIOTEPHBIX
npuitoxxeHnit onupaercss Ha MPI. Ot a¢ddextuBHOCTH peamm3anyn MPI 3a-
BUCHT 3(p(heKTHBHOCTH N MaCIITAOMPYEMOCTh PealTi3auy MTPUI0KEHHH.

OpenTS [13-20] — cucteMa A napajuieIbHOTO IPOrPAMMUPOBAHHUS,
MOAJEPAKUBAOIAS TUHAMUYECKH 3arpy>KaeMble aJanTepsl A KOMMYHHKA-
LUOHHOTO ypoBHs. B cucteme OpenTS peann3oBaH s3bIK A7 MapaieIbHbIX
BBIUUCIEHUN T-++, KOTOPBI ABIAETCS pacIMPEHUEM SI3bIKA IIPOTrPaMMUPO-
BaHusa C++. CunTakcuc s3pika T++ ominuaercss oT cuHTakcuca si3pika C++
J00aBJIEHNEM B HETO HECKOJIBKUX KITFOUEBHIX CIIOB.

Cuctema OpenTS wncnonszyer coOcTBeHHyr0 peanmzamuio MPI,
opopMieHHYI0O B Buae uHamMudyeckod Oumbmmorexkun OpenTS DMPI
(Dynamic MPI). bu6nmorexa OpenTS DMPI npenocrasnsier 6a3oBoe mozu-
MHOXecTBO (pyHKumit u3 crannapra MPI 6o 3a cuer nepeaapecanuy Bbl-
30BOB K JIOKaJIbHOW Onbmmoteke MPI, ycTaHOBIEHHOI Ha LIENIEBOM cUCTEME,
6o nosepx nporokosia TCP/IP. Ilpu nanmmanuszanuu cucremsl OpenTS
aktuBupyerca nogcucrema DMPI. Ota nmoxacucrema nuHaMHUYeCKH 3arpy-
XKaeT Ty JoKaJbHyro OnOimmorexky MPI, koTopast ykazaHa B mepeMEHHBIX
OKpy>KeHus1 npuiokeHus. Hekotopeie n3 gpynkuuit MPI peannzosans! pas-
pabdorunkamu cucrembl OpenTS nanpsimyio. B OpenTS DMPI mporokon
MPI-2 peanu3oBaH HE MOIHOCTBIO.

SI3BIK MapauieNbHOTO MporpaMMupoBaHust T++ pa3pabotan Takum
00pa3oM, 9TO HEOOXOIMMOCTH UCIIOB30BaHus B HeM MPI dyrkimii Het. Of1-
HAKO, ECIIH TSI TOCTHXKeHUs 3¢ heKkTHBHOCTH pabOoThI TPOTpaMMBl pa3padoT-
YUK KeJlaeT ncnosb3oBate MPI (hyHKIMK SIBHO, TO OH MOJKET 3TO C/IENATh.

SA3pix T++ no3BONIAET aBTOMaTUUYECKH AUHAMHYECKU paclapajlienu-
BaTh nputoxkeHus. OH ObLT pa3paboTaH AJIs TOTO, YTOObI IPHIIOXKEHHS ITHCa-
JICHh KOM(OPTHO U, BCIIEACTBHE, OCBOOOXKIAIN POrpPaMMHUCTa OT TUIAHUPO-
BaHUS MPOLIECCOB, PACHpPEENICHNs BBIUNCIUTEILHON HArpy3KH, Iepenadu
JTAaHHBIX MEXAY MIpolieccaMy, a TAKXkKe UX CHHXpOHU3auu. Eciu B mpumoxe-
Huu OpenTS BBIXOAWUTH 3a paMKU S3bIKa T++ U 110JIb30BaThCA MPSIMBIMU T1e-
penavamu, KoTopble peammuzyer MPI, To ecTh yacTb pabOTHI BHIIONHATH HA
s3pIke T++, a yacTe pabOTHI BBINOJHATH, ONHUPASACH HA Mepeaady JaHHBIX
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BPYYHYIO, YKa3bIBasl T€ WM APYTHE IIEPECHUIKH JaHHBIX MEXIYy Mapaieib-
HBIMHU POLIECCAMU, TO ATO HECYLIECTBEHHO YCIOKHUT KOJ, HO MOXKET IOBBI-
cUTH A3PPEKTUBHOCTE.

Ecnu 310 ecTecTBEHHO, TO 3THUM CIEXyeT MOIb30BaThCA. Torma Kox
Oynet Gosiee PO3pavHBIM, YIPABISEMBIM, IIOHATHBIM. DTO BO3MOXKHO, TaK
kak peanmzanus OpenTS conepxut B cede MPI — B npuiioskeHnM MOXKHO BBI-
3BIBaTh €T0 (hYHKIIHH.

Peannsanusa npotokona MPI B cucteme i napasuiebHOrO Iporpam-
mupoBanust OpenTS HaseiBaeTcss DMPI. CyTh noaxoaa coCTOUT B TOM, 4TO
MUIIETCS NPUIIOKEHNE Ha s3bIke T++, HO TaM, [Ie 9TO Pa3yMHO, HAMPSIMYIO
HCHONB3yI0TCA TpuMuTHBEl DMPI.

Pemaemas B nanHoii padore HayuyHas 3agava. [oOanbHas Lenb
npoekra OpenTS cocTouT B mojyiepKKe THOPHIHONH MOJIENN BBIYUCICHUMH,
KOT/1a YacTh MPHJIOKEHHSI Hartncana Ha T++, a B IPYTroi 4acTu BBI3BIBAIOTCS
¢ynkm MPIL

[pexne yem IBUTATHCS B CTOPOHY MOJHOW pean3aliu Ii100aIbHON
LIEJIN UCCIIeI0BAaHMS, TIPABUIIBHO OBIJIO OBI OTBETUTH HA BOIIPOC: JTOCTATOYHO
1 3¢pdexrrBHa OpenTS DMPI? 3anaqa, koTopast pemaercs, — 3TO IT0Ka3aTh,
YTO WCIOJIB30BAHUE TaKOW TMOPUIHON MOJENM HE IPOHUTPHIBACT B d(hdek-
TUBHOCTU B CPaBHEHHU C MCXOJHOH peann3anued MPUIIOKEHUs, a TakxkKe
HUMEET HU3KUE HaKJIaJHbIE PACXO/bL, TEM CaAMbIM €T BO3MOXKHOCTb AJIS Pa3-
BUTHA. J1JIsl 5TOr0 UCTOJIb3yeTCsl u3BecTHOE MpuiiokeHne LAMMPS.

LAMMPS (Large-scale Atomic/Molecular Massively Parallel
Simulator) — makeT 1 KJIacCHYeCKOM MOJICKYJISIPHOM TMHAMUKH, HAIMCaH-
HBIIA Tpymmoi n3 CaHAUHCKAX HAIMOHAIBHBIX JabopaTtopuit [21]. st pa-
0OTBI HA MHOTONPOLIECCOPHBIX CHCTEMax HCHob3yercs narepgeiic MPL. B
CTaTbhe OMMCBIBAETCA peaNU3alUs CUMYJISTOPA MOJEKYISIPHOH TUHAMUKU
LAMMPS ¢ ucnions3oBanuem oudmoreku OpenTS DMPI u cpaBHUBacTcs
3¢ PEeKTUBHOCTD MOJIYYEHHOH peain3alyy ¢ OpUTHHAIEHON BepcHel, CKOM-
MTOHOBaHHOM ¢ JToKabHON OnomoTekoit OpenMPI. [laHHOE CpaBHEHHE TIPO-
U3BOAMTCS C LEIbI0 NMPOJEMOHCTPHPOBATH HHU3KUE HAKIIAJHBIE PACXOJbI
DMPI, a Takxe BO3MOXKHOCTb BCTPauBaHUs pa3IMUHBIX TOTOBBIX apaslieib-
HBIX penareneil U CUMYJISITOPOB B Cpey JMHAMUYECKOT0 pacrnapaieianBa-
Husg OpenTS Ans UX COBMECTHOrO UCIHOJIB30BAHUS C aJTOPUTMAaMHU HHTEN-
JIEKTYaJbHOTO MIOUCKA, HATIPUMEP, ISl ONTUMHU3ALUKN CTPYKTYpBl U COCTaBa
HOBBIX, CHHTETUUECKIX MaT€PHATIOB WIN KOHCTPYKIIHH.

B mponiecce nccnepoanust ObLI0 pa3paboTaHo U J0OABIEHO B MOAYJIb
DMPI neckonbko MPI ¢yHKIHi, a Taxke MpOBEAEHO CPABHUTEIFHOE TECTH-
poBanue ¢ peamm3anueil Ha OpenMPIL. Horle MPI ¢ynkiun 6pumn no6as-
JICHBI B CBSI3H C TE€M, YTO OHHU He OBUIN peajM30BaHbI B IPEIbIAYIIEH BEpCHU
OpenTS DMPIL.
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B Tabmuue 1 mpuBOAATCS pe3yNbTaThl CPABHUTEIBHBIX HCITBITAHUN
LAMMPS ¢ ucnonszoBanuem OpenMPI u OpenTS DMPI. Pe3ynbraTs! uc-
MIBITaHNH TOATBEPXKIAI0T 3G GEKTUBHOCTH pean3anyu nporokona MPI B cu-
cTeMe napaiensHoro nporpammuposanust OpenTS. Ha kaxaom stane uc-
MBITAHUM BBIYUCIIATIOCH 3HAUYEHHUE CPEeIHEN MPOU3BOJUTEIBHOCTU U MPOBO-
JIMJIOCH CpaBHEHHUE €€ 3HAUEHUH TSl IBYX TIAaT(HOPM.

IonoxxuTenpHOE 3HaUCHNUE OTKIOHEHUS IPOU3BOAUTENBHOCTU O3HA-
4yaeT, 4To MNpou3BoauTenbHOCT, OpenMPI Bblle NpoW3BOAUTENBHOCTU
OpenTS DMPI. Ecnu 3HaueHHe OTKIOHEHHS TPOU3BOAUTEILHOCTH OTPULIA-
TeIbHOE, TO Mpou3BoaAuTeNbHOCTs OpenTS DMPI Boliie npon3BOAUTENBHO-

ctu OpenMPL

Ta6muma 1. CpaBHEHHE cpeaHUX 3HAUeHUH npousBoauTensHocT LAMMPS
OpenMPI 1 LAMMPS OpenTS DMPI

IIpumep MunnmMansHoe oT- | MakcumanbsHoe oT- |CpeqHee OTKIOHe-
LAMMPS KJIOHCHHE CPEIHEH | KIIOHCHHUE CPEHEH | HUE NIPOU3BOIU-
MIPOU3BOUTEIFHO- | IPOU3BOAUTEIBHO- | TEeIbHOCTH (%0)
ctu (%) ctu (%)
accelerate -2,7 0,2 -1,2
airebo -1,3 1,1 -0,8
ASPHERE -1,9 3,7 1
atm 1,5 3.3 2.5
balance -1,1 2,6 -0,1
colloid -1,4 3,1 0,5
comb -2.3 -0,4 -1
crack -3,2 1,9 -0,5
deposit -14 0,5 -0,6
DIFFUSE -0,9 1,2 0,4
ELASTIC-T -1,7 4 0,7
flow -3,8 -0,5 -1,5
friction -1,3 0,9 -0,3
indent -1,5 1,1 -0,2
KAPPA -0,8 0,8 -0,2
min -1,5 1,1 -0,5
nemd -2.3 4 0.4
obstacle -39 0,5 -1,1
peri -4.9 5,6 0,3
USER diffraction | -4,3 -2,6 -3,5
USER dpd -1,1 0,6 -0,2
VISCOSITY -0,8 5,8 2,5

Kax/p1ii U3 pa3/IeiioB CTAThU SBIACTCS OIUCAHUEM OJHOTO U3 ITpUMe-
poB LAMMPS. Cnmucok 3THX IpuMepoB cieayrommii: accelerate, airebo,
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ASPHERE, atm, balance, colloid, comb, crack, deposit, DIFFUSE,
ELASTIC-T, flow, friction, indent, KAPPA, min, nemd, obstacle, peri,
USER diffraction, USER dpd, viscosity. C KaXIpIM IpUMEPOM U3 CITHUCKA
66110 TpoBeaeHo no 10 ucnbtannii. Kaxkaoe ncnpITaHne NpoBOIMIIOCH Ha
KOJIM4ecTBe sifiep npoueccopa ot 1 1o 8 ¢ marom 1. Ha kaxxaom atane ucnbl-
TaHUI BBIUUCIIATIOCH 3HAYCHUE CPENHEN MPOU3BOJUTENBHOCTU. McnblTaHus
mpoBeJieHbl s 1ByX iathopm: OpenMPI u OpenTS DMPI.

Lens cocrosia B MPOBEPKE TEKYIIUX MOKa3aTeIed MPOU3BOIUTEINb-
HocTH (yXyALIEHWe/yIlydIlleHne) MpH MepeHoce NpuMepa ¢ IUIaThOpMEI
OpenMPI na mitatpopmy OpenTS DMPI. I1pu 5ToM BEMHCISIETCS TIPONU3BO-
qutenbHocTh TpuMepa LAMMPS wimm  BbiOpaHHOro Imara mpumepa
LAMMPS. 30 cBs3aHo ¢ TeM, 4to, eciu nporpamma LAMMPS cocrout u3
HECKOJIBKUX maros, T0 LAMMPS Bbruncisier npou3BOAUTENBHOCTD KaX-
JIOTO IIara ¥ He BBIYUCIISAET IPOU3BOAUTENILHOCTH BCEH MIPOrpaMMBbL.

2. Mopeus I'esi-bepHe 111 ABYXOCHBIX JLTHIICOUAHBIX ME30T¢HOB
B u3orponnoii ¢aze. Ilpumep accelerate [23]. Monens I'es-bepre [24,25]
LIMPOKO HCIONB3YETCA MPU MOACIMPOBAHUU JKUAKOKPUCTALIMYECKUX CH-
creM. Mogens I'es-beprae sBnsiercst aHuzoTpornHol (opmoil moTeHnmana
Jlennapna-Jlxonca [22]. OHa onuCHIBa€T B3aMMOJCHCTBUE MEXKIY YacTU-
1AM, IMEIOIIMMH (OPMY SIUTUIICOMI0B. MOIENb yUUTHIBAET HE TOJIBKO pac-
CTOSIHUE MEXJY LIEHTpaMH YacTHULl, HO U UX opueHTanuto. [Ipumep coctout
13 IByX LIaroB. B Hauane U1 cucTeMbl aTOMOB 33J1a€TCs ONPEAETICHHAs TEM-
repaTypa, Ul KaKI0ro aToMa CirydaiiHbIM 00pa3oM 3ajaeTcst CKopocTh. Ha
IIEPBOM 3Tale MOJEPKUBAETCS MOCTOSIHHAS TEMIEpaTypa, U IOCTENEHHO
YBEJIMYMBAETCS JIABJIECHUE 10 3aJaHHOro 3HaueHusd. Ha BTopoM stame moj-
JICp>KUBAETCS IOCTOSIHHBIN 00BEM U SHEPTHUs CUCTEMBI YacTHIl. bb1o pose-
JIEHO CPaBHUTEIBHOE UCTIBITAHUE MPOU3BOAUTENbHOCTY TpuMepa LAMMPS
accelerate OpenMPI u LAMMPS accelerate OpenTS DMPIL.

3. IlormdTHIIEH ¢ MOTEHOHAJIOM MEKYACTHIHOIO B3aMMOJei-
ctBusi AIREBO. IIpumep airebo [23]. [Torenunan AIREBO (Adaptive In-
termolecular Reactive Empirical Bond Order) [26,27] coctout u3 Tpex co-

CTaBJIAOIINX:
1 REBO LI TORSION
E :52 S| EF© +EF 4+ N B

i j#i k#i,j 1#i,] k

IlepBoe crmaraemoe COOTBETCTBYET MOTeHIMaNy bpeHHepa [28] BToO-
poro nokoseans (REBO), koTopblif 4acTo MCIoIb3yeTes Il MOJIeTHpOBa-
HU B3aUMOJEHUCTBHS MEXy aTOMaMH yriepoja u Bogopoaa. OHO oTBeuaeT
3a KOPOTKOJECHCTBYIOIEE B3aMMOJCHUCTBHE, HA PACCTOSIHUM MEHEE 2 aHr-
ctpeM. Bropoe ciaraemoe otBevaet 3a noreHuuan Jlennapaa-/xounca [22],
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KOTOPBII JEHCTBYET HA PACCTOSHUSAX OT 2 aHICTPEM [0 BEIIMYHHBI paanyca
JKpaHUPOBaHUs. TpPeThe caaracMoe OTBEYAET 32 ONPEAECIICHUE YITIOB MEKIY
CBSI3SIMH B KOH(QUTYpaIMAX yIJIEeBOJIOPOAOB. Bo BxomHOM aiisie onucaHbl
KOOPAMHATHI aTOMOB MOJIEKYJIBI IOJIUATUIICHA, cOCcTOSIIIEN n3 20 aTOMOB yr-
nepoaa u 40 aToMOB BOJIOPOJIa, 3aTEM 3Ta MOJIEKYJIa PEILUTULUPYETCS HA CH-
cremy u3 32640 atomoB. 3agaetcs HauanbHas Temneparypa 300 rpagycos o
KenbBuHy, cityqaliHbIM 00pa3oM yCTaHABINBAIOTCS CKOPOCTH aTOMOB, 3aTEM
B TEUYEHHE CTA BPEMEHHBIX IAroB ITOJIEP’KUBACTCS MOCTOSHHBIN 00BEM U
sHeprus. bbulo MPOBENEHO CPaBHUTEIBHOE UCIBITAHUE MPOU3BOAUTENBHO-
ctu npumepa LAMMPS airebo OpenMPI u LAMMPS airebo OpenTS
DMPIL.

4. Iu¢gdy3usi npu UCNoJb30BAHUN METOA CTOXACTUYECKON Bpa-
mareJbHoil JuHaMuku (SRD) njisl KeCcTKMX NPSIMOYIOJIbHBIX YaCTHIL
IIpumep ASPHERE [23]. IIpu ucnons30BaHUM METOAA CTOXaCTHUECKOU
BpallaTeJIbHOW JTWHAMUKUA [29] yacTHLBI pacTBOPUTENSE HE B3aUMOJIEH-
CTBYIOT JpYT C APYrOM, a B3aUMOJEUCTBYIOT C YACTULIAMH PACTBOPEHHOIO
BEIIECTBA, KOTOPBIE MOTYT UMETh pasHyio GOopMy, HallpuMep, SIUIHIICOUIBL,
JMMEPBI, PsIMOYToIbHUKH U T.1. [30, 31] (puc. 1). B wactHocTH, OHON U3
xapakrepuctuk SRD (Stochastic Rotation Dynamics) sisercs cpenHmit
ITyTh JI0 CTOJIKHOBEHHMS A, KOTOPBI BBIYUCIISIETCS IO (hOopMyJIe:

>

A= Aty K50

rae Atsgp — mar BpemeHu, ks — moctossHHas bonbivmana, Tsrp — Temrepa-
Typa, m — Macca 4acTullpl. B npumepe BrinonHsercs nsa stana. Ha nepsom
atane cozgaercs 30 IpsIMOYTOJIbHBIX HAHOYACTHLI, KaxAas U3 KOTOPBIX CO-
crout u3 14 atoMoB. 3amaeTcst MOTSHIMAN (TOJNBKO ISl IEPBOTO JTara):

nr
E=A|1+cos| — ||, r<r,
.
TIe 7. — PAANYC OTCEUYKH, A — ITepeMeHHasl, KOTopas B Havajie dTara IMpUHH-
MaeT 3HaueHue 0, 3aTeM JIMHEIWHO TI0 BpEMECHHU YBEIIMIUBACTCS K KOHITY dTara
10 30. C moMOIIBpI0 3TOTO MOTEHITHANA OIU3KO paCIIONOKEHHBIC UIIH TIepe-
KPBIBAIOIIUECS YACTUIIHI PACTACKUBAIOTCS JAPYT OT ApyTa.
Ha BTOpoM 3Tane npocTpaHCTBO MKy YACTHUIIAMH 3aITOTHSCTCS pac-
TBOpOM, 3aaaeTcs moTeHmuan JleHHapma-J[)KoHCa, MmapaMeTpsl KOTOPOTO
YCTaHABIMBAIOTCS TAKUM 00Pa3oM, YTO B3aUMOCHCTBUS depe3 TMOTEHITHAT
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MEX[y YacTHLIAMH pacTBOPHUTENS HeT. 3amyckaercst komaHza fix srd, koto-
past oTpabaThIBaeT B3aMMOJCHCTBHE MEXIY HAHOYACTHLIAMH M YaCTHLIAMH
pacTBopHTeIs. BBUIO NMPOBEAECHO CPaBHHUTEIBHOE HCIBITAHHE ITPOM3BOIM-
tensHocTH TipuMepa LAMMPS  ASPHERE OpenMPI n LAMMPS
ASPHERE OpenTS DMPL

Puc. 1. JlemoHCTpanust MeToa CTOXaCTHIECKOH BpamareasHoi auaamuky (SRD)
JUTSL )KECTKUX MIPSIMOYTOJIBHBIX YaCTHUI] B PACTBOPHUTEIIE

5. TpexyacTu4Hblii mnoreHmual Axcuiabpoaa—Temiepa—Myro.
Mpumep atm [23]. TpexyacTHUHBII MOTEHOMAT BBIYUCISETCS JUIS TPOEK
B3aMMHO OJIM3KO pacIiojIoKEeHHbBIX yacTHll. Hanbosee n3BecTHBIN U3 Tpexya-
CTUYHBIX TOTEHIINAJIOB — MOTeHIIHAN Akcmibpoaa—T emnepa—Myro [32,33].
Ecnu Tpu wactuiel 00pa3yroT TpeyroJIbHHK C yIJIAMH Y1, Y2 Y3 1 CTOPOHAMHU
I'12, 123, 131, HOTEHIM AT BBIYHUCIIAETCS 110 popmyIIe

1+3cosy,cosy,cosy,

33 3 )
Nalos3ty

U123 = C123

0
e Cpy =0 [ o (0, (i0)a, (i0)do [34),

n 0
a1, 02, 03 — HOJISAPU3YEMOCTb. B mprMepe Ha aTOMBI AEHCTBYIOT OJHOBpE-
MeHHO 2 moteHnwmana, JlenHapmaa-Jlxonca u Axkcuibpona—Temiepa—MyTo
IIpU TIOCTOSIHHOM 00BEMe M TeMIepaType. biio nmpoBeieHo cpaBHUTEIBHOE
UCIBITaHUE TNpon3BoauTenbHOocTH npuMepa LAMMPS atm OpenMPI u

LAMMPS atm OpenTS DMPL

6. BanancupoBka. [Ipu GamaHCHpPOBKE 007aCTh BBIUUCIUTEIHHON
CHUCTEMBI, B KOTOPO! MPOU3BOJUTCS CUMYJIALMS, PACHPEIETSIOTCS MEXITY
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BBIYMCIIMTENIFHBIMA y37IaMu (TIporieccopami, siapaMu). Ecim Bo BXomgHOM
(aiine HET KOMaH[ 0aJaHCUPOBKH, TO 00JIACTh CUMYJISLIN PACTIPEIEIISETCS
MEX]y Y3JIaMH C TIOMOIIBIO TPUIa (CETKN) C paBHBIMU stueKkamMu (puc. 2).

Puc. 2. banancupoBka BEIYHACIUTEIBHOM CHCTEMBI, UMEIOIICH 16 mpoeccopoB B
citydae, KOT/1a HeT KOMaH,| 0ataHCUPOBKH

C nomomsro koMaHs! balance [35] 001acTh CUMYIAIMK MOXHO TIe-
pepaciipeesuTh OJWH pas, HallpuMep, B Hadase nporpammsl (puc. 3a). O6-
JIaCTh CUMYIISIMU OyJIeT ujeaabHo cOalaHCHPOBaHa, €M siUeHKH pazoune-
HUSl UIMEIOT OIMHAKOBOE KonnvecTBo yacTHil. Komannaa balance nmeer nBa
cTuisl, cTHIIh shift (pazbuenue ¢ momorpio rpuia) U CTUiIh reb (mmToynoe
pasouenue) (puc. 3b).

Puc. 3. banarcupoBka ¢ oMomipio koMaHas! balance: a) cruis shift; b) crus reb
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Komanpa balance nmpousBoaut 6aaHCHPOBKY OJIMH pa3 (CTaTHYECKast
6anancupoBka). Eciam GamaHcupoBKy cieqyeT NpoBOANTH JUHAMUYECKN He-
CKOJIBKO Pa3 B TEYEHUH PabOTHI MPOrpaMM, HCIONB3YIOT KoMaHay fix bal-
ance [36]. Busyanusanus cuMyJISLUH IPEICTABICHA HA PUCYHKE 4.

Puc. 4. [Ipumep LAMMPS balance: crarndeckast 6anancupoBKa, CTHIb shift

O6nacTs cuMysSIIUK sBIIsieTCs: KyOoM. [IpH BBITOTHEHUH IIPOTPaMMBI
KyO IT0 OCH X pEeKETCsl Ha KOJIMYECTBO ITapajuIelielnIIeIOB, paBHOE KOJIMYe-
CTBY mporieccopoB. Kaxnas u3 mogobiacreid 3aKperuisieTcs 3a OIpeiesieH-
HBIM nporieccopoM. [loep>kuBaeTcs MOCTOSHHBIN 00beM U dHeprus. beuto
IIPOBEJICHO CPABHUTEIBHOE HCITBITAHUE 10 OLIEHUBAHHIO ITPOU3BOANTEIHHO-
ctu npumepoB LAMMPS balance OpenMPI 1 LAMMPS balance OpenTS
DMPIL.

7. Konnougnniii pacreop. Ilpumep colloid [23]. B npumepe onu-
CaHO 2 THIIA YaCTHII, YACTHIIBI PACTBOPHUTEIIS, UMEIOIME Maccy | U TsDKEJbIe
yacTHnbl ¢ Maccoi 9 (puc. 5). YacTUIbl pacTBOPHUTEINS B3aUMOJACHCTBYIOT
npyr ¢ apyrom no ¢opmyne Jlennapnaa-Ixonca. @opMyIsl ITOTEHINAIOB
B3aNMOJIEHCTBHS YaCTHI] KOJIJION1a MEKAY COO0H 1 4acTHI] KOJUTOH 1A B pac-
TBOpHUTEIA TpUBeaAeHBI B [59, 60]. KomtonaHb pacTBOp COCTOUT U3 OOJIh-
IIMX YaCTHIl PACTBOPEHHOTO BEIIECTBA M MAIICHBKHUX YaCTHIl PACTBOPUTEISL.
[Tpu cumyssiiuy moAnep>KUBaeTcs HOCTOsIHHAS TeMneparypa. JlaBieHue mo-
CTENEHHO yBEJIMYUBACTCS 10 33JaHHOTO 3Ha4eHUA. BblIo MpoBeneHo cpas-
HUTEJIBHOE HCIIBITaHuE MPOoM3BoAuTeNbHOCTH npuMepa LAMMPS colloid
OpenMPI u LAMMPS colloid OpenTS DMPI.
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Puc. 5. Kommounsstii pacteop

8. MHuorouactuunblii norenuuaa COMB. IIpu ncrionszoBanum mo-
ternranioB COMB (Charge-Optimized Many-Body) [37] 1 COMB3 [38]
JHEPrHsi CUCTEMBI U3 HECKOJIIBKMX aTOMOB HMEET BHI!

E, =Y [E"(q)+ ) [E;"" (r;.q,,9,) + E," (1;.4;,9,)]+

J>i

+ fpolar (q., r;.j) +E (7;; )+ E™ (q)+E“" (7}]‘ > Hjik )],

) .
rae Eisef — DHEPrusAa 1-ro atomMa, BKJIIOYAs SHCPIrUi0 MOHU3AHUKU aTOMa U
OHEPIruro CpOACTBA K IJICKTPOHY,

h .
El.js " _ BO-notenuman (Bond order potential) [39],
E Coul o
;  — KyJIOHOBCKOE B3auMo/ieficTBue,

EP" _ nonspusauus (tonsko ans notenuuana COMB3),

E"" _ B3auMojeiicteue Ban-nmep-Baanbca (Tompko IS MOTEHITHANA
COMBS3),

E" _ Gapbepnas QyHKuus,

E“" — yrnosas nonpaska.

Hotenmman COMB ucmions3oBaics B mpumepe LAMMPS comb [23].
MoHokMHHBIH okcup radHUS OBUI MOMeIeH B TepMoctaT Hosze-XyBepa
[40, 41]. TepmocTaT HcniONb3yeTCA A1l IOAAEPKAHNS IOCTOSIHHON TeMmepa-
TypBI B CUCTEME. Y PaBHEHHS TEPMOCTaTa:
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& _F@)_
dt - m gV(t),
dg

1 -
— _5[2 mv(t)” — (X + D)k, T1,

rre Q —mapameTp, X — KOJINYECTBO CTereHel CBOOOIBI.
TepmocTtaT peanusoBadn B nporpamme LAMMPS ¢ nomomsoo ko-
MaHs! fix nvt [42]. Busyanusanus npumepa rpejcTaBlieHa Ha pUCYHKE 6.

Puc. 6. Okxcun rapums. [Ipamep LAMMPS comb

3apanee 3agaHHbIC KOOpAUHATHL 1500 aTOMOB CUMTHIBAIOTCS U3 BXOJI-
Horo (aitna. [MomnepskuBaercs nocrossHHas Temreparypa 300 rpamgycoB mo
KenpBuny. bbu10 IpOBEIEHO CPABHUTENBHOE HUCIIBITAHUE IPOU3BOAUTEBHO-
ctu npumepa LAMMPS comb OpenMPI 1 LAMMPS comb OpenTS DMPL

9. Pa3peiB sucra u3 TBepaoro marepuana. Ilpumep crack [23].
JIuer TSHYT BBEpX 3a BEPXHIOIO MOJIOCKY, M OH paspsiBaetcs (puc. 7). Omu-
chIBaeTcs 6 PErMOHOB 00JIACTH CUMYIISLNA. B3anmoeicTBrie MEX/Ty JI€BbIM
BEPXHUM U JIE€BBIM HIKHUM PETHOHOM OTKIIIOYAIOT. BEpXHIOIO 4acTh TAHYT
BBEpPX C MOCTOSIHHOW CKOpocThr0. HukHAA yacTe HemoasmwxHa. CKOpOCTh
JIBUXKECHUS BBEPX YACTUL], HAXOAALIMXCS MEXKTy BEpXHEH U HUXKHEN Y4acTblo,
MIPONOPLIMOHANIBHA UX OpAUHATE. BbUIO MPOBENEHO CPaBHUTENBHOE UCTIBITA-
Hue npousBoauTensHocTr mpuMepa LAMMPS crack OpenMPI u LAMMPS
crack OpenTS DMPL.
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Puc. 7. Pa3peIB n1cTa TBEpAOro MaTepuana

10. Hanecenune mosekyJ Ha noBepxHocth. Ilpumep deposit [23].
I'mbxue numeps! maaaoT Ha noIoXKKY (puc. 8). IlognepxuBaercs MoCTOSH-
Has SHeprust 1 00beM. bpuTo MPOBEIeHO CPaBHUTEIBHOE HCIIBITAHUE TTPOH3-
BoxutenpHOCTH puMepa LAMMPS deposit OpenMPI 1 LAMMPS deposit
OpenTS DMPI. BxoaHoit ¢aiin 6611 MogqudUIMpOBaH, yBEIU4eH IIEpUo/I, C
KOTOPBIM T3/IAI0T AUMEPHI CBEPXY M KOJIMYECTBO BPEMEHHBIX I1aroB CHMY-
JISIIIHN.

Puc. 8. Hanecenue Mosekys Ha MOBEPXHOCTh
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11. Boiuucienue kodgdunuenta auddy3nu mMeToaoM cpeaHe-
kBagpaTuyHoro cMemenusa (Mean Suared Displacement). Ilpumep
DIFFUSE [23]. O603HaunM uepe3 MSD(t) ¢pyHKIHIO:

MSD(t) = %Z] X () -x0)f,

rrae Xi(t) — monokeHue i-if YacTUIBI B MOMEHT BpeMeHH t. Eciu npemmoso-
KUTh, YTO JBIKCHHUE YACTHUI] ABJSCTCS OPOYHOBCKUM, M IIPOIILIO JOCTATOYHO
MHOT'O BPEMEHU, MOKHO CUUTATh, BHIIOJHSAETCS paBEHCTBO [43]:

MSD(t) ~ 2nDt ,

TJIe N — pa3MepHOCTH POCTpaHcTBa, D — koadduiueHT auddysnuu. C nmomo-
IIBIO TTOCJICAHETO PaBEHCTBA MOXKHO BBIMHMCINTH KoddduimenT nuddysun
(puc. 9). ®ynaxmuss MSD Beraucisiercss B LAMMPS ¢ moMomisi0 KOMaH b1
compute msd [44]. I'paduk ¢pynkim MSD m1s npumepa npencTaBieH Ha
pucyHke 10.

Puc. 94. Beraucnenne kodddunuenrta nuddyzuu

I1o ropu30HTANBHON OCH OTKJIaJbIBAETCS BPEMSI, 10 BEPTHUKAILHON —
3HavyeHne GyHKIur MSD. UToObI BEIUMCINTE CPEAHEKBAAPATHYHOE CMETIe-
nue MSD, B npumMepe ucnoin3yercst komanaa compute msd. beiio mpose-
JIEHO CPaBHUTEIBHOE UCIBITaHUE IPOU3BOUTENbHOCTY TpuMepa LAMMPS
diffusion OpenMPI u LAMMPS diffusion OpenTS DMPI (puc. 10).
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MSD
700
600
500
400
300
200

100

o]
0.5 36.5 72.5108.5144.5180.5216.5252.5288.5324.5360.5396.5432.5468.5

Puc. 10. I'padux dpynkmpm MSD

12. BoruuciieHne ynpyrux InoCTOSIHHBIX TEH30pPa YNPYIOCTH JJIs
kpuctawia. [ipumep ELASTIC-T [23]. Ob6pa3en moaBepraeTcs Harpy3Ke,
MIPOBOAATCSI M3MEPEHHUs, HaXOIITCs yIpyrue moctosHHble [45, 46]. Kpu-
CTaJUT KPEMHHSI, COCTOSIIHH 13 216 aTOMOB, ITOABEPTaeTCsI CKATHIO B PA3HBIX
HaIpaBIICHUSX, TPOU3BOANTCA 6 nctibiTanuid. [1py cxaTHy KOOpAMHATHI aTO-
MOB MEHSIOTCS ITPOITOPIMOHATIBFHO BEIMYMHE CXKaTHs. B mprMepe ncmons3sy-
eTcst Tpex4acTHuHbIi noteHnman CriumHarepa-Bebepa [47]. beio mpose-
JICHO CPaBHUTEIBHOE UCIIBITAHHUE MPOM3BOMTENbHOCTH TpuMepa LAMMPS
ELASTIC-T OpenMPI u LAMMPS ELASTIC-T OpenTS DMPI.

13. Teuenne Kystra. IIpumep flow [23]. [ TpexmepHOTro mpo-
crpancTBa TeueHue Kyarra [48] mpencraBuser coboii TeueHre MEXIy IBYMS
MapaJyIeTIbHBIMI CTEHKAMH, KOTJA OJHA W3 CTCHOK JBIDKETCS MapauIeIbHO
JIPyToil CTEHKE C IOCTOSHHOW cKopocThio. Cpemu mpumepoB LAMMPS
MIpeaCTaBlIeH 2-MEpHbIH BapuaHT TeueHus1 KyaTTa, B 3TOM ciiydyae TedeHHe
KHJIKOCTH TIPONCXOIUT B KaHAJIE C apaJuIeIbHBIMU OeperaMu, BEpXHUH Oe-
per IOBIKETCS MMapaiuiebHO APYTOMY C MOCTOSTHHOW CKOpocThio (puc. 11).
Bb11o mpoBeneHO CPaBHUTENBHOE HCIBITAHHE ITPOM3BOANTEIHLHOCTH IPH-
Mepa LAMMPS flow OpenMPI u LAMMPS flow OpenTS DMPI. Bxoxuoit
¢aiin Opu1 MOUQUIIPOBaH, OBLT yBEIHYEH pa3Mep O0JIACTH CUMYJISIIN 1,
COOTBETCTBEHHO, KOJIMYECTBO YACTHUII.

Puc. 115. Teuenne Kyarra. Bepxunii Geper ABIKETCS BIEBO C MOCTOSHHOIN CKOPOCTBIO

984 WHdopmaTuka 1 aBTomaTtudaums. 2021. Tom 20 Ne 4. ISSN 2713-3192 (neuv.)
ISSN 2713-3206 (oHnarH) www.ia.spcras.ru



ARTIFICIAL INTELLIGENCE, KNOWLEDGE AND DATA ENGINEERING

14. ®pUKIMOHHBINH KOHTAKT MOJYKPYIJILIX BBINYKJIOCTEH B ABY-
Mepuom mpoctpanctse. [Ipumep friction [23]. Cunss momycdepa nsu-
JKETCS B CTOPOHY 3eJieHOH (puc. 12a). Pe3ynbrat cCOmpruKOCHOBEHUS MTOKa3aH
Ha pucyHke 12b. bputo poBeseHO CpaBHUTEIFHOE UCITBITAHNE TIPON3BO/IH-
tensHOCTH TpuMepa LAMMPS friction OpenMPI 1 LAMMPS friction
OpenTS DMPI. Bxoanoii daiir Ob11 MO PUIIMPOBaH, YBEJIHYEH pasMep 00-
JIACTH CUMYJISILIMM U IUaMeTp noiycdep.

Puc. 12. Tpenne nByX MOIYKPYTJIBIX BBIMYKJIOCTEH: @) HAYAIO COMPHKOCHOBEHMS; b)
KOHEI[ CUMYJISIINH

15. UcnibiTaHne ¢ UCNOJbL30BAHHEM C(epuYecKOro MHAEHTOpA.
Ipumep indent [23]. Chepuuecknii HHASHTOP BAABINBACTCS B JBYMEPHBIH
TBEpAbIA 00pasetr, 3aTem youpaercs (puc. 13).

Puc. 6. McnisiTanue ¢ UCTONb30BaHUEM CHEPUIECKOro HHIAECHTOpa
Jl1st cuMyIMpoBaHUS HHICHTOpA HCIONB3yeTcss koMmaHa fix indent.

Informatics and Automation. 2021. Vol. 20 No. 4. ISSN 2713-3192 (print) 985
ISSN 2713-3206 (online) www.ia.spcras.ru



WMCKYCCTBEHHbLIV UHTENNEKT, MHXEHEPWA OAHHBIX 1 3HAHUI

Bbulo mpoOBEAEHO CpaBHUTEIBHOE HCIBITAHUE MPOU3BOAUTEIBHOCTU IIPH-
Mepa LAMMPS indent OpenMPI u LAMMPS indent OpenTS DMPI. Bxon-
HOH (aiin ObUT MOIU(UIIMPOBAH, YBEJIMYEH pa3Mep 00JacTH CUMYJISIIAN U
paanyc UHAEHTOPA.

16. Boruucienne k03¢ puneHTa TEILIONPOBOAHOCTH HKUAKOCTH €
NOTEHUHMAJIOM MeKYACTUYHOro B3ammojeiicrBus Jlennapaa-lxoHca.
Hpumep KAPPA [23]. CornacHo 3ak0HY TemionpoBoaHocTH Dypbe,

Q =~k grad(T),

rae O — TeniIoBoi MOTOK,
k — KO3 GHUIUEHT TETUIOMPOBOAHOCTH,
T — Temnepatypa.

Oty hopMyIry UCTIONB3YIOT IS olpeeneHus kodddunnenrta Temno-
MPOBOAHOCTH. B 0o0macTy cuMymnsimuy, KOTopas SBJISETCS Mapajuleienuie-
JIOM, OTHCHIBAIOTCA JBE MOJ00IaCTH: XOJIOJHAS U Topsdast. B xonoxHo# va-
CTH TIOJICPXKUBAETCS HHU3Kasl TeMIIepaTypa, B ropsiield — BhICOKast. Brioop
XOJIOIHOM ¥ ropsyeit mogo01acTy OCyIIeCTBISIOT TAKUM 00pa3oM, 4To rpa-
JIUEHT TeMIIepaTypbl HAIIPABJIEH 110 OCH z. J{JIs MOAAEPKKU BBICOKON U HU3-
KOM TeMmepaTypel B 3aJaHHBIX OOJIACTSAX HCIIONB3yeTcsl KomaHzaa fix
heat [49]. Bpruncnenne ko3¢ ¢unueHTa TEmIONPOBOAHOCTH OCYIIECTBIIS-
€TCsI C MCITOJIB30BAaHNEM KOMaH/Ibl compute ke, KoTopast pacCUMTHIBAET KH-
HETUYECKYI0 SHEPrHio cUcTeMbl dacTum. [logpoOHOCTH peann3anyy Omu-
cansl B [50]. Buto NpoBeeHO CPaBHUTENBFHOE UCTIBITAHUE IPOU3BOIUTEIb-
Hoctu nnpuMmepa LAMMPS KAPPA OpenMPI u LAMMPS KAPPA OpenTS
DMPL.

17. Munumnzanus 3Heprun. Ilpumep min [23]. Ilpy mMunumMusza-
LUK SHEPTHH 11eJIeBOH (DYHKIMEH SIBIISETCS MOTEHIUAIbHAS (PYyHKIMS:

E(’/i’r2" Z pair ’f;’rj)_{—zEbond(l’ j
Z angle 1’ j’rk)—l—ZEdlhedlal(l’ j’rk’]/})—l—

ijk ijkl
Z lmproper l’ i ’r/c”?) + ZEfx(r)
ijkl
rac E .. — IHapHOC B3aHMOﬂeﬁCTBHe YaCTUll, BKJIr04YasaA KyJIOHOBCKOC,

pair
Ebond — SHCPIrus B3aUMOJICHCTBH MCKAY OIMPCACIICHHBIMU ITapaMUu 4YaCTULL.
CIHHCOK TAKHUX YaCTHI] OIIPCALCIIACTC BO BXOAHOM (bafme,
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E

angle ~ OHCPIrus B3aUMOACUCTBHUSA TPOCK aTOMOB,

Edihedral — DHEPIrus B3aUMOACHUCTBHA YCTBECPOK aTOMOB B CJIy4ac ITPaBUJIb-

HBIX TOPCUOHHBIX YTIJIOB,

improper OHEPIrs B3aUMOACUCTBHA aATOMOB B CJIy4aC HCIIPABUJIbHBIX TOP-

CHUOHHBIX YTJIOB,

E Sfix

— MOMIpaBKa IS CIIydasl JOMOJHUTEIbHBIX OTPaHUYEHHI.

B npouecce cuMy sy BEKTOpa CKOPOCTEN aTOMOB MEHSIOTCS TAKMM
00pa3zoM, 4TOObI MOTEHIHANbHAs (QYHKIMS YMEHBIIAIAch, IOKAa HE JTOCTHT-
HET JIOKaJIbHOr0 MUHUMYMa. CUMYJISLHS IPOBOAMIACK B 1Ba dTana. Havans-
HOE PaCHOJI0KEHHE YaCTUL] pacIljiaBa ¢ MOTEHIMAIOM MEKYaCTHYHOIO B3aK-
mozeiictus Jlennapaa-Jl>xoHca npeacTaBieHo Ha pucyHke 14a. Iocne Toro,
KakK CHCTeMa IOJUIepKUBAJIaCh MPH IOCTOSIHHOM 00BbEeMe M SHEPTHH 3aJlaH-
HO€ KOJMYECTBO BPEMEHHBIX INIAroB, YacTHIEI MepeMemanich (puc. 14b).
[Mocne MuHMMH3aMK OBUT TOCTUTHYT JIOKAIBGHBIA MUHUMYM ITOTCHIIHAIb-
Holt yHKIMM (puc. 14c). MuHMMHU3AUMS SHEPTHUH MTPOM3BOAUTCS C ITOMO-
1610 KOMaH 6! minimize. b0 mpoBeieHo CpaBHUTEIBHOE UCTIBITAHHE ITPO-
nzBoxutensHocTH npuMepa LAMMPS min OpenMPI 1 LAMMPS min
OpenTS DMPI. Bxoanoii daiin Ob11 MO PUIIPOBaH, YBEJIHMYECH pasMep 00-
JIACTU CUMYJISLIUU 110 CPABHEHUIO C HCXOAHBIM IIPUMEPOM.

a) b) <)
Puc. 14. MuaIMp3anust SHEPTUU: a) HAYaIo0; b) MEpBBIi ATaIT; C) JOCTHTHYT JIOKAIb-
HBII MUHUMYM TIOT€HIUAIBHON (DyHKITHN

18. HepaBHoBecHass MoJieKy/JIsipHasi JuHamMmuKa. HepaBHoBecHas
MOJICKYJIIpHAs TUHAMHKa [51] onHChIBaeT MOJIENIM HEPAaBHOBECHBIX CHCTEM.
Hanpumep, 370 MOTYT OBITH MOJIEKYJISIPHBIE MOJIEIH, B KOTOPBIX HAa CUCTEMY
4acTUL[ OKa3bIBacTCs BHEIIHee Bo3aeicTBHe. OIUH U3 IPUMEPOB HEPABHO-
BECHOU MOJIEKYJISIPHON JUHAMHUKHU pacCMaTpUBAJICS paHee.

19. Boruuciienne k03¢ GuIneHTa TEILIONPOBOIHOCTH KUAKOCTH €
TMOTEHI[HAIOM MeKYACTUIHOr0 B3aumoeiicteus Jlennapaa-/I:konca). B
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npumepe nemd [23] YacTHIBI HAXOATCS BHYTPH MapajuiesiorpaMMa, JJIHHA
CTOPOH KOTOPOTO HE MCHSETCS, a YIIIbl m3MeHstoTcs (puc. 15). 3meHenue
(hOpMBI Mapajuienenuneia MPOUCXOMUT ¢ TTOMOIIBI0 KoMaH sl fix deform.
Bruto mpoBeseHO CpaBHUTEIBHOE HCIBITAHUE MPOU3BOIUTEIHHOCTU IIPH-
mepa LAMMPS nemd OpenMPI u LAMMPS nemd OpenTS DMPI. Bxon-
HOW (aiin ObUT MOAU(HUIIMPOBAH, YBEIMYCHBI JUITMHEI CTOPOH Mapajlieio-
rpamma.

Puc. 15. YacTnis! HaxoasTcst BHYTPH MApaLIEIOr PAMMA, YTIIBI KOTOPOTO H3MEHSIIOTCSI

20. Oorexanue npensTcTBuii. B mpumMepe obstacle [23] B kanae Te-
yeHus [lyas€itns HaxoaaTcst Be MyCTOTHI, UMEIoIue chepruuecKyto Gopmy.
[NonoxxeHne myctoT He MeHseTcst co BpemeHeM (puc. 16). Chepuueckue my-
CTOTHI B TEUECHUH ITOJIEPKUBAIOTCS ¢ TIoMomIbio koMan sl fix indent. Beuio
MIPOBEJICHO CPAaBHUTEIBHOE HCIBITAHWE IIPOU3BOIMTEIEHOCTH MPHMEpa
LAMMPS obstacle OpenMPI u LAMMPS obstacle OpenTS DMPI. Bxox-
HOH (aitn ObUT MOIU(UIIMPOBAH, YBEJIMYEH pa3Mep 00JacTH CUMYJISIIMU U
panuyc IycToT IT0 CPABHEHHUIO C HCXOAHBIM ITPUMEPOM.

Puc. 167. O6tekanue AByX chepHIECKUX MPEHATCTBUH

21. Ilepupnnamuka. [lepuauHaMuKa — 3TO HEJIOKAIbHOE pacIIMpe-
HUE MEXaHHKH CIUIOIIHBIX CpeJl, KOTopast COBMECTHA C (PU3NYECKON MPUpPO-
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Joii pa3peiBoB [52]. OcHOBHAS UaesS NEPUIUHAMUKA COCTOUT B TOM, YTO JIO-
KaJIbHOE YpaBHEHHUE PABHOBECHUSI:

divoc+b=0

3aMCHSACTCA YPAaBHCHUCM:

| fg.x)av, +b=0.

X

rJie ¢ — MOJIe HAMPSDKEHU#, b — MI0THOCTh 00BhEMHO# cuJibl, f — IIOTHOCTH
CHUJIBI JISUCTBUSI TOYKH (] HA X, % — OKPECTHOCTh TOYKH X paauyca o. Ecnu
gepes y(X) 0003HaunTh AedopMarmro, To:

p()F(x,0) = [ £(q,x,0dV, +b(x,1),

X

rJie p— IDIOTHOCTE. [52].

B npumepe peri [23] muianHapuyeckas MUIIEHb M3 YIPYIoro Inia-
CTHKa MOPaXXaeTCsi MeTaTeIbHBIM CHapsnoM (puc. 17). J{nsa peamuzannu Mo-
JIeJTH UCTIOJNIB3YIOTCSI KOMaH1a atom_style peri 1 moTeHIan Mex4acTHYHOTO
B3anmozencTBus peri. OOCTper eI CUMYIUPYETCsI C ITOMOIIBI0O KOMaHIbI
fix indent. PesympraT 00CTpena MOJCYUTHIBACTCS C MOMOIIBIO KOMAHIBI
compute damage. JTa KOMaH/a pealtn30BaHa CIEHUAIBHO ISl MOJIEINH Iie-
puaMHaMHUKH. BbUTO MpOBEIEHO CPaBHUTEIEHOE HCITBITAHNE TIPOU3BOIUTEIb-
noctu npumepa LAMMPS peri OpenMPI 1 LAMMPS peri OpenTS DMPL.

Puc. 17. B munmuuAprYecKyio MUIIEHB MONAT METATSIIBHBIA CHaPSI
22. Iludgpaknust 3J1eKTPOHOB U PEHTTEHOBCKHUX Jy4Yell KpHCTaJI-

Jamu Ni. DJIeKTpoHHAs M PEHTTeHOBCKas TU(paKnys SBISIOTCS XOPOLIO U3-
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BECTHBIMHU HKCIEPHUMEHTAIBHBIMU METOJAaMU, UCIOJIb3YEMBIMHU AJISL UCCIIE-
JIOBaHHS XUMUYECKOM CTpyKTypsl Marepuana. B mnpumepe USER
diffraction [23] peanu30BaH BBEIYUCIUTEIBHBIN METOM OONYUCHHS ICKTPO-
HaMH U PEHTT€HOBCKHMHU JIy4aMH HEIOCPEICTBEHHO € TIOMOILIBIO AaTOMUCTH-
YECKOT0 MOJICIIMPOBaHMs 0€3 anpHOPHOTO 3HAHMS JIEMEHTAPHOM SUEHKH.
DTOT MeTOA MpUMeEHsIeTCsl sl u3ydeHust cTpykTypsl (010) cuMMeTpryHBIX
HAKJIOHHBIX MaJIOYTJIOBBIX M OOJBIIEYTIOBBIX IpaHHI] 3epeH B Ni. BupTyains-
HBIE IIEKTPOHHBIE TU(PPaKINOHHBIE KAPTUHBI M TPOGUITH JIMHUN AU QPaKIIH
PEHTICHOBCKUX JIydell MOKa3bIBAIOT, YTO 3TOT METOJA MOXKET Pa3InNyaTh Ma-
JIOYTTIOBBIE TPAHMIIBI 3€PEH C PA3HBIMU PA30PUEHTALUSAMH U MEKIY MalIoyr-
JIOBBIMH I'PaHUIIAMU C OAUHAKOBOI pa3opUEHTAIMEN, HO pa3HbIMU IUCIIOKA-
LIMOHHBIMU KOH(UTYpanusmu. J{J1si CHMMETPHYHOTO HAKJIIOHA TPAHUIL 3epeH
¢ coBragatommmu yznamu x5 (210), 229 (520) u 25 (310) st pemeTku coB-
nagaromux y3ios (010) BupTyansHbIe TUPPAKINOHHBIE METOABI MOTYT BBI-
SIBUTH Pa30PUEHTALIMIO ITPAHULIBI 3€PEH U MTOKA3aTh HE3HAUNUTENIBHBIE Pa3iu-
9gus MEXIy TpaHuriamu 3epeH [53]. O0paselr HUKeIs BUPTYaIbHO 00Iydaics
ITOTOKOM 3JICKTPOHOB M PEHTTCHOBCKUX Jydeit (puc. 18). M300pakeHue mo-
Jy4eHO C UCIOIb30BaHUEeM mporpammbl Vislt [54] JlmBepMopckoii Hammo-
HabHOH nabopatopuei um. 3. JloypeHca.

Var infensity
10006404

— 1000,
1000

—1000

Puc. 18. ludpakims 31eKTPOHOB M PEHTT€HOBCKHUX JIydeil KpUCTAIIaMH HHUKEIIS

C momomipro kKoMaH[H! lattice fcc cTpomTcs rpaHeHEHTPHPOBAHHAS
KpHCTAJUIMYECKasl penieTKa ¢ JUIMHOH pedpa 3.52 anrctpem. Macca Kakaoro
aToma 3amaercs paBHou 5.71 r/mone. Cozmaetcs KpucTat B popme Kyda u3
32000 atomoB Hukes. [loTeHIMan MeKYaCTUUHOTO B3aUMOJEHUCTBUSI OTCYT-
ctByeT. CUMYJISIIUS OOTydeHHUs] PEHTICHOBCKIMH JTy9aMU ITPOU3BOJUTCS C
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MOMOMIBI0 KoMaHIel compute xrd [55]. Cumymnsammst oOIydeHUsT ICKTPO-
HaM# MIPOU3BOJUTCS ¢ MTOMOMIBI0 kKoMaHasl compute SAED [56]. B ucrou-
HUKaX MPEeACTaBICHbI COOTBETCTBYIONIME (POPMYIIBI M CCHIIKH Ha JOTIOJHH-
TEJIbHBIE HCTOYHUKU. BBIIO MPOBENEHO CPAaBHUTEIBHOE UCIBITAHUE IPOM3-
BomutensHOocTH mnpuMepa LAMMPS USER diffraction OpenMPI u
LAMMPS USER diffraction OpenTS DMPIL

23. luHaMuKa TUCCUIIATHUBHBIX YacTull. J[MHaMUKa JUCCUIIATUB-
HbIX acTull (DPD) — 310 MeTox Me30MacITaOHBIX YacTHII, KOTOPEIA ycTpa-
HAET Pa3pblB MEXAY MUKPOCKOIMMYECKAM U MAKPOCKOIUYECKUM MOJEIUPO-
BaHueM. Ero MoXHO paccMaTpHBaTh Kak KPYMHO3EPHUCTYIO MOJAEIb MOJIe-
KYJISIpHOH JMHAMUKH, TTOIXOJAIIYIO I OOJNBIIMX MaclITabOB BPEMECHH U
mumHEL DPD OB yclenHo MpuMeHeH K pa3InYHBIM O00aCTsIM MPIIIOKE-
HUH, OCOOCHHO NPH MOJECIUPOBAHHH TUAPOJUHAMUYECKOTO ITOBEICHUS
cHoxHBIX xkuakocteil. Monens DPD paspabdorana Xyrepoprorre u Koamme-
HOM [57]. Cuna B3auMOJEICTBHS YaCTHLl [ U j SIBISIETCS CYMMOH TpeX CHUJ,
KOHCEpPBaTUBHOM, TMCCUNIATUBHOM U CITy4aifHOM:

D R
Fy=FS+F"+F ,

OnHuM M3 IpUMEPOB, NpUBeIeHHBIX i1 Moaenu DPD B LAMMPS,
SIBIISIETCSI TIPUMEDP, KOT/1a B CHCTEME C TIOCTOSIHHBIM KOJIMYECTBOM YACTHUI] IIPH
IIOCTOSSHHOM 00BEMe NOJeP)KUBACTCSl IMOCTOSTHHAsE 3Heprus (aHcamOIb
NVE). CootBeTcTByIOmue ypaBHeHHs mpuBeaeHB! B [58]. KoopauHater u
BEKTOpa CKOPOCTEH YAaCTUI] CUNTHIBAIOTCS U3 BXOHOTO (paiina. briio nmpose-
JIEHO CPAaBHUTEIBHOE UCIBITaHHE IPOU3BOUTENbHOCTY TpuMepa LAMMPS
USER dpd OpenMPI u LAMMPS USER dpd OpenTS DMPI. Bxonnoii
¢aiin 661 MOAN(UINPOBAH, YBEJINYEHO KOJUYECTBO BPEMEHHBIX IIAroB 110
CPaBHEHUIO C UCXOIHBIM IIPHMEPOM.

24, BolunciieHHe BA3KOCTH KHAKOCTH. B mpumepe viscosity [23]
BBIYHCISIETCS] KOI(Q(GHUIUEHT BSI3KOCTH >KUAKOCTH C ITOMOLIBIO (hOPMYJIIBI
HerotoHna:

ov
rT=-n—,
on
ov
IZie T — BSI3KOCTh, /] — KOI(QQUIIEHT BA3KOCTH, 8__ TpajIieHT CKOPOCTH
n

BJ0JIb OCH, HepHGHﬂI/IKyJIHpHOI\/’I K IJIOCKOCTH CJIIBHUTIa CJIOEB >KUJKOCTH. B
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MIPOLIECCE CUMYJISIIN HCIIONIB30BAJICS COCY C KMIKOCTBIO B (hopMe mapa-
JleiorpaMMa ¢ H3MEHSIIOIIMMHCS YIJIaMH M MOCTOSHHBIMH CTOPOHaMH
(puc. 15). 3agannas TemriepaTypa Mo IEpKUBACTCS C ITOMOIIBI0 TEPMOCTATa
Ho3ze-XyBepa. Bpito mpoBeneHO CpaBHUTEIBHOE HMCHBITAHUE ITPOW3BOJIH-
tenpHOCTH TIpuMepa LAMMPS viscosity OpenMPI 1 LAMMPS viscosity
OpenTS DMPI. Bxoanoii ¢aiin Obi1 MOaANGHUIIMPOBaH, yBeIn4YeHa 00J1acTh
CUMYJISLH.

25. 3aximiouenne. TeXHOIOTHS CO37aHUSI THOPHIHBIX MTPOTPaMM, B
KOTOPBIX CIIOXHAsI HHTEJUIEKTyaJIbHAsl YaCTh Peajn3yeTcs TP TOMOIIH /-
HaMHAYECKH pacliapajieIMBaeMoro rnepedopa Ha s3bike T++, a HU3KUHA ypo-
BEHb BBIUMCIICHUH — ITPH MTIOMOIIH TPaMINOHHBIX HU3KOYPOBHEBBIX CPEJICTB
tuna MPI ummm CUDA, 006nafarot, 1o MHEHHIO aBTOPOB, OOJIBIINM ITOTCHITH-
aJIOM, KOTOPBIA MOKET OBITh BOCTpeOOBaH, B YACTHOCTH, ITPH pa3paboTKe HH-
TEJJIEKTYaJIbHBIX CUCTEM aBTOMATH3MPOBAHHOTO IIPOEKTHPOBAHNSI.

[IpoBenennas mpoBepKka ITOKa3aja, 4TO MOAXOM, BBIOPaHHBIA JUIs
HaIMCaHusl THOPUIHOTO MPHWIOXKEHHS, HE YXY/IIAaeT IPOU3BOUTEIEHOCTH
peasbHBIX MPUIIOKeHNH. Pa3dpoc OTHOCHTENFHBIX M3MEHEHUH CpeTHHX 3Ha-
YEHUH MPOU3BOAUTEIBLHOCTHU cocTaBuil oT -4.9% 1o 5.8%, B cpeaneM -0.2%,
YTO MPEHEOPEKUMO MAJIO U TIPHEMIIEMO TIPH TEX MPEUMYILECTBaX, KOTOPbIE
TIOJTy4aloTCs B pe3yibTaTe nepeHoca. JlanpHennme uceiaeqoBanus OyayT rmno-
CBSILICHBI Pa3pabOTKE TEXHOJIOTHH aJanTaldd MakeToB C IUIATQOPMBI
OpenMPI na mmardopmy OpenTS DMPI.
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IMPLEMENTATION OF THE LAMMPS PACKAGE ON
THE T-SYSTEM WITH OPEN ARCHITECTURE

Abramov S., Roganov V., Osipov V., Matveev G. Implementation of the LAMMPS Package
on the T-System with Open Architecture.

Abstract. Supercomputer applications are usually implemented in the C, C++, and Fortran
programming languages using different versions of the Message Passing Interface library. The
"T-system" project (OpenTS) studies the issues of automatic dynamic parallelization of
programs. In practical terms, the implementation of applications in a mixed (hybrid) style is
relevant, when one part of the application is written in the paradigm of automatic dynamic
parallelization of programs and does not use any primitives of the MPI library, and the other part
of it is written using the Message Passing Interface library. In this case, the library is used, which
is a part of the T-system and is called DMPI (Dynamic Message Passing Interface). In this way,
it is necessary to evaluate the effectiveness of the MPI implementation available in the T-system.
The purpose of this work is to examine the effectiveness of DMPI implementation in the T-
system. In a classic MPI application, 0% of the code is implemented using automatic dynamic
parallelization of programs and 100% of the code is implemented in the form of a regular
Message Passing Interface program. For comparative analysis, at the beginning the code is
executed on the standard Message Passing Interface, for which it was originally written, and then
it is executed using the DMPI library taken from the developed T-system. Comparing the
effectiveness of the approaches, the performance losses and the prospects for using a hybrid
programming style are evaluated. As a result of the conducted experimental studies for different
types of computational problems, it was possible to make sure that the efficiency losses are
negligible. This allowed to formulate the direction of further work on the T-system and the most
promising options for building hybrid applications. Thus, this article presents the results of the
comparative tests of LAMMPS application using OpenMPI and using OpenTS DMPI. The test
results confirm the effectiveness of the DMPI implementation in the OpenTS parallel
programming environment.

Keywords: dynamic parallelization, T-system with an open architecture, OpenTS, T++
programming language, molecular dynamics.
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